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Nanotechnology has become an emerging technology in the medical field and is widely applicable for various clinical

applications. The potential use of nanoparticles as antimicrobial agents is greatly explored and taken into consideration as

alternative methods to overcome the challenges faced by healthcare workers and patients in preventing infections caused

by pathogenic microorganisms. 
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1. Introduction

Nanoparticles (NPs) are ultrafine unit particles with one or more dimensions at the nano-size ranging from 1 to 100 nm .

There are several factors that influence the physical stability and interactions of NPs with bioactive compounds in vivo.

Examples of these factors are the surface morphology, shape, size, and diameter of the particle. The antimicrobial activity

of the nanoparticles corresponds to the high surface-area-to-volume ratio. This is because small particles have the largest

surface area which increases the interaction with bacteria and improves their antimicrobial activities . In addition, the

large surface area to volume also allows the molecules to bind, fuse and integrate the therapeutic agents to the particles

. According to Larner and colleagues (2017), NPs often have unexpected visible properties because they are small

enough to confine their electrons and produce quantum effects compared to their bulk materials. Thus, NPs confer special

optical effects, increase reactivity, and have good stability, but the theory behind these scientific occurrences are still

unclear and require further studies for justification . Nanoparticles exhibit unique features and excellent physicochemical

characteristics that make them compatible with different biomedical approaches  including drug delivery systems,

radiotherapy, molecular imaging, and treatments for cancer, neurodegenerative disease, lung disease, acquired immune

deficiency syndrome (AIDS), and eye disease . Moreover, other industries also highly exploit the use of NPs such as

personal care products, electronics devices, buildings, and building materials .

NPs are classified based on their constituents and dimensional structure. The constituent is the chemical composition of

the material, while the dimensional structure refers to 0D, 1D, 2D and 3D. For example, 0D NPs are holospheres,

nanolenses and core–shell quantum dots. 1D NPs consist of nanowires, nanotubes, nanorods and many more. 2D NPs

are more to multilayers, films, or plates, while 3D is the crystal form of NPs. The classifications are equally important for

researchers as guidelines for safe handling, while the performance of the NPs are based on applications . There is a

diverse range of NPs that are currently being studied, namely, carbon-based NPs (carbon nanotubes, fullerene and

graphene) , metallic-based NPs (silver, gold, copper, iron, arsenic, zinc, nickel, chromium, molybdenum, tantalum,

cobalt and antimony) , natural polymeric NPs (chitosan, hyaluronic acid and albumin), synthetic polymeric

nanoparticles (poly(glycolic acid), acrylic acid and poly(lactic acid) and dendrimers) , lipid-based NPs (solid lipid

nanoparticles, nanostructured lipid carriers, lipid–drug conjugates and nanoemulsions)  and nanocomposites (metal

matrix nanocomposites, polymer matrix nanocomposites and ceramic matrix nanocomposites) . Figure 1 depicts NPs

based on classifications and properties. Bottom-up and top-down are the two main techniques applied in the synthesis of

NPs, whereby these techniques can be biological, physical, and chemical. The biological techniques use microorganisms

such as B. subtilis, sulphate-reducing bacteria S. marcescens, E. coli and B. licheniformis. Both physical and chemical

techniques use different substances, such as ammonia, citrate and sodium borohydride, to synthesise NPs . The

bottom-up techniques mainly involve a reduction in chemicals, metal vaporisation, electrodes in a chemical solution, light

source, high temperature, precipitation, emulsion, sol-gel and many more. The top-down techniques are based on

processing a higher scale of nanoparticles to the simplest forms by using a size reduction technique (ball milling), fraction

of the metallic atoms on the surface (metal dispersion techniques), and rapid combustion by electrical coil .
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Figure 1. Classifications of nanoparticles.

NPs have gained attention, particularly in antibiotic therapy, as additional substitutes to treat infections caused by various

kinds of microorganisms. NPs have emerged as a new promising treatment to combat bacteria or other microorganisms

that have developed resistance to antimicrobial drugs, as NPs have excellent bactericidal or microbicidal effects against

microbes, such as bacteria, by associating directly with the bacterial cell wall without perforating the cell . In addition,

elevated levels of antimicrobial drugs can be initiated and infused at the infected area through NPs as drug delivery

vehicles. These NPs have more absorption capacity (i.e., high bioavailability) with longer half-lives and are less likely to

cause cell toxicity . Therefore, incorporating NPs with antimicrobial agents or any active moiety of choice can resolve

the microbes’ tolerance to drug treatments, maintain optimal antimicrobial concentration, minimise cytotoxicity effects and

act as a novel strategy to eradicate microorganisms that cause diseases .

2. Biofilm Formation and Antibiotic Resistance

It has become a significant challenge for health professionals to treat patients infected by bacteria. This is because

prolonged antibiotic or antimicrobial therapies cause bacterial species to become resistant to these treatments since

bacteria multiply at a fast rate. The inefficacy of the host immune defence allows for the entry of microbes to colonise and

grow . According to Cepas and co-workers (2019), microbes containing adaptable strains or dormant strains, known as

“persistent strains”, exhibit antibiotic tolerance and become active once the therapy is withdrawn. These include viruses,

bacteria, fungi and parasites. They also added that most of these high-resistance microbe species originated from hospital

sites and led to high mortality and morbidity due to the inability of the antibiotic treatments to eliminate these microbes

from the infected area. Infections caused by S. aureus have affected people in the US at a cost of 4 billion annually for

treatment and management . Emerging infectious diseases (EIDs) are a significant burden on global economics and

public health. The incidence of EID events is mostly caused by bacterial species encompassing a large number of drug-

resistant microbes . Based on the National Institute of Health, the main causative factor that contributes to pathogenic

infections in humans is the formation of biofilm, which is accountable for more than 80% of infections . Commonly,

biofilms can be found in chronic wounds, renal infections, cystic fibrosis, severe gum infections, inflammation in the

endocardium, inflammation of the meninges, medical-device-associated infections, etc. .

Other than hospital sites, bacterial biofilm is also present on surfaces in nature, pipeline networks and industrial

workplaces in which these biofilms play a dual role, either beneficial or detrimental depending on the conditions of the

hosts . Biofilms are beneficial as biofertilizers to supply nutrients to crop plants, microbial fuel cells to generate

electricity, and to clean up contaminated soil and underground water (bioremediation). Therefore, controlling the formation

of biofilms is vital to maintaining biofilms for biotechnological processes and to destroying biofilms for preventing microbes

from causing diseases and contaminations . Conventionally, there will be more than one type of microbial species

embedded within a biofilm such as in the mouth with 500 different bacterial species in a biofilm . Pathogens, particularly

bacteria, form biofilms that function as a barrier to growth, multiply, protect against the host immunity system, resist

changes in pH and osmotic concentration or resist drug treatments such as multidrug resistance . Biofilm is a clump

containing a fraction of bacteria encapsulated with an extracellular polymeric matrix or extracellular polymeric substances

(EPS) that attach to the surface area . The EPS is in an aqueous environment containing protein substances and plays

a role in maintaining the structural integrity of the biofilm, supplying nutrients, supporting adhesion to surfaces and

assisting the intercellular signalling molecules, such as cyclic dimeric guanosine monophosphate (c-di-GMP), that are
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found in bacterial species within the biofilm. In brief, EPS supports colonisation or re-colonisation of bacteria by adhering

to surfaces .

Theoretically, there are five stages involved in the formation of a bacterial biofilm . In the first stage, the planktonic

bacteria reversibly attach to a suitable surface. In the second stage, the cells begin to connect irreversibly through

appendages such as fimbriae, pili, flagella, and lipopolysaccharide (LPS). The third stage involves the cells growing and

synthesising EPS containing protein matrix. In the fourth stage, the bacterial cells proliferate and mature to form

microcolonies and biofilms. At the final stage, some cells detach or are freed from the biofilm and disperse the contents as

planktonic cells to form new biofilms in different locations . Figure 2 shows the formation of bacterial biofilms. During

biofilm maturation, bacterial cells communicate to other cells within the biofilm or with other microbes through a process

known as quorum sensing (QS). This helps the bacteria to keep track of their cell numbers and regulate the expression of

quorum-specific genes that facilitate bacterial activity including biofilm formation, virulence, cell mobility, extracting

nutrients from other cells and deactivation of the immune system . Ideally, Staphylococcus species is a group of Gram-

positive bacteria with a firm biofilm that causes prolonged infections leading to non-wound healing in chronic wounds

. S. aureus has the highest resistance followed by S. epidermidis towards antibiotics which are primarily used to

prevent hospital-acquired infections caused by these species, specifically with implanted devices. Both species form well-

established biofilms, causing more infections compared to other Gram-positive or Gram-negative bacteria. In addition to

these bacteria, a few examples of bacterial species that can be found in hospital settings are P. acnes, E. faecalis, S.
viridans, E. coli, K. pneumoniae, P. mirabilis and P. aeruginosa . In current practice, patients are given more than

one type of antibiotic to reduce infections and resolve problems related to drug resistance. The potency of the drugs

depends on the patients’ health conditions and requires clinical examinations, antimicrobial sensitivity pattern and

aetiological agents to determine the strain causing the infections .

Figure 2. Schematic of (A) bacterial cell attachment to the skin’s surface; (B) irreversible cell attachment through

appendages; (C) cells’ growth and EPS synthesis; (D) cells’ proliferation and maturation to form microcolonies and

biofilms; (E) cells’ detachment from biofilms to disperse contents as planktonic cells to form new biofilms.

Gradually, after prolonged exposure to antibiotics, microbes are able to mutate their genetic material or modify the

antimicrobial agents to escape the effects of these drugs and, at the same time, disable the therapeutic functions of the

drugs . The mutation takes place in the genome of the bacteria, particularly the mismatch repair system (MMR) that

consists of mutS, mutL, mutH, mutT, mutY, mutM and uvrD, whereby these genes together with DNA gyrase and

topoisomerase enzymes can elevate the rate of mutation, inhibiting the antimicrobial agents’ activities . The mutation

and modification are accomplished with the help of enzymes synthesised by bacteria based on two mechanisms: (i)

alteration of the composition of the bacterial enzymes in such a way as to render the ineffectiveness of the antibiotics

while retaining the toxic functions of bacteria and (ii) the antibiotics become weak and dysfunctional after the enzymes

change the structural parts of the drugs either by modifying or deactivating them. The modification is achieved by adding

several bacterial enzyme groups such as phosphate, adenyl and acetyl. These groups can bind to the target sites of the

drugs, altering and developing resistance towards the bacterial activities via inactivation through breaking down of the

drugs’ hydrolytic action. Moreover, these enzymes are needed by the bacteria in the production of substances for cellular

regulatory processes, cell wall components and nucleic acids. Such examples can be seen in the alteration of bacterial

ribosomes by the enzyme of 23S rRNA methyltransferases in Gram-positive bacteria and mutation of DNA gyrase in

Gram-negative bacteria. In both mechanisms, macrolides, lincosamides, streptogramins B (for Gram-positive bacteria)
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and fluoroquinolone antibiotics (for Gram-negative bacteria) are unable to bind to the target site of the bacteria, thus

making the drugs ineffective to destroy or kill the bacteria .

NPs utilise a few modes of entry into the biofilm matrix to disrupt the membrane’s cells for cell lysis or cell death. Metals

NPs, such as silver, have an active surface area and undergo oxidation to release the Ag+ ions in which these ions fuse to

the surface of the bacterial cell wall. The oxidised silver ions that contain more antibacterial properties will penetrate the

cell membrane and destroy the cell, which causes the cell to lose its integrity leading to death. . The carbon NPs will

elicit electrostatic charges after encountering bacteria and binding to the external part of the cells. The NPs then enter

through the damaged cell, destroying DNA replication and draining out the intracellular contents from the cells . Lipid

NPs, such as liposomes with positive charges, could damage the biofilm even at low concentrations and retain the

capacity of the drugs before assisting the drugs to penetrate the biofilm to kill the cells .

Some powerful tools allow the interaction and penetration of NPs into the biofilm such as surface-sensitive techniques,

high-resolution microscopies, and synchrotron-based spectroscopies. One example of a surface-sensitive technique is the

use of heat produced from gold NPs localised on the surface plasmon resonance. After gold NPs are irradiated, the

photon will be absorbed, reflected, or dissipated based on the physical appearance of the NPs. Plasmon is formed after

the visible light or infrared radiation is absorbed. Plasmon then changes to hot electrons, which will be balanced with a

lattice and release the energy to the neighbouring area. This energy becomes thermal energy and destroys the bacterial

cells and biofilms . The second example is the high-resolution microscope. The pH-sensitive polyacrylamide

nanosensor (fluorescent nanosensors) that can pierce biofilm developed by P. aeruginosa and S. mutans is able to detect

the physiologic pH changes in these biofilms in real-time at the microcolony level. The pH level is elevated while the

bacteria start to adapt to acidic conditions until the biofilms are well established. The different gradients of pH can be

determined within the individual microcolony, either at the core of the microcolonies or at the edge of the colonies. For

example, pH 3.5–4 was observed in the core of the microcolonies and pH 5.5–6 was observed at the edge of the colonies

for P. aeruginosa . One of the synchrotron-based spectroscopies was infrared-attenuated total reflectance (IR-ATR)

spectroscopy using silver-metal oxide-Teflon-like (CFx) composites to study the antibacterial activity on P.
fluorescens biofilm. IR-ATR uses bands to observe biofilm formation or disruption. The bands indicate bacterial adhesion

and biofilm expansion. The early stage of the biofilm was observed at the ATR crystal surface followed by EPS and

nucleic acids formation. Meanwhile, after modification of the ATR crystal with Ag-CFx, the results demonstrated that in 2 h,

the bands related to amide II and EPS were zero, indicating complete elimination of biofilm from the waveguide surface. In

contrast to nucleic acids, the bands remained the same throughout the time frame. This could be due to the high

antimicrobial activity that is correlated to cell apoptosis and also the reason for the cell membrane destruction of P.
fluorescens .

Another type of bacterial enzyme which is commonly found in Gram-negative bacte-ria is plasmid-encoded β-Lactamase

namely, TEM, SHV, and CTX-M. These enzymes can reduce the effectiveness of drugs such as penicillin, cephalosporins,

monobactams and carbapenems by altering the drug binding sites or reduce uptake of drugs due to the changes in the

outer membrane of the bacteria. The inactivation of the drugs is based on the hydrolysis process between water

molecules from the enzymes and β-lactam rings of the drugs . Figure 3 shows the interactions between antibiotics and

bacterial biofilms and how these can lead to antibiotic resistance. Another method the bacteria employ to prevent the entry

of antibiotics to the target site is through the efflux pumps, which are the membrane proteins of bacteria. The efflux pumps

will export the drugs from the bacterial cell back to the environment, thus increasing their tolerance to antibiotics. P.
aeruginosa is an example of bacteria that modulate the transcription regulator of CpxR, which activates efflux pumps and

reduces cell membrane permeability to resist drug treatment . Most bacterial species can express efflux pumps either

from the same superfamily as a single type of efflux pump or many types from multiple superfamilies . The mechanisms

stated above can still operate at the single cell level even after the biofilm formation . The primary functions of

antibiotics are to obstruct the essential cellular processes of microbes, specifically, DNA replication, RNA transcription,

protein synthesis, impede the synthesis of bacterial cell wall, destruction of cellular membrane, deceleration of cell growth

and cell apoptosis . After the formation of biofilm, it is difficult for antimicrobial agents to penetrate deep into the biofilm,

and this leads to the drug resistance of bacteria. In addition, bacterial cells that reside deeper in the biofilm tend to

multiply slower with lower metabolic activity; hence, they are tolerant to the traditional types of antimicrobial agents .

Therefore, coupling NPs with antimicrobial agents could enhance the antimicrobial activity either by piercing into the cell

membrane or as drug carriers to directly introduce the NPs to the targeted area for cell disruption .
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Figure 3. Illustrations of (A,B) the interactions of antibiotics with the pathogens and (C) antibiotics’ activities after

penetration into each bacterial cell to kill the cells. (D) Antibiotics inefficiency n killing the bacterial cells, as the cells are

protected within the biofilm and (E) the mechanisms utilised by bacterial cells to render the antibiotics’ functions.
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