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Crowd sensing (also known as participatory sensing, or mobile crowdsensing) is a means of collecting people’s
surrounding information via mobile sensing devices. Its highly expressive and powerful sensing capabilities can carry out
a big sensing project by fragmenting tasks into small pieces. The key to success is to get more participants to collect
higher quality data.
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| 1. Introduction

Today’s smartphones are powerful minicomputers that contain an impressive array of sensing components such as
cameras or accelerometers, with the ability to collect and analyze users’ surrounding information & (Figure 1). Extensive
research shows that as well as through mobile phones, data is collected through different means of transportation, such
as trains, cars, or bicycles. Such information collection is referred to as participatory sensing or mobile crowdsensing.
Many studies have been conducted on crowd sensing. For example, Bridgelall et al. proposed a system that detects
anomaly locations of roadways using participatory vehicle sensors [&. Kozu et al. developed a hazard map of bicycle

accidents based on data from the accelerometers of participatory smartphones [,
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Figure 1. Participatory sensing.

Although high participation is necessary for crowd sensing to be successful, participants may be discouraged by privacy
concerns or having to use extra battery power. As such, it is necessary to develop a participatory sensing method
featuring both low battery power requirements and high privacy protection 4. To avoid potential undesired side effects of
this data analysis method, such as privacy violations, considerable research has been conducted over the last decade to
develop participatory sensing that looks to preserve privacy while analyzing participants’ surrounding information. To
protect privacy, each participant perturbs the sensed data in his or her device, then the perturbed data is reported to the
data collector. The data collector estimates the true data distribution from the reported data.

| 2. Datas

Several frameworks use geotagged posts of Twitter and/or Instagram 28l Although Twitter and Instagram users disclose
their locations intentionally, a privacy mechanism could motivate users to share more geotagged posts.



Several privacy-preserving techniques have been proposed for crowd sensing. By perturbing data based on e-differential
privacy 4, privacy leakage can be controlled [&l,

An incentive mechanism is a very important issue for crowd sensing. If the incentive mechanism works well, it is expected
that the crowd sensing system can gather many participants even if the privacy levels are relatively low. On the other
hand, if there are no good incentive mechanisms, the privacy levels should be higher to recruit many participants.

Pouryazdan et al. proposed three new metrics to quantify the performance of mobile crowdsensing &: platform utility, user
utility, and false payments. Using these metrics, they showed that data trustworthiness and data utility could be improved
by collaborative reputation scores, which are calculated based on statistical reputation scores and vote-based reputation
scores. Pouryazdan et al. also proposed a gamification incentive mechanism 9. They formulated a game theory
approach and showed that their mechanism could improve data trustworthiness greatly. Moreover, the proposed
mechanism could prevent the data collector from paying rewards to malicious participants.

Suliman et al. proposed an incentive-compatible mechanism for group recruitment 2. They considered the greediness of
participants of in-group recruitment, and the proposed mechanism can increase the quality of the collected information by
selecting participants who are expected to give high-quality data at a low cost.

There are several important mobile crowdsensing survey articles. Capponi et al. analyzed mobile crowdsensing studies
and outlined future research directions 12, Liu et al. 18 focused on privacy and security, resource optimization, and
incentive mechanisms. They argued that ensuring privacy and trustworthiness is important.

Privacy-preserving mechanisms could be combined with such incentive mechanisms to increase participants while
maintaining a low cost.
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