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Fault-tolerant controllers (FTCs) can be defined as controllers that are able to tolerate faults and keep the control

performance in the ideal range in the presence of faults. FTC approaches can be categorized into two main categories:

Passive FTCs and Active FTC.

Passive FTCs are not dependent on fault detection and isolation (FDI) modules and can keep the desired controller

performance without considering the type and size of fault.

Active FTCs are equipped with the FDI module and behave differently to different kinds of fault.
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1. Introduction

In the classic control theory, it is assumed that all the components work properly and precisely. However, experience has

taught us that this assumption cannot be guaranteed all the time, and on many occasions, system components might face

some faults or failures in their task. These accumulative faults would endanger the controller stability and its performance

that cannot be tackled by robust control theories. With the increasing demand for having a reliable and safe controller, the

fault-tolerant control (FTC) systems became one of the most attractive topics in the field of advanced control theory, which

received a great deal of attention among researchers. The ongoing achievements in this field of control lead to several

valuable review articles to overview the most recent techniques.

One of the earliest review papers in the field of FTC was published in 1991 by Stengel , which investigated the basic

concepts of FTC and artificial intelligence application in FTC systems. In 1997, Patton presented a comprehensive review

of FTC techniques and analyzed the key issues of FTC design . Luze and Richter presented an introductory tutorial for

FTC design based on reconfiguration and reviewed the state-of-the-art achievement in the field . Alwi et al. reviewed

different kinds of possible faults and failures in the control system and briefly overviewed fault detection and isolation

(FDI) and FTC approaches . The survey papers in  have reviewed the development of active and passive FTC

systems and investigated the challenges and advantages of them. In , FDI and FTC approaches in the aerospace

system have been briefly reviewed, and the combination of active and passive FTC was investigated. Some survey

papers reviewed designing of FTC for a specific application, for instance, FDI and FTC approaches for attitude control in

spacecraft , single-rotor aircraft (e.g., helicopters) , electric speed drive systems , photovoltaic (PV) systems

, and power electronics systems . In , FDI approaches have been extensively investigated, and they

classified FDI techniques to four subcategories: model-based, signal-based, knowledge-based, and hybrid/active

approaches.

Despite the valuable efforts in recent decades to provide a comprehensive FTC and FDI approaches, most of the works

were only reviewed hardware-redundancy-based FTC approaches. At the same time, analytical redundancy, which has

received a great deal of attention in recent years, has not been investigated to the best of our knowledge. In addition,

most of the works reviewed FDI and FTC separately, and the link between active FTC and FDI to obtain a united active

FTC system was not technically investigated. Furthermore, the ongoing achievements in this field of control and the

increasing need to develop a reliable control system are another reason to review the latest works in the field. These

reasons motivated us to prepare the current work.

2. Passive and Active FTC

FTC techniques can be divided into two main categories: active and passive . Active FTC uses detection techniques

to find the fault, then, a supervisory system will decide how to modify the control structure and parameters to compensate

for the effect of the faults in the system . However, in passive FTC, a robust compensator is used to reduce the fault
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effects in the system or at least stabilize the system in the presence of a fault in the system.

2.1. Passive FTC

Passive FTC systems do not rely on the fault information, and their design is directly integrated with the concept of

redundancy. The concept of hardware redundancy in passive FTC systems can be defined as the application of identical

components with the same input signal so that the duplicated output signal can be compared with the main component to

switch between redundant actuators in case of performance degradation to mitigate the fault effect . As can be seen in

Figure 1, in passive FTC design, redundancy can be considered in the controller, actuators, plant components, and

sensors that the FTC system can switch to them in the presence of a fault in the system.

Figure 1. Passive FTC Structure: This kind of controller can be designed by considering redundant

controller/actuator/plant/sensor and in the presence of fault will switch to the redundant component.

Several approaches have been used in designing passive FTC varies from sliding mode control (SMC) approach 

to H∞ , Linear Quadratic control , fuzzy logic control , Lyapunov-based control , and control allocation

. Such control strategies are commonly less complicated and are popular due to their simplicity in design and

application, less lag between fault occurrence and accommodation, and their low computation load .

The main challenges of passive FTC can be summarized as

(1) The extreme dependency on hardware redundancy: despite the advantage of having redundant hardware in improving

the reliability of the system, having redundant hardware increases the product cost, and also increases the needed space

(product size) and the weight of the product. It is obvious that the key components need redundancy to avoid breakdown,

but applying redundancy for the whole system would be costly and difficult to be applied considering the weight and space

limits.

(2) Passive FTC strategies rely on the assumption that the system will maintain its asymptotic stability of the closed-loop

under specified fault/failure scenarios. However, this assumption may not be sufficient to prevent the system break down

in the presence of a large number and unforeseen faults.

(3) Due to the fact that in passive FTC design, the normal and fault/failure conditions should be considered

simultaneously, in the performance aspect, they are more conservative compared to active FTC design. In other words,

passive FTC systems focus on the robustness of the system considering all the scenarios rather than the optimal

performance for each scenario, i.e., to guarantee the stability of the system in the presence of a fault, the settling time of

the controller would be increased even in a normal situation.

For these reasons, active FTC system received great attention among the researchers .

2.2. Active FTC

In contrast with passive FTC systems, active FTC systems react to each fault differently. This reaction is based on the

control approach used in the active FTC design and information received from the detection system. Generally, an active

FTC design has three main steps: (1) Detection, (2) Supervision, (3) Control. Figure 2 shows the three main steps and

their roles in designing active FTC systems.
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Figure 2. General Structure of active FTC systems.

Generally, in designing an efficient active FTC system, three major factors should be considered: First, the detection unit

should be accurate. False fault alarm and inaccurate fault measurement have a direct impact on the performance of the

active FTC system. This inaccuracy will lead to a negative reaction to the fault and would even endanger the system

stability. Second, the designed active FTC should be robust against the imperfect fault detection information. Third, the

time spent for fault recovery should be less than the available time for recovery. In other words, control

reconfiguration/fault compensation should be fast enough to guarantee system stability and performance.

In fact, the most important part of an active FTC system is its FDI unit; thus, we categorized active FTC systems based on

the FDI approach used in their design. In the following section, we reviewed different approaches for FDI design.

Active FTC approaches are mainly categorized based on the FDI unit used in their design. However, the strategy used for

the compensation of fault might be different. Here, a brief review of different fault compensation approaches used in active

FTC design is presented.

3. Conclusions

An active FTC approach is generally more efficient in dealing with different types of faults; however, the controller

performance is primarily dependent on their FDI unit in providing timely and accurate fault information. We categorized

FDI system based on the approaches used in their design into three main categories: model-based, knowledge-based,

and combined model-knowledge-based approaches. The model-based approaches are simple to implement; however,

their performance is highly dependent on the accuracy of the mathematical model of the system. The knowledge-based

approaches are not dependent on the mathematical model of the system; however, they need a huge historic data about

the system performance for training purposes. The combined model-knowledge-based approach has less dependency on

model accuracy and needs less training data; however, the design complexity would increase and the designer should

have knowledge of both approaches to design an efficient system.
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