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Video surveillance systems are widely deployed with large systems for use in strategic places such as home security,

public transportation, banks, ATM centers, city centers, airports, and public roads, and play a vital role in protecting critical

infrastructures. As various attacks are possible in these systems, identifying attacks and considering suitable security

measures are essential. In this paper, we present a detailed review of existing and possible threats in video surveillance,

CCTV, and IP-camera systems.
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1. Introduction

Government and private organizations, residential societies, and commercial and public spaces, are using these systems

to keep a check on various activities for security and safety purposes. Surveillance means monitoring movements,

activities and behavior in order to manage, control, and protect people. To view events as they occur and to monitor

activities in any area at a later time, closed-circuit television systems (CCTV) technology is being used. Increasing thefts

and criminal activities demand the usage of CCTV cameras in both commercial and residential sectors for security

purposes.

The virtue of IoT is that it gives new look for the upcoming video surveillance systems. Instead of capturing footage and

visualizing it later in order to detect theft, violence or vandalism, there is a need for cameras to self-detect the abnormal

events and interpret the same to other systems for necessary actions. The smart cameras have exploited the benefits of

computer vision, machine learning and automation. IoT helps to connect network-enabled cameras with other devices and

systems and thus transforms secure surveillance into smart security surveillance systems.

Overview of VSS: Video surveillance systems are widely used in cyber-systems such as healthcare, traffic analysis,

wildlife monitoring, environmental monitoring, weather forecasting and public safety. Each node performs video

compression, data transmission and video capturing as the basic function. The data processing unit and data

transmission unit at each wireless node process a large amount of video data without degrading information and security,

which is a most challenging task in video surveillance applications .

The usage of VSS is ubiquitous in today’s scenario. Attackers are continuously targeting these systems with new attacks

and vulnerabilities. For example, when a simple search word such as “webcamXP” is given on Shodan.io , an IoT

search engine, one can access random video footage of retail stores, city centers, boating docks, and domestic spaces.

The large scale, restricted resources, outdated firmware, poorly secured IoT devices and inbuilt vulnerabilities have

attracted bad actors to perform various attacks on the IoT ecosystem.

The motivation for an attacker could be blackmailing, the ability to observe live video feed, access to video footage,

access to VSS network, disabling video feeds, violating privacy, remotely disabling the connection, and performing DoS

attacks, etc. As VSSs are used in important places, only authorized agents should have the access to monitor and control

it. Privacy and security are the foremost concerns while using such systems. Considering all this, this paper first identifies

the possible attacks on such systems and then discusses the measures that can be incorporated to prevent security

attacks.

After the launch of the Mirai attack and its consequences in the year 2016, there has been a dramatic increase in studies

related to attacks and vulnerabilities in the VSS domain. Keywords used for the literature survey are as follows: video

surveillance systems, attacks on VSS, security frameworks for VSS, privacy issues with IP camera and botnet. To

understand the security loopholes and possible solutions to mitigate the threats in VSS, this paper follows the following

steps (Figure 1) to articulate the security issues of VSS.
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Figure 1. Roadmap of the paper.

The rest of the paper is organized as follows: various types of attacks in VSS are given in Section 2. The security

measures for VSS are summarized in Section 3. In Section 4, a detailed review and analysis of the latest advances in

VSS frameworks are presented and tabulated.

2. Attacks on VSS

In this section, we present all the possible types of active attacks at different layers of the video surveillance systems. The

main issues are (a) privacy and security that concerns a surveillance system, (b) the uncertainty of not knowing what

happens to your data when it is stored in the cloud and (c) how the user monitoring devices such as smartphones can

also be a cause of the attack in the surveillance network .

In an attack scenario, the basic steps are: (a) information gathering, (b) assessing vulnerability, (c) launching attack, and

(d) cleaning up. Some of the tools used by attackers at different steps are listed in Figure 2.  present more elaborate

details of information gathering and attack launching tools that can be used by attackers.  presents details of different

vulnerability databases available, attack surfaces and their details.

Figure 2. Common tools used by attackers.

VSSs are used by applications for the recognition of facial features, the automatic reading of license plates, scanning and

reading QR codes and the compression of image data. VSS has an additional level of abstraction, i.e., the visual layer.

This layer is prone to a few types of attacks as they involve imagery semantics and image recognition. The attacks are

spread/injected in a multitude of ways, such as preinstalled malware in the system or through a firmware update or remote

command insertion .

One of the most common attacks on a live feed from VSS is frame duplication attack. An attacker, once gaining access to

a VSS system, can insert previously recorded “normal” looking frames in place of the live stream, to avoid the detection of

ongoing suspicious activity. To detect these frame duplication attacks, spatial and temporal domain similarities between

frames are extracted and analyzed using various correlation techniques. To achieve this, a massive database is required

for storing a huge amount of data and an enormous amount of computation time is required to detect and prevent such

attacks in real time.

In this type of attack, informational objects between processes can communicate which normally should be blocked as per

the security policy. These attacks are different from legitimate channel exploitations which attack semi-secured systems

using techniques such as steganography, to disguise prohibited objects inside actual informational objects. Based on

criteria such as timing/storage, network/OS/hardware, and value/transition based, covert attacks can be classified into

various types. Some examples of covert channel attacks  are:Manipulating CCTV/VSS infrared LEDs: by sending

command/control data to the VSS cameras by using the infrared LED messages;A new type of optical covert channel

named (VisisSploit)
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Steganography involves a method to use the unused or less important information bits of the user content (such as

images, videos, network traffic). Two types of common steganography attacks are hiding the malicious code in the

genuine application and by a command and control (C & C) communications channel .

A common technique in many malware droppers is to append data to the end of the file or utilize unused portions of the

file format . In any method of steganography, it is hard to detect malicious code coming through user files in a network.

Malicious payloads can be embedded into a set of PNG files. The PNG files can then be compiled into a legitimate

application, along with a function that would extract and drop the malware onto the system.

In command and control protocol attacks, the “Domain Name Server (DNS) and Hyper Text Transfer Protocol (HTTP)”,

can be used to embed the malicious code in response to a request from a client.

As an example, we consider User A (house or office owner) who approaches the IP camera. (named a cover image). The

steganography technique is now used to send a “stego image” (combined image where the actual image is hidden in the

cover image). This “stego image” is stored in the home server, which then will be processed using the reverse

steganography technique to retrieve the original image with the face.

Another User B (attacker) intercepts data transmission between the IP camera and the home server and captures all the

data which have “stego image” along with other captured images. At this point, the attacker can perform three categories

of attack; namely, stego-only attack, known cover attack and known message attack. Any change on the LSB bits of the

face image will not alter it significantly, whereas changes in the MSB bits will significantly degrade the quality of the face

image. An attacker can use statistical analysis for the detection of changes in LSB bits or human visual perception to

detect the changes in the MSB bits to detect the face image from the cover image.

Zoom (PTZ) is a functional characteristic of a surveillance camera that can zoom in and out, and change the view of the

camera to horizontal (right, left) and vertical (up, down) angles. Camera models utilize stepper motors built into them and

employ PTZ data protocols to achieve this functionality. When a user is using a mobile application to watch a live feed

from the camera through a cloud server, then all the PTZ requests are routed through cloud servers to the camera. If this

communication is carried out after an interval of every few seconds, an attacker who is intercepting this communication

may not be able to decode the PTZ data but can precisely find the interval after which communication is happening.

When monitoring important activities such as real time crimes, in many video surveillance systems, it is critically important

to have an un-tampered and uninterrupted operation. A denial-of-service attack on a home surveillance camera will not

have a major impact when compared to denial-of-service attacks on commercial surveillance systems, which may have a

greater impact. These kinds of attacks must be taken into consideration during the early phases of the setup and testing

of the surveillance system. For example, “BrickerBot is a malware that attacks IoT devices that run a specific version of

the DropBear SSH server and target Linux devices running Busy box (usually IP cameras)”.

DoS attacks can be classified into two types: flooding and logic attacks. Flooding attacks work by overwhelming the

current network with a large volume of complex data packets to deplete their resources such as memory and bandwidth.

Logic attacks exploit the known vulnerabilities in the system to attack the remote servers. Out of these two types of

attacks, flooding attacks are more dangerous as it is difficult (resource-intensive, time-intensive and cost-intensive) to

differentiate real data packets from the flooded data.

In a smartphone, users download mobile applications, and malicious code embedded into the application program can

gain access to personal information which the attackers can then exploit for financial gain . Nor does anyone want a

picture or video of their device or application storage that went viral on social media due to their camera (which can be a

surveillance camera or smartphone camera) being hacked. Due to this, the attacker can have a different way to invade by

performing malicious code injection, data leaks and also performing privilege escalation. Access control entry

vulnerabilities have been discovered on IP cameras, DVRs, and VPN routers which are publicly listed

inhttps://cve.mitre.org.

In a multiple user architecture of any application or device network, access permissions to its users are restricted. Users

at different levels have different permissions. In Android user applications or surveillance applications, components such

as service, content provider, broadcast receiver and activity may be able to use privilege escalation to receive more

permissions than required or desired. Two variants of privilege escalation are Vertical Privilege Escalation and Horizontal

Privilege Escalation.

Vertical Privilege Escalation: bugs and design flaws can be applied to allow the smartphone user to execute higher level

applications or functions. Even a process, for instance, may use a bug in the system kernel and run functions with system

privileges. There must be at least one process running with system rights to enable another lower-level process to
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escalate.

Horizontal Privilege Escalation: the user and applications are located at the same permission level. Privilege escalation

takes place if a user or an application can access data or functions of another user or application.

One of the Android built-in security features is the Android application sandbox. It is a technique to manage and separate

the user applications from the critical system resources and applications. Privilege escalation attack bypasses sandbox

restriction by running malicious code at run time . An application which is “non-privileged” can still access files of

“privileged” system applications such as geo-location, user passcode, battery status, camera permission, etc.

Similarly, in a video surveillance system, an attacker can exploit the firmware default port and login information and

access the device as a user with privileged rights . In such a scenario, companies could do nothing but recommend

their customers apply newer firmware and use stronger passwords.

The prevalent attacks on different parts of the VSS infrastructure are outlined in Figure 3.Table 1 gives information on

different types of attacks, their description and examples of how such attacks are conducted by the attackers.

Figure 3. Pervasive attacks on VSS.

Table 1. VSS architecture layers, attacks and their examples.

Layer Attacks Threats Description Examples

Perception
Layer

Device attack

Physical Attacks,
impersonation,
malicious code

injection

Someone takes advantage of
a bug or inherent

vulnerability to gain access
to the infrastructure.

Physical access to a security
surveillance camera and modifying

the design settings.

IoT botnet DoS attacks,
routing attacks

Group of hacked computers,
smart devices, and

appliances connected to the
Internet are known as an IoT

botnet.

The Mirai malware is seen as a
milestone in the threat landscape
and exploits security holes in IoT

devices and launches attacks.
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Layer Attacks Threats Description Examples

Network
Layer

Attacks on
Wifi/Ethernet

Routing attacks,
data transit

attacks

Numerous malicious
activities can be performed

on devices if an attacker
gains physical access to the

local network wirelessly.

In the network level attacks,
cybercriminals are able to redirect

network traffic; for example,
Address Resolution Protocol

poisoning (ARP) or by changing
the Domain Name System (DNS)

settings.

Reconnaissance DoS attacks,
routing attacks

The aim is to collect data
about an infrastructure,
including the network

services and devices that are
running.

This can be achieved by scanning
network ports and packet sniffers.

Man-in-the-middle
attack

Data transit
attacks

It is a type of eavesdropping
attack. This attack could

permit the attacker to
secretly relay and possibly
alter the communications
between two IoT devices.

Attackers can use a network
packet analyzer, i.e., Wireshark for

analyzing network traffic. If
communications are not encrypted
or authenticated, an attacker can

easily steal the data.

Application
Layer

Cloud
infrastructure

Data leakage, DoS
attacks, malicious

code injection

An IoT device interconnects
with back-end cloud

services. IoT cloud services
might permit the client to
select simple passwords.

A lot of cloud services have a
logical weakness, which is actually

the permission of cloud to a
cybercriminal to obtain sensitive
information of the customer and
also access to the device without

any authentication.

Privilege
escalation

Data leakage,
malicious code

injection

The attacker takes advantage
of programming errors or
software flaws to permit
cybercriminals to elevate

access to an IoT
infrastructure.

Grant the cybercriminal elevated
access to the IoT ecosystem and

its associated data and
applications.

Server-side denial
of service (DoS)

DoS attacks,
Malicious Code

Injection

Electronic devices and its
connected devices are

deactivated or changed by a
cybercriminal, via physical or

remote access to the IoT
sensors.

An attacker can deny the sensors
to send and receive

communications. Another example
could be battery abuse, device
disabling, or device bricking.

3. Security Measures for VSS

The security of the hardware, firmware and network communications of video surveillance systems can be enhanced by

following the guidelines summarized in this section. Vendors must adopt good practices for built-in security measures,

such as secure remote access, basic encryption, and patching all known vulnerabilities . Without

proper safeguarding, IP-connected cameras are vulnerable to hacking, which can lead to the compromise of millions of

security cameras and video recorders. To protect from security attacks, the security measures that are suitable at different

layers (perception layer, network layer and application layer) are summarized in Figure 4.

Figure 4. Summarizing the security measures at different layers.
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The basic and necessary steps to avoid video surveillance camera attacks are as follows: Network topology and

configuration of a system is critical in maintaining the security of IP-based cameras, as there are multiple entry gateways

through which it can be attacked. In this type of locally connected system, rather than relying on a password to gain

access to the firewall of a camera system, cloud-connected IP security cameras will communicate with a secured cloud-

based server over an encrypted connection. Cloud-connected devices have the added advantage of continuous

monitoring over locally connected systems.
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