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The WSN based IoT (WSN-IoT) design problems include network coverage and connectivity issues, energy consumption,

bandwidth requirement, network lifetime maximization, communication protocols and state of the art infrastructure. In this

paper, the authors propose machine learning methods as an optimization tool for regular WSN-IoT nodes deployed in

smart city applications. 
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1. Introduction

A smart city is an urban area that uses remote sensors and the Internet of Things (IoT) enabling technologies to collect

data from different locations and uses to enhance the quality of life of the people. The low power, low data rate wireless

sensor networks (WSN) are used for monitoring and control applications in smart cities. The WSN nodes are used as the

underlying technology infrastructure in the IoT. In the IoT, the “things” refer to the tiny embedded physical sensing devices

(i.e., WSN nodes) connected to the internet to perform a specific application. Currently, a new revolutionary technique

known as artificial intelligence (AI) and machine learning (ML) is evolving as the future of fully automated IoT applications.

Machine learning is a part of AI, in which, the computer algorithms learn by themselves by improving from past

experiences. A detailed survey of ML algorithms was performed in  until the year 2013. As the ML and IoT, technologies

are emerging rapidly, therefore, the authors extend their survey work also. The IoT applications in smart cities are smart

traffic monitoring , smart grids , smart waste management , smart agriculture , smart medical healthcare , etc.

The major problems in WSN based IoT (WSN-IoT) are fully autonomous operation, maximum network lifetime, energy

efficiency, quality of service (QoS), cross-layer optimization, high bandwidth requirement, sensor data analysis, cloud

computing, communication protocol design, etc. Currently, the industrial IoT (IIoT) or industry 4.0 is the biggest revolution

for smart industries, smart manufacturing sector, automobile sector, smart cities and medical healthcare sector.

Worldwide, various major companies like Microsoft, Google and Amazon are working on the development of AI and ML-

based algorithms in advanced IoT applications for smart cities.

Machine learning can be applied in WSN-IoT for dynamic updating of routing tables in WSNs, node localization in mobile

WSN-IoT nodes, identification and separation of faulty nodes for network optimization and prediction of the amount of

energy harvesting in energy harvesting WSN (EH-WSN). Through this paper, the authors have tried to answer the

following research questions: Why machine learning methods are used in WSN-IoT? What is its superiority of using ML

over traditional optimization methods in WSN-IoT? Why is the smart city a typical use case of IoT applications?

IoT offers new opportunities for smart cities to use data to manage traffic, reduce pollution and make better use of

infrastructure. The following are the advantages of using machine learning in traditional WSN-IoT:

WSNs are generally deployed in a dynamically changing environment. Therefore, self-adaption to the new environment

is expected from a fully automated IoT scenario.

Unknown parameter monitoring requires automatic adjustment of network topology and configurations, e.g.,

temperature measurement in a glacier or volcano monitoring.

Lack of accurate mathematical models of the unknown parameters in WSN-IoT.

WSN-IoT deals with a large amount of sensor data, therefore the correlation between different data set may be of

critical concern.

Integration of WSN in IoT using cloud-based services for better monitoring and control.

Future predictions and possible actions in WSN-IoT.
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The IoT generates a large amount of data from millions of sensor nodes. Machine learning is powered by data and

generates useful information from previous data. Machine learning uses past IoT data to identify hidden patterns and

builds models that help predict future behavior and events.

As WSN-IoT are resource-limited (finite bandwidth and power availability) therefore, there are some limitations for running

ML-based inferences on IoT nodes also such as:

A large number of computations are required to process the more amount of data, hence computation complexity

increases.

Additional power consumption.

Training of WSN-IoT nodes for various ML algorithms requires complex operations and multi-domain skilled

programmers.

2. Summary of Literature Survey of ML Techniques for WSN-IoT

We provides a summary of all machine learning (ML) techniques proposed as an optimized solution for WSN-IoT

problems. In a smart city, the major challenges are as follows: smart education, smart classrooms, smart traffic

monitoring, rain water harvesting, smart grids in smart buildings smart healthcare in hospitals, smart agriculture, industrial

IoT (or Industry 4.0), smart waste management, smart governance, smart environment monitoring, etc. Now, we will map

each problem of smart cities with the solution provided by machine learning algorithms in WSN-IoT. The WSN node

localization problem is considered as a classification or multivariate regression task in the ML domain. Therefore, SVM

classification  or SVM regression model  algorithms are applied as a solution for the node localization problems in

WSN-IoT.

The security issues are tackled by correlation techniques and handled by using the Bayesian learning technique as 

. Cluster head selection tasks in WSN-IoT are considered clustering tasks in the ML domain. The k-NN , PCA

 and ANN  have been used for clustering. WSN node energy management is considered a prediction

problem in the ML domain. The Q-Learning  has been applied to predict the energy issues. Similarly, in energy

harvesting based WSN (EH-WSN) predicts future energy availability using reinforcement learning algorithms like Q-

Learning , SARSA  and deep Q-learning  have been applied. Event monitoring and fault detection problems are

considered as classification models. These are solved by SVM  and rule-based Learning  algorithms.

The routing of data packets in WSN-IoT is considered a classification problem in the domain of machine learning. The

routing optimization algorithms such as genetic algorithms  and classification algorithms such as Markov decision

process (MDP) in decision tree , random forest  and Q-learning (QELAR)  have been used.

At the MAC layer, the packet scheduling task is considered a regression task in the machine learning context. Therefore,

SVM , deep neural networks  have been applied at the MAC layer. The QoS (latency, bandwidth and coverage) in

IoT is considered a prediction problem in IoT. Therefore, Q-Learning, ANN  and SVM  have been used as the

solution. Spectrum sharing in WSN-IoT is a self-learning problem, which can be solved by a deep reinforcement learning

 technique. Data aggregation is a technique in which redundant information is removed before processing by the

server. Data aggregation is treated as a regression problem and is solved by SVM  and reinforcement  respectively.

Table 1 shows the summary of the literature survey of ML techniques for WSN-IoT.

Table 1. Summary of literature survey of ML techniques for WSN-IoT.

S.
No.

Smart City
Applications

WSN-IoT Issues in Smart
Cities

Addressed ML Algorithms as
Solutions by Researchers
Worldwide

Our Remarks

1 Smart traffic
Monitoring WSN Node Localization

SVM Classification  and SVM
regression model 

Localization is considered as
Classification and

Multivariate Regression task
in ML context.

2 Rain Water Harvesting Security Issues in WSN Bayesian Learning 
Security is dealt with

Correlation, Encoding,
Decoding task in ML

3 Smart Grids in Smart
Buildings

Node Clustering, Cluster
Head Selection, Data

Pattern Analysis

k-NN , PCA 
and ANN Classification problem
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S.
No.

Smart City
Applications

WSN-IoT Issues in Smart
Cities

Addressed ML Algorithms as
Solutions by Researchers
Worldwide

Our Remarks

4 Smart Healthcare in
Hospitals

WSN Node Energy
Management Q-Learning 

Energy Management is
considered a Prediction task

in ML

5 Smart Agriculture Energy Harvesting
Q-Learning , SARSA  and

Deep Q-Learning 

The Energy Harvesting
process is considered a

Prediction task in ML

6 Industrial IoT (Industry
4.0)

Event/Condition
Monitoring, Object/Fault

Detection,

SVM  and Rule based
Learning 

Event detection is handled by
Classification techniques in

the ML domain

7 Smart Waste
Management Routing of data packets

Genetic algorithms , MDP in
Decision Tree , Random
Forest  and Q-Learning

(QELAR) 

Route optimization, Routing
as a Classification problem in

ML.

8 Smart Governance
Scheduling and

Heterogeneity at MAC
Layer

SVM  and Deep Neural
Networks 

Scheduling and
Heterogeneity problems are

Regression tasks in ML

9 Quality of Life of
People

QoS (Latency,
Bandwidth, Coverage,

Link Quality) in IoT

Q-Learning and ANN , SVM QoS in IoT is solved by
Prediction, Classification

tasks.

10

Energy Efficient Street
Lighting, Smart

environment
monitoring

Spectrum Sharing Deep Reinforcement Learning Spectrum sharing is Self-
learning, rewards system

tasks in ML.

11
Pandemic medical

treatment (e.g., COVID-
19 or Corona Virus)

Data Aggrigation SVM  and Reinforcement 
Data Aggregation is treated
as a Regression task in the

ML context.

The ML and WSN-IoT pair can act as a boon for the medical healthcare sector in smart hospitals in smart cities. For

example, as per a world health organization (WHO) report , an international pandemic called corona virus disease

(COVID-19) caused the death of 716,075 people worldwide until the end of the year 2020. In smart hospitals, the

advanced ML techniques with efficiently deployed WSN-IoT can be applied for the treatment of infected patients placed in

quarantine. The sensors attached to biomedical instruments can send patient’s data over the internet to the doctors for

medical diagnosis. Thus, doctors need not go near to the patients and hence avoid/reduce the virus spread in the smart

cities and society.
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