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Unmanned Aerial Vehicles (UAVs) demand technologies so they can not only fly autonomously, but also communicate

with base stations, flight controllers, computers, devices, or even other UAVs. Still, UAVs usually operate within

unlicensed spectrum bands, competing against the increasing number of mobile devices and other wireless networks.

Combining UAVs with Cognitive Radio (CR) may increase their general communication performance, thus allowing them

to execute missions where the conventional UAVs face limitations. CR provides a smart wireless communication which,

instead of using a transmission frequency defined in the hardware, uses software transmission. CR smartly uses free

transmission channels and/or chooses them according to application’s requirements. Moreover, CR is considered a key

enabler for deploying technologies that require high connectivity, such as Smart Cities, 5G, Internet of Things (IoT), and

the Internet of Flying Things (IoFT). 
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1. Introduction

An Unmanned Aerial Vehicle (UAV), also known as drone, is an aircraft without passengers on board. Thus, the term

“unmanned” implies a total absence of humans within the aircraft . In this regard, UAVs need not only hardware and

software capable of providing stability and preprogrammed flight navigation control , but also robust, effective, and

secure communication technologies that enable them to communicate with base stations, air traffic controllers, other

UAVs, or other devices and computers .

Although UAVs were initially designed for military action, the mass production of high-performance, low-cost, intelligent

UAVs has made them suitable for different applications. These applications include video streaming, amateur photography

and filming, people and environment monitoring, rescue and research, traffic control, and disaster recovery . In fact,

UAVs are currently being considered as an important part of the next generation of wireless networks 5G with the so-

called cellular-connected UAVs , where they play a critical role to provide great performance improvements, thus

bringing more opportunities to the Internet of Things (IoT) and more diversity for 5G communications.

Likewise, while performing their missions, the UAVs may work within an IoT  context when equipped with IoT devices.

Herewith, the UAVs will form an innovative IoT platform operating in the skies, thus being part of a new concept known as

the Internet of Flying Things (IoFT) . For this purpose, UAVs need to support instantaneous and real-time

communication, and offer access to high-resolution files (e.g., videos streaming and high-definition images), even if they

are in an overcrowded area. That is the reason why 5G networks are considered a key enabler for the IoT and the IoFT. In

this sense, the ultra-reliable and low latency (URLLC) mode of communication expected with 5G networks would not only

provide the UAVs with the necessary IoT requirements but also provide coverage at high altitudes. Furthermore, the tasks

of 5G networks may support remote change, and the planning of flight routes will be enhanced with the potential benefits

of a 5G communication, thus preventing UAVs from colliding with each other .

Regarding the impact on spectral usage expected for the massive connections of UAVs in 5G, an important issue to be

addressed is how these devices will be connected to future networks in a spectral efficient manner. It is known that

despite the need for more robust and secure communication UAVs traditionally operate within unlicensed spectrum bands

(i.e., open/free spectrum), such as IEEE S-Band, IEEE L-Band, and ISM, fixedly defined in their hardware. Therefore, the

UAVs increasingly face competition, thus competing with a growing number of mobile devices (e.g., smartphones and

tablets), operating within other wireless networks (e.g., Wi-Fi and bluetooth) that use the same spectrum bands. However,

besides interfering the UAVs communications, this competition will not be bearable anymore, once a massive number of

UAVs is expected to be connected, which will lead to a serious problem of spectrum scarcity and security-related

problems . In this context, Cognitive Radio (CR) emerges as a promising technology to solve these issues by enabling

Dynamic Spectrum Access (DSA) .
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Proposed by Mitola , CR is a smart wireless communication implemented in a Software-Defined Radio (SDR). An SDR

sets its transmission frequency in software rather than in hardware, thus allowing the CR to intelligently switch to different

channels. To switch channels, CR senses the radio spectrum environment around it and adapts its own configurations

accordingly to increase reliability and efficient spectrum usage . Furthermore, CR is considered a key enabling

technology for 5G in emerging IoT applications . Therefore, CR can provide UAVs with promising features for their

massive deployment, such as reduced energy consumption and delay, opportunistic spectrum use based on application

requirements, and a security enhancement, as CR does not suffer the effects of some conventional attacks.

These features would allow CR-based UAVs to perform in situations where traditional UAVs face limitations, or are often

subject to being hacked. Moreover, CR alongside 5G would permit the UAVs to work in an IoFT role within an IoT context.

This would fulfill the increasing growth of applications requiring highly connected devices, such as Smart Cities .

However, although UAVs and CR are well-established research fields, the integration between the two is fairly unexplored

. Many issues remain open, such as the impact of the UAVs mobility on CR and the definition of hardware compatible

with both. These open issues allow new research opportunities and advances into the state-of-the-art.

2. CR-Based UAVs

A CR-based UAV may be seen as a UAV with an SDR platform embedded to it. It should also contain a computational

unity that interacts with the SDR platform in order to autonomously take decisions regarding the radio spectrum usage. In

this section, we first discuss the need for CR-based UAVs, potential applications, and hardware/software characteristics.

2.1. The Need for CR-Based UAVs

Herein, we define the most prominent aspects regarding the paramount importance of CR in the context of UAVs.

2.1.1. Security

Communication security is critically important for UAVs. These aircraft are also considered critical systems, a security

issue, which can be used to manage confidential information, thus, in a UAV, may often represent a serious safety issue.

Some conventional attacks, such as jamming and location spoofing (sometimes referred to as GPS spoofing or GNSS

spoofing), could lead the base station to lose the UAV. This problem is particularly evident in overcrowded or hostile

areas.

Jamming is an attack in the physical layer which causes a high interference to a spectrum band by overloading it. It may

provoke the attacked devices to present an excessive energy consumption due to package retransmission, or even

interrupt its communication channel . When a CR is under a jamming attack, it simply understands that spectrum band

as being busy or overcrowded, and then it switches its transmission to a new channel, thus avoiding the attack. In order to

succeed in their jamming attempt, the attackers would have to keep detecting the new CR frequency and switch to the

same frequency. For this, however, the attackers themselves would need to also be equipped with a CR device and more

sophisticated algorithms.

Location spoofing attacks also happen in the physical layer, and they have become more frequent. It happens when an

attacker uses a signal that is stronger than and mimics the attributes of a genuine location satellite signal to spoof the

receiver . By using a location spoofing attack, attackers may capture UAVs and/or take control of their flight path. Such

attacks have become easy to launch . However, location spoofing attacks are much more complex to execute to CR

devices. The work in  provides some strategies for spoofing attack detection and countermeasure solutions in CR

networks.

Therefore, UAVs may benefit from CR technology security. Conventional jamming and GPS spoofing strategies may be

easily avoided by CR. These attacks are only possible to CR when the attacker is also using a CR with different and

specific strategies; therefore, attacking a CR device is a more complex problem than attacking conventional wireless

devices. Herein, we define the most prominent aspects regarding the paramount importance of CR in the context of UAVs.

2.1.2. Energy Efficiency

Although CR devices may represent a computational overload to UAVs, they may be capable of actually reducing energy

consumption to these aircraft. Because the UAVs operate in overcrowded spectrum bands, they are susceptible to a high

number of loss, thus increasing packet retransmission. The energy consumed for packet retransmission may be greatly

reduced when a UAV is equipped with a CR.
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Li et al.  proposed a method to maximize energy efficiency based on a joint optimization with medium access control

(MAC) and physical layers, considering CR networks. In their scenario, a CR user senses different channels

simultaneously and uses some idle ones for data transmission. The authors showed that the more channels the CR

device is able to use, the more efficient is its bits/joule ratio throughput. The bits/second ratio also increased with the

number of channels used.

2.1.3. Spectrum Scarcity

Despite a massive growth in the number of wireless connected devices, most of the radio spectrum is underutilized.

Because of the fixed spectrum allocation policy, a big portion of the radio spectrum is reserved to sporadic PUs, while

other spectrum portions are overloaded, such as Wi-Fi and mobile bands. Moreover, the UAVs traditionally operate within

unlicensed spectrum bands (i.e., open/free spectrum), such as IEEE S-Band, IEEE L-Band, and ISM, fixedly defined in

their hardware, under the same fixed spectrum allocation policy .

In this context, CR emerges as a promising technology to solve these issues by enabling DSA . CR-based UAVs are

able to select idle spectrum bands for communicating. Thus, the UAV overall communication quality increases when using

CR, especially in overcrowded areas.

2.1.4. Application Requirements

UAVs may often be deployed in missions where they are expected to broadcast live video and to send high definition

pictures to the base station. However, live stream broadcast tolerate packet loss, but require a high bandwidth for the

timely data delivery. Sending high definition pictures is the opposite operation, as the UAV may need a low bandwidth with

no packet loss tolerance, but with delay tolerance .

While traditional UAVs may face this problem, CR-based UAVs may easily deal with it. CR-based UAVs may change their

communication frequency accordingly to application requirements. Thus, a UAV equipped with CR technology may be live

streaming video and switch to a low bandwidth to send a large file when required. This feature not only optimizes the

overall network performance of CR-based UAVs, but it also opens new application opportunities for these aircraft. For

instance, they can be used to improve the communication performance of terrestrial users in 5G, through the UAV-

assisted 5G communications .

2.2. Potential Applications

In the last few years, emerged a growing trend to rely on UAVs as a support tool on critical missions, such as military

surveillance , forest fire monitoring , crop monitoring , traffic surveillance , border patrolling , natural

disasters area surveillance and support , and commercial drones . However, these areas usually suffer from

infrastructure issues that could possibly lead to spectrum scarcity or anomalous PUs behavior . Thus, an integration

between UAVs and CR could be useful for these scenarios due to its spectrum sensing and handover capabilities.

As well as the spectrum uncertainty scenario set up by emergency conditions, densely populated areas such as big cities

can likewise go through overcrowded frequency bands, mainly motivated for the growing volume of wireless network

users. Although spectrum scarcity is perceived as a harmless effect, the falling of a UAV in a crowded area due to an

unstable communication could inflict much damage depending on the aircraft size and set up . One potential advantage

of CR utilization is the potential increase in the Quality of Service (QoS) caused by applying the spectrum handover

capabilities to identify and relocate to less occupied frequency bands, thus adding to the stability of the data transmission

between UAVs and their base stations.

In order to avoid the spectrum scarcity caused by densely populated areas, the UAV can previously adjust its flight path

considering the spectrum availability, as applied in  using cellular data network. To accomplish this application, it can be

done a mapping of several frequency bands of the area in which the UAV would be deployed, therefore enabling the

occupancy pattern recognition and, subsequently, prediction by machine learning (ML) algorithms .

2.2.1. Internet of Flying Things

The increased demand for highly connected devices originated the concept of IoT. In IoT, a massive number of “things”

(i.e., devices) are connected to the Internet, in order to exchange information for the most diverse applications and

purposes, from gains in efficiency to expansion of functions.

Because of the IoT rise, there is a major demand for integrating UAVs with this network. However, due to the special

features involving Flying Ad hoc Networks (FANETS) and these aircraft, the IoFT was created. IoFT is a new research

field that differs to IoT in scope of research, despite being related areas.
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IoFT specific challenges range from regulatory issues to hardware and software limitations. Regarding security, as the

UAVs are critical embedded systems, so a network security issue may generate a safety issue. The security challenges in

IoFT are diverse, involving the physical, data link, transport, session, and application layers .

2.2.2. UAV-Aided 5G

UAVs may play an important role for 5G and beyond 5G (B5G), as future dronecell networks . Because cellular-

connected UAV communication has unique characteristics related to ground conventional cellular communication, this

field offers new research challenges and opportunities. Zeng et al.  presented an overview of 5G in UAV

communications, as well as emerging technologies and potential challenges.

CR is an enabling technology for using UAVs in 5G networks. In 5G, CR-based UAVs may simultaneously access the

wireless channel and fulfill their different roles in traffic surveillance, disaster management, and package delivery .

2.3. Hardware Characteristics

Usually, CR hardware consists of a radio platform, typically an SDR, and a computer platform. The Wireless Open-Access

Research Platform (WARP) from Rice University  and the USRP from Ettus Research  are the most commonly

deployed radio platforms for CR .

A recent implementation of SDR, however, has been carried out using various methods rather than considering the

integration with UAVs. As a consequence, for UAVs, overhead, energy consumption, and time delays associated with

conventional SDR are constraints. Alternatively, Young and Bostian  built the SKIRL, a simple and low-cost RFIC-based

RF CR platform suitable for the experimentation of small radio-controlled UAVs. The Hope RF RFM22B  was used as

the radio platform, whereas the BeagleBoard-xM  single board was deployed as the computer unit. This was done to

reduce resource consumption and simplify CR design.

Figure 4 shows the physical dimensions of the USRP B200, 97 × 155 millimeters, and the Hope RF RFM23B, 16 × 16

millimeters. For UAVs, particularly for micro UAVs, where physical space is limited, so if a large board is inserted to it,

series of changes may be triggered in the aircraft system, configuration, and scale. Thus, this difference in size is critical.

Moreover, the energy consumption of the Hope RF RFM22B is just 0.306 Wh in the worst case scenario. The USRP

B200, on the other hand, may have up to 4.092 Wh of energy consumption. Because the energy capacity of a LiFe

SourceHCAM6426 UAV lithium battery, a typical UAV battery, is just 12 Wh, energy consumption is a key aspect to take

into account in this context.

Figure 4. Physical aspects of the Hope RF RFM23B on the left and the USRP B200 on the right. The boards are shown

in different size scales. Adapted from the work in .

2.4. Software Characteristics

The CR software design and applications can be divided into multiple categories, from MAC protocols and routing

algorithms to machine learning approaches used to predict channel occupancy. In this work, we summarize three of those

categories: (i) spectrum sensing algorithms, focusing mainly on transmitter detection and identification of spectrum holes

; (ii) methods to perform the spectrum handover ; and (iii) and simulation software .

2.4.1. Spectrum Sensing

The literature commonly refers to spectrum sensing as the procedure of gathering and analyzing radio data to establish

the spectrum occupancy . In order to detect transmitters, some well-known methods can be employed, i.e., Energy

detector, Matched-filter, and Cyclostationary feature detection. These algorithms are connected with two hypotheses
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formally defined as 

(1)

where indicates the presence of a licensed user, whereas represents the null hypothesis. x represents the received

signal, t is the time sample, and s and n denote the PU signal and the additive noise, respectively.

In cases where the signal receiver has no prior information about the PU signal, the energy detector algorithm may be

deployed at a low computational cost. It functions by comparing a signal sample from the data to a predefined threshold,

where a value higher than the threshold suggests the presence of a primary user, whereas a value smaller than the

threshold implies the lack of band utilization. The main downside of this approach is the fixed threshold value, as noise

power can differ over time possibly assuming unknown behavior. In this case, the threshold could be surpassed by the

noise power, indicating an invalid PU presence in a given spectrum band .

The matched-filter contrasts the current signal with previous collected samples from the same transmitter, in comparison

to the energy method. It appears to be more precise, has a shorter sensing time and maximizes the ratio of signal to noise

(SNR). However, the need for prior knowledge of the form of the transmitter signal restricts its feasibility only to the point

where licensed users cooperate .

In order to check whether or not the transmitted signal has periodicity, the cyclostationary feature detection adopts a

spectral correlation function (SCF) . Unlike the previous approaches, it helps the CR user to distinguish between noise

and user signal, improving the efficiency of the algorithm in channels where there is greater noise . Because of its

computational complexity, perhaps the most serious drawback of this approach is the need for long processing time, an

undesired characteristic for small energy consumption systems such as UAVs.

Finally, machine learning approaches have been adopted in the literature to enhance the detection of transmitters. The

authors of  achieved an overall success rate of over 99.50% in predicting PU presence by using an Artificial Neural

Network (ANN) at different SNR frequencies. Similarly, Zhang et al.  proposed a cooperative detection device

combining the energy detector with ANNs, adding a basic ANN for each SU, and a base station responsible for final

decision-making, referred to as the Fusion Center. Matinmikko et al.  proposed a new Fuzzy logic system to adapt each

spectrum scenario to the most suitable transmitter detection algorithm. The reader may refer to the works in  for

further information concerning spectrum sensing techniques.

2.4.2. Spectrum Handover

The channel occupied by an unlicensed should ideally be vacant when a PU arrives. This is desirable in order to generate

minimal interference to the primary user transmission. The literature generally refers to the process of hoping to another

channels as spectrum handover. It involves distinct strategies with regards to its integration with spectrum sensing, such

as non-handover, pure proactive, pure reactive, hybrid, and ML approaches, which incorporates the preceding .

In the non-handover strategy, the SU remains idle until the PU leaves the channel, resuming the transmission of data

later. Although spectrum sensing is limited solely to current channel monitoring, the drawback of this concept is unveiled

during a long PU transmission, which significantly restricts the transmission time available to the SU, in terms of detection

of PU arrivals and departures.

Unlike non-handover, before and after the arrival of the PU, both pure proactive and reactive strategies concentrate on

handover to an idle channel, respectively. The pure proactive algorithm tries to predict the arrival of the PU while

perceiving the atmosphere to locate a spectrum hole based on the traffic pattern of the channel. On the contrary, after the

identification of the PU, the pure reactive approach only senses and switches to an unused channel. A potential

disadvantage in the pure proactive method may be created by a poor prediction of traffic, leading to an unnecessary

handover, whereas the pure reactive approach may have a greater handover delay just after a PU arrival due to the

execution of the spectrum sensing stage.

The hybrid handover strategy, taking advantage of the advantages of both methods, incorporates both the proactive

spectrum sensing phase, perceiving the spectrum holes before the arrival of the PU, and reactive handover action.

Therefore, due to the proactive process, the handover delay is reduced, and not every PU arrival needs to be predicted by

the algorithm. However, the backup channel can become obsolete before use, as in the proactive method, thus driving the

algorithm to perform a supplementary spectrum sensing phase.

The literature has stressed the utility of ML algorithms to overcome the complexities of spectrum handover. Trigui et al. 

developed a method of negotiating multi-agent systems that enables SUs to migrate opportunistically to the most

adequate spectrum band provided its characteristics, achieving around 97% of spectrum utilization. An investigation on
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the Hidden Markov Model (HMM) application for spectrum handover and simulated data showed that in detecting

transmission opportunities, this technique can give SUs greater accuracy . Finally, in order to achieve dynamic

handover management, Anandakumar and Umamaheswari  suggested a supervised Machine Learning (ML) approach

referred to as Spectrum Particle Swarm Optimization (SpecPSO), using Visitor Location Register and Home Location

Register databases to train the algorithm.

2.4.3. Simulation Tools

All levels of abstraction, from the physical layer to protocols and routing, should be associated with a full CR simulation

program. We have not found a method in the literature that embodies all these characteristics. The only way to do this, to

the best of our knowledge, is to combine open source resources, such as radio simulators (e.g., GNU Radio  and

CogWave ) and general network simulators (e.g., Omnet++  and ns-3 ).

GNU Radio is a free and open source software designed to use its graphical user interface flow graphs to simulate radio

transmissions and signal processing (GNU Radio Companion). It could be compared to LabView  and Simulink .

Standard flow graph blocks encompass waveform generators, modulators, instrumentation sinks, math operators, filters,

and Fourier analysis. It also facilitates the development of new blocks using the programming language C++, as well as

the design of the flow graph using Python. In addition, GNU Radio can be connected to SDR hardware, thus allowing

simulations from the testbed to be used.

Another open-source program suggested for designing CR waveforms is CogWave. It involves many modulation systems,

including multichannel DAA-OFDM, Fathers, and others from GNU Radio (e.g., OFDM, BPSK, and QPSK). During run-

time, CogWave is able to reconfigure the modulation scheme and can communicate with SDR hardware, as well as GNU

Radio, to provide real-time transmission between USRP devices.

Omnet++ and INET  have been widely used in the literature to simulate CR networks for general network simulators 

. Omnet++ offers a C++ component-based architecture where modules and components can be assembled using a

graphical user interface or a high-level network description language, similar to flow graphs in GNU Radio (NED). Its

modular architecture therefore eases the reusability of the built models. Furthermore, INET offers protocols, templates,

routing, and mobility simulation as an open-source model library for Omnet++.

Another well-established tool is the ns-3. It is an open discrete-event simulation environment for network research that

provides C++ libraries of models for wired protocols, IP and non-IP, wireless, dynamic routing protocols, and so forth. For

instance, the ns-3 has been applied in the simulation of CR networks regarding spectrum handover , data collection

, and channel sharing .

It is necessary to note that many programming languages can be used to build a custom simulator, as they provide

access to several network and scientific libraries (e.g., Java, C++, Python, and Julia). However, most simulation scenarios

encountered in the literature are complex enough to require thousands of lines of code, turning this option impractical for

most of the problems.

2.5. Spectrum Mobility

When a PU resumes transmission through the same channel as the SU, the latter has to vacate the channel by

suspending its transmission and restart communication through a vacant channel. This CR feature is called Spectrum

Mobility .

It is considered a daunting problem due to the erratic behavior of the wireless medium in combination with the high

mobility of UAVs. Thus, network protocols for ground-based networks could not perform as expected for UAVs, and their

high mobility should be taken into account when designing CR-based UAV transport protocols .

One of the forms in which an SU does not trigger disruption in a PU-licensed band is to perform a spectrum handover as

soon as the SU detects the existence of the PU. In general, UAVs take their places in a CR network as SUs, and they are

likely to conduct a high number of spectrum handovers, as they will be on a mission throughout their route in the presence

of various PUs. Therefore, spectrum handover is a key element in CR-based UAVs.

A general spectrum handover process is shown in Figure 5. A SU keeps monitoring the spectrum environment during the

evaluation phase by sensing it. The link maintenance process begins when a handover signal is identified, then the SU

pauses its transmission and performs a channel handover to a backup channel and resumes its transmission, returning to

the evaluation phase.

[60]

[61]

[62]

[63] [64] [65]

[66] [67]

[68] [69]

[70][71]

[72]

[73] [74]

[44]

[9][75]



Figure 5. Spectrum handover process. Adapted from the work in .

A handover trigger could be provided by a PU or by the SU itself, depending on the application purposes and signal

quality. Depending on the spectrum handover strategy, a backup channel could be searched proactively during the

assessment process, and a channel handover could also be performed proactively.

On the other hand, both backup channel scanning and channel handover are performed reactively in a reactive technique.

A new backup channel has to be checked, and another channel handover attempt is made if a channel handover is not

successful due to any incident affecting the target channel (e.g., a PU started a transmission through the target channel)

.

Considerable energy consumption is required in a spectrum handover. Furthermore, some communication problems, such

as packet loss and delay, may increase during the spectrum handover process. In a spectrum handover, delay is also a

significant performance factor .

Figure 6 demonstrates the effect of the spectrum handover delay over a SU after many PU channel reclaims. In that case,

an SU establishes a connection whose operation requires the completion of 7 time slots. However, due to successive PU

arrivals, the process needs 9 time slots. Nevertheless, as the existence of a PU on channel Ch1 is quite short, the first SU

channel handover was unnecessarily executed, which means that the SU was submitted to excessive channel handover

costs .

Figure 6. Spectrum handover delay caused to an SU. Adapted from the work in .

UAVs designed for real-time multimedia broadcasting can cause unsatisfactory user experience, as spectrum handover

latency can have a significant effect on delay-sensitive applications. For optimal transmission, therefore, delay reduction

has to be considered .
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