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The HRES is a cyber–physical system that can be divided into two layers: the power infrastructure and the communication

infrastructure layers, as shown in Figure 1. The power infrastructure layer consists of different energy sources (e.g., wind

turbines, photovoltaics, diesel generators, and batteries), transformers, feeders, converters, and electrical connections.

The communication infrastructure layer supports the physical infrastructure by an underlying communication network,

linking between sensors and actuators nodes. This enables the local control center to manage the system operation. In

this integration, ICTs play an essential role in allowing the transition from the conventional power grid to the future smart

grid by supporting the integration of HRES.
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1. Introduce

Renewable energy sources, such as photovoltaics and wind energy, are receiving significant attention to increase the

penetration rate of renewable energy sources and reduce greenhouse gas emissions, due to their energy potential and

the maturity of these technologies . These sources are alternatives for conventional energy sources that supply power

for self-consumers and remote communities. Different energy configurations could be configured to enable systems

operation in both a grid-connected mode as well as a standalone mode. As renewable energy sources are intermittent in

nature, it becomes challenging to integrate a significant number of renewable energy sources with the power grid.

Communication infrastructure is the crucial element and the main building block for future smart grids, which enables the

integration of DERs and bidirectional energy and information flow in the power distribution system. Figure 1 shows a

schematic diagram for the grid integration of HRES. In this integration, HRES will provide many services for electric power

utilities during peak demand by supporting different services such as demand response and demand-side management.

The underlying communication network will play an essential role in enabling the integration of DERs with improved

resilience, reliability, and efficiency.

Figure 1. Schematic diagram for grid integration of HRES. P&C: Protection and Control.
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linking between sensors and actuators nodes. This enables the local control center to manage the system operation. In

this integration, ICTs play an essential role in allowing the transition from the conventional power grid to the future smart

grid by supporting the integration of HRES.

Many researchers and studies have investigated hybrid renewable energy systems, and from different perspectives, such

as energy management systems , demand response , economic cost , carbon dioxide emissions and environmental

impact , optimizing source size , communication network , IoT-enabled smart grid , HRES optimization

, modeling based on international standards , optimal location , and capacity planning . The author

in  provided an overview of energy management agent (EMA) framework architectures’ ability to manage the energy

generation/consumption of DERs/HRES in homes, buildings, and communities. The proposed framework consists of four

layers: an infrastructure, a control, a service, and an application layers. The infrastructure layer covers different smart grid

domains, including generation, transmission, distribution, and consumption. The control layer is realized through a

supervisory control and data acquisition (SCADA) system, programmable logic control (PLC), substation control, and

home/building automation system. The work highlighted the need for a standardized EMA data model and communication

protocols.

2. IoT-Based Architecture for Hybrid Renewable Energy System

In HRES, communication infrastructures are crucial elements that are responsible for data exchange among data

resources (sensors and meters), controllers, and the control center. In order to support remote monitoring and control

operation, the information flow from different entities defines the system architecture . The IoT technology will provide

great opportunities for sensing, communication, processing, and actuating to support various microgrid applications. First,

measured data are acquired and transmitted to the local control center using a communication network. Then, decisions

are made with this data, and control commands are sent through the communication network where the control

commands are run using controllable devices. Two main types of communication schemes could be considered:

centralized schemes and distributed schemes. In the centralized scheme, all data are transmitted to a central control

center where data are processed and control commands are transmitted to controllable entities. In the distributed scheme,

all data are received and processed using the local controller. In order to control the entire system, local control centers

need to share information with each other through the communication network.

This work focuses on the communication level between the local controller of HRES and the microgrid control center,

where the status of different renewable energy sources and loads can be collected and communicated to a central

controller that determines an appropriate action in the system. Figure 2 shows the IoT-based architecture for HRES which

consists of four main layers: the power layer, the data acquisition layer, the communication network layer, and the

application layer .

Figure 2. IoT-based architecture for smart hybrid energy system.

[2] [3] [4]

[5] [6][7] [8][9] [10][11][12]

[13][14] [15][16][17][18] [19] [20]

[2]

[8]

[9][10][11][12]



2.1. Power Layer

The power layer covers residential power generation and consumption. Examples of power consumption are residential

homes/buildings that include different applications such as heating, ventilation, and air conditioning (HVAC), lighting,

electric vehicles, and various appliances. Residential energy generation consists of various renewable energy sources,

such as wind and solar power, conventional sources, such as diesel generators, and energy storage systems, such as

batteries. Other elements that are part of the power layer are transformers, buses, and loads. Loads could be classified

into three main types: residential, commercial, and industrial. In addition, various sensor nodes, measuring devices, and

actuators are attached to the power system layer.

2.2. Data Acquisition Layer

The data acquisition layer includes different types of sensor nodes and measurement devices connected to different

subsystems of HRES. Data collected utilizing various sensor nodes and measurement devices is transmitted to the

application layer through the communication network layer. Based on the data from different energy sources such as wind

energy, photovoltaic system, diesel generator, and battery storage, HRES can be operated in island mode or grid-

connected mode.

2.3. Communication Network Layer

The communication network layer is responsible for receiving the data from sensor nodes and measuring devices in the

power layer and sending it to the control center. This can be done through various network services, including home area

network (HAN), building area network (BAN), neighborhood area network (NAN), and wide area network (WAN). Based

on the type of communication technology, the communication network can be divided into wired-based solutions (PLC,

Ethernet, optical fibers, etc.) and wireless-based solutions (Wi-Fi, ZigBee, WiMAX, LoRa, Cellular, etc.). The

communication network layer enables data collection and transmission from each system component using intelligent

electronic devices (IEDs) and remote terminal units (RTUs). The data is stored in the control center for different services

such as human-machine interfaces (HMI), application servers, historians, databases, and web servers.

2.4. Application Layer

The main function of the application layer is real-time monitoring and control. All monitoring data and status information

are received, stored, and processed for different services at the local control center. The control center incorporates a

local area network (LAN) which enables communication with different protection and control devices such as IEDs and

RTUs. Examples of smart home/building applications are energy consumption management, environmental control, and

HVAC management. Other applications for power service providers are DER management, demand response, and EMS.

The control center coordinates the system operation by receiving and analyzing the monitoring data received from the

communication network layer.
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