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Small- and medium-sized enterprises (SMEs) play an important role in the economy of societies. Although environmental

factors, such as COVID-19, as well as non-environmental factors, such as equipment failure, make these industries more

vulnerable, they can be minimized by better understanding the concerns and threats these industries face. Only a few

SMEs have the capacity to implement the innovative manufacturing technologies of Industry 4.0.
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1. Introduction

Physical assets play a key role in fulfilling the needs of factories and companies. However, installation is highly automated

and technically very complex, and, as a result, maintenance management has had to become more sophisticated to meet

higher technical and commercial expectations. A wide variety of people work in very inefficient industrial environments 

In addition, much research has been conducted on the maintenance of machine repairs over the past several decades,

with studies on different phases of maintenance, including run-to-failure or corrective maintenance, preventive or

scheduled maintenance, and predictive maintenance. The extant literature , reports significant results for the

performance of different phases of maintenance.

Figure 1  gives an overview of the maintenance types. There are several maintenance strategies that can be identified

according to their roles. Companies have to decide what kind of strategy works for them. In the case of run-to-failure

(RTF), companies risk the failure of systems because they did not maintain them in advance. Preventive maintenance

(PvM) can cause inefficient replacement of parts, often before the end of their service life. Effective and reliable

maintenance strategy should improve the conditions of the equipment, reduce unexpected system failures, and minimize

maintenance costs while maximizing the working time of system components. Regarding these factors, the predictive

maintenance (PdM) strategy stands out amongst the others because it optimizes the utilization of equipment, maximizes

operation time of system component, and reduces risks from unexpected failures. PdM is related to the high degree of

digitization and implementation of the industry 4.0 concept. Its advantages include maximizing the time of use and

operation of equipment, delaying and/or reducing maintenance activities, and reducing material and labor costs .

Figure 1. Classifications of maintenance strategies .

Currently, according to Baglee et al. , SMEs generally use preventive or reactive maintenance strategies. As mentioned

in their work, preventive refers to scheduling maintenance processes irrespective of the current state of the machine,

whereas reactive refers to maintenance activities due to a change of state or anomaly.
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Industry 4.0 is mainly offered by larger companies, and small and medium-sized companies are at risk of not being able to

exploit this enormous potential. However, micro-, small-, and medium-sized companies provide about 45% of the value

added of production and about 59% of employment and can, therefore, be considered the backbone of the European

economy. Therefore, Industry 4.0 concepts should not only be conceived of and implemented in larger companies but

also, and arguably more importantly, implementation solutions, approaches, concepts, and technology solutions for

efficient implementation should be provided for SMEs .

2. SME Challenges

Industry 4.0 is a challenge for businesses in general, and SMEs in particular. The concepts and compatibility of Industry

4.0 for SMEs are only partially realized. Smaller SMEs are at higher risks that they will not be reimbursed for investment

into digitization—at least in the short term . One of the likely reasons for this obstacle is that the main idea for many

SMEs is to ‘start from scratch’. However, SMEs often do not have a complete and correct assessment of their current

state and lack an idea of the benefits of digitization in the future, which is another challenge . Jerrentrup’s  study

provides a comprehensive map of the challenges facing small industries in the deployment of Industry 4.0. We divided the

challenges of the digitalization process in SMEs into five main categories: systems, structure, orientation, culture, and

resources, each of which can have an effect on the other groups. Figure 2 shows examples of each the above groups.

Figure 2. Challenges of the digitalization process in SMEs .

Other challenges discussed in the recent research, specifically on the subject of predictive maintenance, include

investments and unclearly defined costs (based on a questionnaire in 2019 on Industry 4.0 regarding Serbian SMEs) ,

not enough opportunities for failure and small-sample learning tasks , a lack of highly qualified users , and the

loss of specialists or the dependence of the system on them , forcing organizations to absorb increasingly more distant

knowledge faster and with fewer opportunities for reuse . This modeling and integration of large volumes of industrial

data  are in contrast to small sample prediction problems . Heinis et al.  completed an empirical study on 109

SMEs and large enterprises (LEs) in the electrical, metal, and machine industries which are located in Switzerland.

Compared to SMEs, LEs showed higher levels of interest and engagement in IOT application development, such as PdM

technologies. The limited human and financial resources, which prolong research and development activities, might

explain this result.

In addition to the aforementioned, Kordon  emphasized that one of the biggest challenges is to achieve a smooth

dialog between the two communities of business language and approach-specific language.

The environmental conditions of some industries also pose different challenges. Sezer et al.  faced sensor failure and

high vibrations in sensitive environments, so there is a need to design highly durable and stable hardware as well as

reliable prediction accuracy. Another example of this is the distance between the maintenance site and the relevant

human sources. Actionable data may not be available at the right time and place or to the persons authorized to have

access to it . In addition, with the rapid spread of the Internet of Things, hackers can gain more access to wireless
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devices, e.g., sensors and cloud databases. The reliability of a complete system of sensors and cloud resources

according to the importance of assets is high risk. Another problem is caused by the high heterogeneity of devices, which

can cause a conflict with interoperability . Although both Bluetooth and WLAN (wireless local area networks) are

developing low-cost structures, so far, there are only very limited mechanisms to solve problems such as anti-interference,

information security, and response times .

From a general point of view, Genenning  presented seven challenges for integrating an industrial cloud into the

service systems of German small enterprises. These challenges, shown in  Table 1, are divided into three categories:

actors, information, and value proposition. See  for further details.

Table 1. Challenges of industrial cloud integration in service systems .

Actors

Interactions between the entities and stakeholders

Adopt a philosophy in an integrated organization

Adopt a strategy in an integrated organization

Budget reclassification between units

Information Acquire the required qualifications

Value Proposition
Requires a systematic process for service innovation by digital technology

Implement a culture of failure in the organization

Finally, although PdM programs promise significant benefits, Adu-Amankwa et al. [23] mapped a summary of the

additional responsibilities and challenges of PdM, including unreliable data or a calibration error, special training required

and costs for system analysis, maintenance and security of data infrastructure, and significant investments in the

acquisition cost.

3. Requirement

Considering the expectations and goals of small and medium industries in the establishment of Industry 4.0, especially

predictive maintenance, there are also limitations and challenges. Thus, we attempted to clarify the key roles of different

requirements of different projects for researchers and executive engineers.

Olanrewaju and Abdul-Aziz  considered maintenance management from a new perspective. From their perspective,

maintenance management requires a multidisciplinary approach, including technological, engineering, economical,

commercial, and social views. Precisely, maintenance is a business. The maintenance department should be considered

as a business unit.

Matt et al.  presented an explorative set of hypotheses of the requirements for implementing Industry 4.0 concepts into

logistics processes in SMEs around the world, including the Northeastern United States, Central Europe, and Northern

Thailand. The statements were assigned to ten general thematic clusters, which would be more specific in an enterprise:

leanness and agility, real-time status, digitization, connectivity and network tracking, PPC and WMS, culture and people,

security and safety, ease of use, transportation, automation.

Deployment requirements can be divided into two groups: hardware and visible or software and invisible. Li et al. ,

Selvaraj et al. , and Sezer  all expressed that PLCs, sensors, open platform communications (OPC), the industrial

Internet of Things (IIOT), and sense HAT are among the most important devices and hardware that could help SMEs in

data acquisition.

Moreover, Dobrotvorskiy et al.  mentioned that unified information flows in the workspace require connecting to a large

number of databases, a homogeneous information structure, and information support. In this way, all stakeholders,

systems, and data should thus be integrated via incremental steps so that adjustments can be made quickly . Mascoloc

et al.  verified the effectiveness of the complete DynaWeb solution by integrating the technological and information

technology strands into business industries. They demonstrated the integration of 25 DynaWeb hardware and software

components as well as services. The requirements for oil sensors included a power source (220 V per sensor), a

computer for data gathering, and a connection to the lubrication system. In addition, to measure the oil, an outlet and inlet

were required to connect to the lubrication system. Hydraulic fittings were used to connect the sensors to the conditional
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random fields (CRFs) system. In this case, the bypass was the most difficult problem to solve, because the oil tank was

not easily accessible.

As Cerquitelli et al.  pointed out, there is a need for a coherent architecture for the implementation of effective

predictive maintenance. The following functionalities are required to implement the platform and arrange an integrated

architecture: communication broker, edge gateway, orchestration and registry, data storage, predictive analytics service,

visualization, and scheduling. Based on all these architectural elements, we were able to develop a fog computing

solution.

Finally, Yang  pointed out the significance of data collection through measurement parameters. He states that in order

to monitor the performance of a system, it is essential to determine which system parameters should be measured, how to

obtain these values and store them. They can be obtained by direct or indirect measurements. Some commonly used

parameters in processing plants, depending on the type, are summarized as follows: flow rate, pressure, temperature,

concentration, and liquid level.

4. Summary of Studies and RQ Answers

The three significant elements of this study, that is, stakeholder expectations, project implementation requirements, and

the challenges faced by small- and medium-sized industries for predictive maintenance are based on the steps of PdM

and are outlined in Figure 3. According to the PdM process, which includes the necessary phases for data production,

preparation, analysis, validation, and visualization , data in the area of maintenance can be generated or extracted and

then refined and validated.

Figure 3.  Expectations, requirements, and challenges in the field of predictive maintenance based on implementation

phases.

The steps are summarized as follows:

Data collection: To obtain relevant data and manage its content. Data can be collected from a variety of sources,

including sensors, RFID tags, people, and so on.

Data transfer: The collected data need to be transferred without affecting their content. Data are transferred from the

source to the data management system.

Data integration: Combining data from different sources in a data warehouse using methods that ensure its quality.

Data analysis: Data analysis and extract information and knowledge to support decision making by managers.

Visualization: By visualizing the information required by the users or decision makers. Visualization can be statistical or

reporting.
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