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Blockchain being a leading technology in the 21st century is revolutionizing each sector of life. Services are being
provided and upgraded using its salient features and fruitful characteristics. Businesses are being enhanced by using this
technology. Countries are shifting towards digital currencies i.e., an initial application of blockchain application. It omits the
need of central authority by its distributed ledger functionality. This distributed ledger is achieved by using a consensus
mechanism in blockchain. A consensus algorithm plays a core role in the implementation of blockchain. Any application
implementing blockchain uses consensus algorithms to achieve its desired task.
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| 1. Introduction

The 21st century is all about revolutionizing technology. One of the leading technologies that have changed many aspects
is blockchain. It impacted different businesses from the very first step. Blockchain provides decentralized, transparent,
and secure systems. It is a distributed ledger technology that maintains a transaction ledger and secures it by using
cryptography. The transactions are recorded in blocks and these blocks are connected to each other through hashes.
Initially, it was used by Satoshi Nakamoto in 2008 for public transactions of bitcoins. Bitcoin W digital currency was the first
application of blockchain 22!,

Blockchain came as a solution to the longstanding user’s trust problem. With its emergence with the renowned
cryptocurrency Bitcoin, it provided an architecture to allow the user to trust a decentralized system instead of trusting a
third party. Operating a peer-to-peer network, it keeps records of the ledger of transactions. This helps to avoid any center
party. The whole process is done through a consensus. A ledger is shared between multiple entities, allowing everyone to
inspect it. No single user can control it. It is a distributed cryptographically secured database that keeps the record of
every transaction from the very initial one.

| 2. Types of Blockchain

There are three main types of blockchain. These do not often confuse traditional databases or distributed ledger
technology (DLT) with blockchains. These types of blockchain are:

« Public/Permissionless Blockchains for example Bitcoin and Ethereum etc.
« Private/Permissioned Blockchains for example Hyperledger and R3 Corda etc.

« Hybrid Blockchains for example Dragonchain etc.

| 3. Applications of Blockchain

Blockchain has now being deployed in not only cryptocurrency but its underlying technology is used in various
applications 4. We tried to discuss a few applications of blockchain which includes cryptocurrencies as well as other
potential areas where blockchain has emerged. Figure 1 shows different applications of blockchain.
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Figure 1. Applications of blockchain.

| 4. Blockchain’s Architecture

Figure 2 shows a general view of a blockchain. A block contains the transactions, the hash of the previous block, and a
hash of the next block &I, This information is stored in a block using a cryptographic mechanism. A block in the chain can
come from any miner. While creating the chain of blocks, the hash of the previous block is added to the current block.
Thus a miner creates a new block by using the hash of the previous block, combines it with its own set of messages, and
creates a new hash out of it. This way a new block is formed. This recently formed block now turns out to be the new end
for the chain. By this mechanism, the chain grows as more blocks are added by the miners.
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Figure 2. Blockchain architecture (€],

Double-spending is the problem where the sender uses the same money at more than one place for gaining goods or
services from multiple dealers. The use of centralized authority solves the double-spending problem, but another main
issue arises which is the cost of maintaining and creating the centralized authority itself. Blockchain however prevents
double-spending by grouping the transactions and timestamping them and then broadcasting them in the network to all
the participant nodes. The transactions are mathematically related to previous ones and are timestamped, hence
impossible to tamper with.

There are also some other fields in the block header which are shown in Figure 3. We explain each of them.
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Figure 3. Structure of a block 4.

| 5. Consensus Algorithms

We know that blockchain is a decentralized distributed network that provides security, immutability, transparency, and
privacy. There is no concept of centralization to verify and validate the transactions, but still, transactions in the blockchain
are considered to be completely verified and secured. This is the result of a core algorithm present in every blockchain
network called a consensus protocol.

A consensus algorithm is a technique through which all the peers of the blockchain network reach a common agreement
about the current state of the distributed ledger. Therefore, consensus algorithms provide trust and reliability among
unknown peers in a distributed environment. A consensus mechanism ensures that every new block added to the
blockchain is the only truth that is agreed upon by all the blockchain nodes €.

The blockchain consensus protocol comprises some specific aims that are coming to an agreement, cooperation,
collaboration, mandatory participation of each node in the consensus process, and equal rights to every node. Hence, a
consensus algorithm targets finding a common agreement that is a win for the whole network. The above-discussed
applications are categorized and consensus algorithms based on these categories are further discussed below. Figure 4
shows a categorical diagram of the consensus and their distribution.
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Figure 4. Categorization of the consensus algorithms.

| 6. Development Platforms

Table 5 describes some of the important features of the development environments.

Table 5. Comparison of blockchain technologies.

Comparison

Ethereum Cosmos Cardano EOS Bitcoin Hyperledger Corda

Parameters

Token ETH ATOM ADA EOS Bitcoin nla SDK

Public/Private Public Public/Private Public Public/Private Public Public/Private Private

Programming - Java, C++, JavaScript, Java, Golang, .
Languages Solidity Python, Go Haskell Python, Ruby Golang Node Kotlin, Java

Proof of Tendermint
Work (Byzantine Practical
Delegated .
Consensus (Currently Fault- Proof of Proof of Proof of Byzantine Pluggable
Algorithms used), Proof Tolerant, Stack Stack Work Fault Consensus
of Stake (In Proof of Tolerance
Future) Stake)

Transactions Millions Between 15
Per Second 25 10,000 nia (theoretically) 13to 117 More than 1000 and 1678 TPS
Transaction Changeable Maximum

. 1MB 250 bytes nla nla 1MB (depending on Lo
Size size in bytes
framework)

Open Source True True True True True True True

Anyone can Scalabilit Parallel
write smart Works like a . .y, . Don’t use .
Sidechain processing, Designed
contract hub for . Safe and cryptocurrency o
. which low latency, N - specifically
Pros and anyone blockchains, secure, High so it is ideal ) .
? reduces the free usage . for financial
can view based on - - token value. for business L
. risk of (claimed not applications
that Tendermint networks.
hacks. proven).
contract
Never
Complex actually free There are a lot
technology Maintaining y ! Very slow, Partially
- . - not fully ; of frameworks .
Scalability may have a side chain . not ideal for decentralized,
. L . decentralized, . to choose from
issue, 25 compatibility is programming not much
. R . K the free - and they all X
Cons transactions issues with complicated . while there . suitable for
- transaction have different
per second the latest and it will are other . loT resource
. . L fee are requirements .
is very slow  technologies require its . faster X constrained
R imposed on . to implement
and new own miners. technologies. networks
. everyone who and setup.
blockchains
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| 7. Blockchain Challenges
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