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 The Internet of medical things (IoMT) is an area within the IoT that directly focuses on medical applications and

deals with the acquisition, processing, transmission and storage of medical information through the amalgamation

of specific devices (things) built to ensure patient safety and data security. IoMT builds over a general IoT system.

Different design concepts have been shown both using existent protocols, as well as commonly used bands, i.e.,

industrial, scientific and medical (ISM) bands, which includes both Bluetooth and ZigBee. Additionally, novel and

emerging protocols for wireless sensor body network (WSBN) are being investigated. 
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1. Introduction

The healthcare sector is rapidly changing. Many countries have implemented or are implementing value-based

healthcare. The European Union supports the shift toward digital healthcare and a patient-centric approach through

several funding programs . Digital Healthcare and Domiciliary hospitalization are some important components of

future healthcare. This is due to several reasons. First, hospital beds are scarce  and costly. Second, the world is

getting older . In 2025 the world is expected to have twice elderly as it had in 2010 . Third, For those living in

isolated zones, daily access to healthcare is challenging . Chronic diseases are one example of medical

monitoring at a distance; the current demographic dictates the number of people who are fighting with chronic

diseases is increasing . Quality of life is sensible and could increase, regarding the physical aspect, for people

living with these conditions if they are monitored 24 h per day. The national health expenditures (NHE) of the

United States of America are expected to almost double from 2012 to 2024 . This situation can pose a strain on

the country’s economy for the near future and the lack of access to health for part of the population .

Domiciliary hospitalization is a model of hospitalization in which the patient receives hospital-level care while

staying at home. One important tool for a wider application of this hospitalization model is wireless patient

monitoring. In the last decade, rapid advances were made on architectures for the Internet of things (IoT) and the

Internet of medical things (IoMT), including compact and low consumption processing and communication chips. In

addition, emerging technologies for the implementation of wearable patches have rapidly evolved. This includes

technologies in printed and stretchable electronics and e-textile, printed sensors, including, as well, printed

batteries, energy harvesting and supercapacitors. IoMT is expected to have a market of $322.2 billion by 2025,

growing 29.9% from 2019 to 2020 . Still, the Internet of medical things corresponds to only 7% of the Internet of

things devices .
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The Internet of things is the amalgamation of devices including sensors, actuators and software, all together

constitute a network that exchanges data over the Internet. The Internet of Things concept was first discussed

more than 20 years ago , but recent years observed an increasing interest in research and commercial

investment in this field, for different applications , and increased from 19 billion devices in 2013 to 40 billion in

2019 . The Internet of medical things (IoMT) is an area within the IoT that directly focuses on medical

applications and deals with the acquisition, processing, transmission and storage of medical information through

the amalgamation of specific devices (things) built to ensure patient safety and data security . IoMT builds over a

general IoT system. Different design concepts have been shown both using existent protocols, as well as

commonly used bands, i.e., industrial, scientific and medical (ISM) bands , which includes both Bluetooth and

ZigBee. Additionally, novel and emerging protocols for wireless sensor body network (WSBN) are being

investigated. Some of the protocols were also implemented specifically for medical use, such as the medical

implant communications service (MICS). The acceptance of the IoMT system among the population is generally

more challenging than other IoT systems, as it deals with highly sensitive and personal data. Due to the sensitivity

of these types of data, security and patient privacy are two important factors in IoMT design. On the sensing layer,

as these devices are in direct contact with the patient body, it is desired to have systems that are soft, and

stretchable, biocompatible, electrically safe, and comfortable for long-term use. In addition, as these are generally

mobile devices, special attention is given to low-energy devices in order to enable long-time monitoring without the

hassle of battery recharging.

2. Wearable Bioelectronics for an IoMT System

The first part of wearable bioelectronics is body-interfacing devices that acquire and transmit the

electrophysiological data. These devices are generally composed of electronic components for acquisition, digital

conversion, processing, and communication of data. Wearable biomonitoring devices are a category of wireless

monitoring, which in addition to electronics and signal processing, includes research on materials and fabrication

techniques that provide conformable and comfortable wearable monitoring . Traditional wearables, such as

smartwatches and fitness trackers, are widely used wearable monitoring devices. Nevertheless, these are

generally limited both in terms of the location that can be applied (e.g., wrist or chest) and the type of signal that

they can monitor. For instance, as these devices cannot be applied over the throat, they are not able to monitor

throat activity. Soft and stretchable biomonitoring stickers do not have these limitations. They can be applied

anywhere on the body, and as they conform better to the human soft tissues, they can provide a better signal, less

prone to noise and human motion . Other examples of futuristic patches are “electronic tattoos”, that are ultrathin

films populated with microelectronics that are transferred to the human skin, similar to the temporary decorative

tattoos. This category of devices is further explained in Section 3.1.

In this section, an overview of the parameters that can be measured by wearable bioelectronics systems will be

presented. Next, the general structural design for an IoMT system will be presented, including sensing,

communication, and application layers.

2.1. Skin Interfacing Electrophysiological Sensing: What Can Be Measured?
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The human body emits various types of signals that contain important information about human health. These

signals can be divided into various categories, based on the type of signal and the transducers that are necessary

to measure them. The most common types of these signals include bio-electric, bio-Impedance, bio-acoustics, and

bio-optical signals, mechanical and motion sensing, temperature sensing, and electrochemical measurements for

sweat monitoring.

Bio-potential signals are parameters based on an electric signal produced by the body. This includes biopotentials

that are generated by muscles, heart, and brain, i.e., electrocardiogram (ECG) for monitoring of heart,

electroencephalogram (EEG) for brain signal acquisition, and electromyography (EMG) to measure the muscular

activity.

Bioimpedance is the measurement of the impedance of a specific part of the body. This is usually measured as the

response of the body upon the introduction of a small current . Examples of an application include smart scales

that measure and report body fat and body mass index. Other than body composition information, this can be as

well used to measure heart pulse and other vital signs as blood flow or breathing rate . Another example of an

application is to monitor the skin impedance changes to analyze the galvanic skin response (GSR) as an indicator

of human emotions. As a response to emotional responses, sweat glands activity increase, changing the

conductance of the skin .Bioacoustics are sounds produced by organs or other body components. This includes

heart valve sounds, blood flow, lung inflation sounds and bowel movement . Bioacoustics can be used, as

well, to monitor the throat sounds. This can be used to monitor the throat vibration during talking , eating (to

monitor daily food intake) , and coughs . The application of the latter is under study for the possible

classification of Covid-19 patients . Some implementations also allow bio-acoustic sounds to be used as a

gesture controller .Bio-optical signals are produced using a light source or body imaging. This includes pulse

oximetry to measure the blood oxygen and heart rate, using an LED and a photodiode that monitor changes on the

light reflection resulting from the oxyhemoglobin concentration in the blood . Another example of application

includes using the optical spectra of the skin to study cancer cells .Body temperature constitutes one important

health indicator and can be measured with various techniques using an optical signal, using thermal cameras  or

by contact sensors, including digital thermometers and thermistors  [49].Mechanical movements of the body can

be used as well in monitoring the daily activity in general or in the analysis of motion and vibration of a specific part

of the body. This is generally performed using accelerometers and gyroscopes . Mechanical sensors can also be

exploited for measuring muscular movements through force myography as an alternative to

electromyography .Other types of bio-signals are emerging as well. Chemical and electrochemical signals are

the measure of the chemical composition of bio-fluids , such as sweat. Sweat analysis can be done with

wearable and non-invasive methods and allow for easy tracking of bio-markers in their composition for the

detection of genetic conditions and other kinds of diseases  [53]. For more information on types of bioelectronics

signals for biomonitoring, or HMIs, one can consult related review articles .Figure 1, and Table 1, summarizes

the main electrophysiological parameters that can be monitored by non-invasive bioelectronics devices.
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Figure 1. Parameters that can be monitored using an Internet of medical things (IoMT) system and wearable

biomonitoring.

Table 1. Types of Bio-signals, and most common tests.

Biopotential Bioimpedance Conductance Acoustics Optical Others

Muscles (EMG) Emotions GSR Voice
SpO

Concentration
Temperature

Heart (ECG) Body fat   Food intake

Pigmentation

changes

Mechanical

(myography)
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Brain (EEG)    
Digestive

System
 

Chemical (e.g.,

sweat)

Eyes (EOG)     Coughs    

     
Heart

murmurs
   

2.2. IoMT System for Patient Monitoring and Domiciliary Hospitalization

Over the last years, different types of IoMT architectures were proposed and investigated . These are generally

multilayer systems that intend to assure safe data transmission and communication. Recent implementations

generally propose three main layers, a wearable sensing layer, an intermediary data acquisition and transmission

layer and a cloud computing layer . The first two layers are sometimes combined, but the objective of the

intermediary layer is to reduce the necessary components over the sensing layer and build a robust middle layer

that is more flexible in data transmission to the cloud. With those implementations in mind, we discuss a simple

general design for an IoMT system that can be adapted for specific uses.

Figure 2 demonstrates the general structural design of an IoMT system for wireless patient monitoring and

domiciliary hospitalization. Every implementation of an IoMT will vary; however, we can generalize three layers that

help understand the general direction of the information:

Figure 2. General implementation of an IoMT system for wireless patient monitoring and domiciliary

hospitalization.
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First layer (sensors)—when several different sensors are implemented at various locations of the body, it is

common to build a wireless sensor body network (WSBN) or wireless sensor network (WSN) as well. WSBN is

defined as a network of various sensors connected to each other. Usually, in a mesh arrangement, even though

other typologies are possible . Sensors can be implantable, wearable and mobile (hold in hands or inside

pockets). The sensors’ communications have a low range (~2 m) and have low power needs. Active research tries

to improve the efficiency of the protocols to consume the least possible energy . The band used for this low

power network is mostly the common industrial, scientific and medical (ISM) band, or may be more specific, such

as medical implants communications service (MICS) band. Both may be used for direct communication of a single

sensory device, to an external device, or in a WSBN architecture. These bands allow for common technologies as

Zigbee or Bluetooth to be used, but also some new approaches like fat–intrabody communication. The sensors

layer was given that name for simplicity since some actuators are also possible to implement. Most of the

challenges of this layer, though, belong to the sensors themselves. We will discuss wearable sensors challenges in

Section 3. The mesh nodes from the WSBN connect to a central master, also called the sink. The master controls

the communications with the sensors and communicates with an exterior gateway to the wireless local area

network (WLAN) . Energy and security of the data transmitted are of great importance.

Second layer (communications)—The master of the WSBN will communicate to the WLAN via common

technologies like mobile communications, WIFI or Bluetooth. The power requirements of these types of networks

are still important; however, not as limited as the sensors layer. In this case, it is characterized by the existence of a

local gateway that can be a personal mobile device like a smartphone or tablet. The IoMT system gets easier and

faster to implement, without the need for unnecessary gateway components. It can also be an ad-hoc device,

specially built for this purpose. The mid-layer gateway can communicate both with the sensing layer and with the

exterior network WAN, for instance, through 5G, WIFI or GPR. This serves as an intermediate layer for data

storage and communication. Ideally, the sensor layer components are not always transmitting information, only

being awake from time-to-time to transmit the fundamental information. For this reason, the data that arrives at the

gateway is not yet treated a first raw part of information can be displayed and treated in the phone. However, after

transmitting the data to the cloud server, it has fewer limitations in terms of computing power and energy, so it

stores the data and can also be used to process the data applying algorithms of data-mining. The cloud server is

located at the border with the application layer.

Third layer (applications)—As the cloud server manages the communications to the gateway system, it also

handles data processing and data application. This way, it also needs to handle data access to health

professionals or the patient through a website or smartphone application, as well as implement ambulatory

emergency services to request medical attention in a domiciliary hospitalization system. For this reason, the

application layer connects via WAN to personal devices as to other services like the ambulatory or other hospital

storage center service. The biggest concern for the application layer is the security of the data. As it manages

communications with different terminals, it is more vulnerable to exposition. Even though difficult, security is being

researched with new approaches dealing with blockchain for a secure and decentralized implementation of the

IoMT .
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2.3. Technologies for Wireless Communications

Bluetooth was created to replace RS-232 cable connections with a wireless alternative. As such, continuous

communication by Bluetooth requires 1 W of power  and is capable of 1–3 Mbit/s data communication over 500

m is possible (100 m advisable)  [62]. Bluetooth low energy (BLE), originally from Nokia in 2006, was later

integrated with Bluetooth 4.0 release in 2009 to address the necessity of very low power communication for IoT

devices. The data transfer was slightly affected (1 Mbit/s data rate), but the power consumption was significantly

reduced (0.05–0.1 W). This tremendous increase makes the BLE low energy, an excellent candidate for the use in

IoMT devices. The newer version of Bluetooth is the 5; it was created with IoT applications in mind, thus allowing

the use of Bluetooth low energy while promising increasing speed and range .

ZigBee was created with the objective of a low power alternative for implementation in home automation personal

area network (PAN) while being less expensive. Zigbee has a slow data rate (250 kbit/s) but is very power efficient

(consuming as low as 9.3 mA while in working mode) . It uses mostly the bands of 2.4 GHz (915 MHz and 868

MHz for different zones) with mesh typology. Implementing a Zigbee network is low cost and power-efficient,

becoming an excellent alternative for WSBN implementation, plus it allows for theoretical 65,000 devices

connected in the same network. ZigBee is, however, less popular than Bluetooth. Because Bluetooth is widely and

easily available, it is implemented in almost all smartphones and tablets, while the ZigBee market goes around

industrial applications and small home IoT applications. Green energy is also a feature of ZigBee, allowing the

possibility of energy harvesting options in the stack protocol. It is designed specifically for uses with no possibility of

external power and work together with extremely low power silicon devices. This way, ultra-low power

communication is possible, with five or more times lower power than normal ZigBee . One example case is that

it is possible to use a small photovoltaic cell powered by indoor lights to send a message every minute.

Another less popular alternative is ultra wide band (UWB), which operates with pulses of bigger frequencies of the

spectrum (3.1–10.6 GHz). The first consequence of this is the short-range, ideal for WSBN, but not good enough

for long-distance communication in the IoT and IoMT last layers of the architecture. Ant is also an interesting

alternative, with an ultra-low power design is capable of consuming less power than Bluetooth and ZigBee .

Table 2 summarizes these and some other common communication protocols/technologies.

Table 2. Most common wireless communication standards.

 

Recent

Version

Range

(m)

Data

Rate
Frequency Band Standard

Energy

Consumption

Bluetooth

[63]

5.2

(2020)

<10–

500+

1–3

Mbit/s

2.402–2.480

GHz
ISM

IEEE

802.15.1
<30 mA
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[49]
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Bluetooth

Low energy
- 500+

125

kbit/s-2

Mbit/s

2.400–2.4835

GHz
ISM - <15 mA

ZigBee [73] 2015
10–

300+

250

Kbit/s
2.40 GHz ISM

IEEE

802.15.4
<16 mA

UWB [74] - short
675

Mbit/s

3.1–10.6 GHz

(500 MHz

channels)

-

IEEE

802.15.6-

2012

 

ANT [75] ANT+ 30 60 Kbit/s 2.4 GHz ISM - <60µA

RuBee [76] - 20
1200

kB/s
131 kHz

 

IEEE

1902.1  

Sensium

[77]

(HR monitor)

 
>3 160 kb/s 900 MHz

   
<3 mA

Zarlink [78]

(implants)

ZL70101

ZL70081

ZL70250

<2
<800

kb/s

402–405

MHz;

MICS/

ISM

  <6 mA

Z-Wave [79],

[80]

(Homecare)

Z-Wave

Plus V2

10–100
100

Kbit/s

2.4 GHz and

900 MHz

ISM
IEEE

802.15.4

<38.8 mA (13

dB)

<12.9 mA (0

dB)

NFC [81] - 0.1 424

Kbit/s

13.56 MHz ISM ISO/IEC

18000-3

-
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RFID [82] -
<12

(100)
-

120–150 kHz;

13.56–928

MHz;

2.45–5.8 GHz

ISM
ISO/IEC

18000
-

Mobile

technology

[83]

5G -
100–900

Mbit/s
600–700 MHz - - -

Novel and emerging communication protocols are as well being developed specifically for WSBN. One popular

example is using the human body as the communication medium, also called Fat-Intrabody communication (Fat-

IBC). The layer of fat that exists between the skin and the muscles has very different dielectric properties than the

skin and muscle. Hence, the layer of fat acts as a parallel plate waveguide, being possible to pass a radio

frequency of 2.45 GHz with manageable losses, achieving low power communication between two parts of the

body depending on a fat layer . It should be mentioned that to implement this communication system, two

electrodes need to be implemented inside the skin in contact with the fat tissue , and the blood vessel orientation

can also affect the signal . Another way to communicate using the human body is to use the body as a group of

capacitors to which two electrodes are connected in contact (galvanic coupling) or separated (capacitive coupling).

This way, a signal of 1–100 MHz can be transmitted for a simple and low power communication; the common name

given to his method is Intra-body communication (IBC) .

The use of passive RFID tags is another energy-efficient solution, as passive RFID tags do not require a power

supply to transfer data; instead, they harvest their energy using their antenna. However, the range and data

transfer are very limited. Communications using this backscattering technique has been shown for a distance of 50

cm .
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