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Wearable devices are powerful tools for supporting IoT systems because of their sensing, processing, and communication

capability. The term wearable devices cover a wide range of products integrated into clothing and accessories worn by the

user and constantly connected to other intelligent electronic systems and the Internet network, allowing the detection,

storage, and exchange of data in real-time and without human intervention. Particularly, they allow detection of patients’

vital parameters (e.g., heart rate (HR), oxygen saturation- (SpO2), body temperature, blood pressure (BP), etc.)
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1. Introduction

The rapid evolution of technology in recent decades has led to availability in the market of ICT (Information and

Communications Technology) devices that feature increasingly cutting-edge performance, allowing for a significant

improvement in daily activities . Due to the COVID-19 emergency, a further boost occurred in the digitization

process, encouraging the collaboration between medicine and technology to implement increasingly accurate health

services and allowing a significant technological development in the health sector and the culture of prevention . In

this area, interest has grown to design new devices and systems constantly available and wearable, thanks to new

solutions increasingly comfortable and smaller . Internet of Medical Things (IoMT) platforms are revolutionizing the

health systems, opening new frontiers in home medical care, allowing integrated, capillary, and precise monitoring of the

patients’ conditions, reduction of management costs, better diagnosis, earlier prevention, continuous tracking, and more

rapid intervention . These platforms aim to provide a secure connection to source devices for collecting data,

processing them to extract helpful information, and securely storing them. Several technologies can be exploited and

combined in the IoT (Internet of Things) platforms, such as advanced sensing, wearable devices, cloud and fog

computing, and predictive and inferring techniques .

Wearable devices are powerful tools for supporting IoT systems because of their sensing, processing, and communication

capability . The term wearable devices cover a wide range of products integrated into clothing and accessories worn

by the user and constantly connected to other intelligent electronic systems and the Internet network, allowing the

detection, storage, and exchange of data in real-time and without human intervention . Particularly, they allow

detection of patients’ vital parameters (e.g., heart rate (HR), oxygen saturation- (SpO 2), body temperature, blood

pressure (BP), etc.) through advanced sensors positioned in direct contact with the skin, enabling several advantages

such as continuous monitoring, reduced health costs and hospitalization times, and more straightforward prescription of

preventive care, crucial for elderly people and infants . Moreover, the development of advanced sensing devices for

monitoring biophysical and environmental parameters, with features including small sizes, reduced power consumption,

non-invasiveness , and flexibility , is fundamental for developing the next generation of wearable devices.

The main contributions of the proposed review work are: A comprehensive overview of recent advances in sensing

technologies to monitor the biophysical parameters suitable for integration into wearable and portable devices;

specifically, we focused on advanced techniques for monitoring HR, BP, respiration rate (RR), blood glucose level and

others, in a non-invasive or even contactless way. In addition, wearable applications involving Galvanic Skin Response

(GSR) measurements are discussed, a standard indicator of the physical or psychological conditions, for predicting

epileptic seizures , diagnosing bipolar dysfunction , and detecting sleepiness . We investigated the application of

sweat sensors for rapid and non-invasive detection of toxins, drugs, hormones, alcohol, and glucose level . An

overview of the IoT systems for health monitoring applications, focusing on the different IoT architectures and supported

services. Analyzed systems make heavy use of wearable devices for high-resolution detection of the patient parameters,

along with edge/fog computing to limit their requirements in terms of computational resources, power consumption, and

energy autonomy . Furthermore, cloud computing allows integrated management, and processing and storing of

acquired data can be carried out. Artificial Intelligence (AI) and Machine Learning (ML) techniques can be integrated into
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their supported services to simplify the handling of a massive data amount and to infer useful information from them .

Finally, IoT frameworks for gait and life-quality monitoring are discussed, focusing on IoT systems for remote fall

detection, based on wearable devices and ML techniques .

2. Overview of Innovative Sensing Systems and Algorithms for Monitoring
Biophysical Parameters

The holder was positioned and regulated before each test, during which the user approached the device until it touched

the neck, as shown in Figure 1a. An algorithm was developed to identify diastolic points (minimum pressure signal),

systolic points (maximum pressure signal), and dicrotic notches (aortic pressure transients). The employed algorithm,

shown in Figure 1b, calculated the so-called R-points of the electrocardiogram (ECG) wave (systolic points corresponding

to the heart contraction phase), thus obtaining the maximum pressure points of the blood pressure wave.

Figure 1. (a) Pressure wave measurement setup; (b) block diagram of the algorithm used for blood pressure .

The reflectograms for the four conditions previously mentioned are reported in Figure 2 .

Figure 2. TDR reflectograms obtained in the four conditions described above .

Cell substrate pores improved the flow of sweat accumulated under the sensor, improving perspiration ( Figure 3a) .

Figure 3b shows a “panda-like” tattoo platform including different hydrogels on the electrodes for efficient sampling and

storage of biofluids . Instead, Figure 3c illustrates a wireless extensible sensor for sweat detection on the skin’s

surface, consisting of an inductive coil and a planar capacitor . Figure 3d shows a thin rayon pad between the skin and

the sensor array, which completely absorbed sweat . In Figure 3e, an ultra-thin and stretchable, and miniaturized patch

is depicted, applicable as a disposable strip .
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Figure 3. (a) Functional absorbent materials for sweat sampling in wearable sensors: An ion-selective sensor on a cellular

substrate  (Reprinted with permission from ref. . Copyright 2021 John Wiley and Sons); (b) wearable biosensors to

detect glucose and alcohol on a hydrogel printed tattoo platform ; (c) wirelessly connected passive capacitive sensors

for pH sensing  (Reprinted with permission from ref. . Copyright 2021 John Wiley and Sons); (d) wearable sweat

detection matrix multiplexed with an absorbent thin rayon pad placed between the skin and the sensor matrix for sampling

 (Reprinted with permission from ref. . Copyright 2021 Springer Nature); (e) wearable sweat monitoring patch (left)

and disposable sweat monitoring strip (right) .
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3. Overview on IoT Systems for Health Monitoring Applications:
Architecture Point of View and Supported Services

Moustafa et al. proposed an alternative IoT architecture for remotely controlling patients and managing different medical

devices and sensors using Web Real-Time Communication (WebRTC) for supporting the communication between remote

users and medical infrastructure . An edge cloud architecture was applied to spare network bandwidth, guaranteeing

real-time control of medical devices, using a central communication hub to supply an abstraction layer and aggregate

videos and data from different source devices. Moreover, the edge cloud provided storage infrastructure and efficient

communication for sensors and devices and acted as a proxy server. Indeed, the IoT gateways worked both as

communication and aggregation hubs for videos and data storage, processing, and analytics. The edge cloud also offered

push-mode remote monitoring for transmitting warning and alerts messages to the remote user when an anomaly was

detected or pull-mode remote monitoring remote users to request specific past data and video, guaranteeing an improved

privacy policy for stored data.

Farahani et al. stressed the relevance of fog computing as an intermediate layer between devices and the cloud to

achieve greater speed, variety, and better latency when analyzing complex data from a patient-centric IoT healthcare

system . The proposed system comprised three main layers, viz. IoT eHealth Device Layer , IoT eHealth Fog Layer,

and IoT eHealth Cloud Layer. The Device Layer included the medical devices used to monitor users’ health conditions,

synchronizing collected data with the cloud layer. These devices can be divided into two main categories: (1) Physical

sensors that are any medical devices with a wireless connection used to monitor patients’ health; (2) Virtual sensors that

use mobile applications, software, and eHealth services to collect patient’s and environment data. As close as possible to

the source devices, the proposed framework employed fog nodes to analyze and compress the acquired data and sent

them to the cloud layer. The cloud layer connected the fog nodes and the health devices; also, it integrated the data from

different devices, stored them, and made them accessible anytime to patients and doctors. This layer also analyzed the

data to generate appropriate alarms and notifications for patients and physicians.

The mobile health (m-health) systems, as discussed by Almotiri et al., would bring many benefits such as rapid diagnosis,

home rehabilitation, and remote monitoring . The word m-health identifies the utilization of mobile devices, featured by

compactness, low power consumption, IP connectivity, and security, to collect the health data, like blood pressure and

blood sugar level, of a patient in real-time. The data were collected using several medical gadgets, such as wearable

devices, saving them on network servers connected to the Internet. Thus, the system architecture was a component of the

IoT architecture, constituted by multiple layers, namely a data collection layer, a data processing layer, and a data storage

layer, as shown in Figure 4 .

Figure 4. Mobile health (m-health) system architecture, proposed in  (Reprinted with permission from ref. . Copyright

2021 IEEE).

Each layer was based on several servers placed in different locations; the data processing layer analyzed the data stored

in the storage layer; it comprised IoT servers, allowing the data to be available anywhere. The Health Insurance Portability

and Accountability Act (HIPAA) defined the measure to adopt to achieve confidentiality, security, and privacy for the stored

health data.

4. Conclusions

Information and communication technologies offer seamless opportunities to connect people and objects, simplifying and

enriching our lives. Due to the widespread use of IoT platforms promoting advanced sensing systems and intelligent

inferring methodologies, health systems are undergoing a true technical revolution, fundamentally transforming the way

medical services are delivered.
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