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Terrorist impacts have been increasing over time in many countries, being one of the most significant threats for the Built
Environment (BE), intended as a network of open spaces (streets, squares) and facing buildings, and their users. Due to
the relevance of the perpetrator “will” and the quickness of actions, Terrorism is assimilable to Sudden Onset Disasters
(SUOD). BE and its morpho-technological features can be inherently prone or resilient to terrorism risk. The analysis of
Risk Mitigation and Reduction Strategies (RMRSs) can support the safety of BE from a sustainable point of view, above
all when they transform the existing urban environments.
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| 1. Introduction

Terrorist impacts have been increasing over time in many countries, being one of the most significant threats for the Built
Environment (BE) and its users 2. Emergency conditions due to a terrorist act occur quickly and unexpectedly and are
moved by the “will” of the attackers “to hurt innocent people, kill or injure them, or inflict significant damage on essential
infrastructure at a single instant or over time, or plan to do so, to bring about political, religious or ideological aims” &,
Thus, they can be categorized as man-made destructive actions ¥&!, Due to their unpredictable occurrences, they are
assimilable to Sudden Onset Disasters (SUOD) €I,

The more frequent environments where terrorists perform attacks seem to be urban BEs, especially if highly populated &
[BIEI0] - According to consolidated approaches IS targets are defined in terms of: (1) quantity, such as the number
and typologies of BE users, tourist presence, the economic values of a BE and hosted activities; (2) quality, by preferring
strategic buildings and symbolic targets, such as cultural, religious and institutional places and their occupants. Large
cities seem to be more potentially affected by terrorist acts, since here the effects can be maximized B4 The BE for
terrorist act targets should be considered as the system of indoor (the building) and outdoor areas (the open spaces in the
BE) because of their complexity in case of an attack . As for other SUODs, in fact, the outdoor area (the open spaces in
the BE, e.g., streets, squares) and each facing building are characterized by layout, facilities, use, occupants’ presence
and management strategies that interact in case of an emergency and so also alter the risk levels for their users LI[L8I17],

2. The analysis of Risk Mitigation and Reduction Strategies (RMRSSs) to
understand the terrorism threat in the Built Environment

International classifications of terrorist targets, by including the ones of the European Commission definitions, recognize
“hard” and “soft” targets in relation to the protection strategies and risk management that are applied to them L9I[L3I(18](19]
Government buildings, military institutions and additional strategic buildings are “hard targets”, characterized by codified
and significant control levels (including restricted access to the public) and protection (including armed guards) measures
(181201 On the contrary, urban BEs (including open spaces) are ideally “soft targets” for terrorist acts, being characterized
by a “high concentration of people, low or no security against violent attacks and attraction for the attacker” due to the
exposure contents 22, They “may be selected by terrorists [...] thus inflicting fear to the population and attaining media
coverage” 13|, Sights are an example of a significant BE at risk. In fact, such outdoor pedestrian areas (e.g., public
spaces, squares, avenues) and the symbolic (historic or religious) buildings facing them could lead to a critical crowding
level 131141191211 Moreover, such places can also temporarily host mass gathering events (e.g., concerts, festivals),
becoming very attractive for attackers “for their insufficient or minimal security measures” 9. In this sense, human-
centred factors have a significant role in the overall risk and effects of a terrorist act, as well as of possible risk
management strategies, as for other SUODs [221[231[241[251[26]  Fing|ly, further specific buildings could catch the attention of
terrorists. For example, public facilities devoted to educational and health purposes (e.g., schools, hospitals) usually host
sensible and exposed people to risks A3 Additionally, the same buildings can be drastically affected by potential
crowding conditions.

To increase the safety of the BE, Risk Mitigation and Reduction Strategies (RMRSs) can operate in two different manners
and times BIEIIL3I27] Before the event, they are aimed at deterring, detecting and delaying emergency conditions through
preventive measures or management procedures implemented by stakeholders and Law Enforcement Agencies (LEAS).



During the attack, they are applied to reduce the number of victims and manage the evacuation with the LEAS’ support
and the BE layout defensive organization, which can lead to people adopting safe behaviours during the emergency
phases. In addition to this general classification, strategies applied at the single building scale are generally well codified,
especially for “hard targets”. Here, RMRSs follow codified standards for counter-terrorism actions provided by
governments and intelligence forces [EI2028129[30181] \when considering the hosted users, they also relate to common
evacuation safety regulations, which are applied to both hard and soft targets 2227132 However, the coordination of
RMRSs in BE application, the inclusion of human-centred issues in RMRSs definition, and the presence of holistic-based
methodologies for BE stakeholders’ decision support seem to be generally poor if compared to other kinds of SUODs,
such as fires or earthquakes [231[34],

In such contests of application, RMRSs can be properly classified according to the macro-classifications outlined in Table
1. Main differences depend on their purpose or aimed to implement BE performances.

Table 1. Summary of classification of RMRSs in the terrorism-prone BEs, by outlining main classification options,
differences to classify the RMRSs depending on their purpose or implementation-related features, the main references
and the interactions among the classification criteria.

General classification
Ré&Hénces

1. Institute for Economics & Peace Global Terrorism Index 2019: Measuring the Impact of Terrorism. Available online:
http://visionofhumanity.org/reports (accessed on 22 July 2020).

Main classification options Differences in RMRSs References

2. National Consortium for the Study of Terrorism and Responses to Teeesisor (SFtATR e&tiedtadTerrorism Database
(GTD). Available online: www.start.umd.edu/gtd/search/ (accessed gack&ecaRnse! iR0ASve

Hard/soft target _ (Z0][11](18]
3. Gordon, T.J.; Sharan, Y.; Florescu, E. Potential measures for the prEL¥eitHRFEARE&SFRIMEIYFechnol. Forecast. Soc.
Change 2017, 123, 1-16. protected BE border limits

4. UNDRR. Disaster Definitions-Global Disaster Loss Collection Initiative. Available online:
https://lwww.desinventar.net/definitions.html (accessed on 22 July 2020).

5. National Consortium for the Study of Terrorism and Responses to Terrorism (START). Global Terrorism Database
Codebook: Inclusion Criteria and Variables; 2019; Available online: perception by the BE users
https://www.start.umd.edu/geveladflopdsittiisiebook.pdf (accessed duea? Sudyl@0AM)f €]

6. Cozzolino, A. Humanitarian Logistics; SpringerBriefs in Business; S';r)?%lg{a?? te"’lrﬁlfr)]/ git e‘?bBeIrEg, Germany, 2012; ISBN

978-3-642-30185-8.

7. Jore, S.H. The Conceptual and Scientific Demarcation of Security in Contrast to Safety. Eur. J. Secur. Res. 2019, 4,
Tabgetléfiented

8. Coaffee, J.; O'Hare, P.; Hawkesworth, M. The visibility of (in) securiglifféfRnaestatapsistioaahing urban defences

against terrorism. Secur. Dialogue 2009, 40, 489-511. procedures in BE use and in
9. Cuesta, A.; Abreu, O.; Balbl%)lgt,';g\‘f.’l;'IAI'\r)é%lrr],dls.d,AZJ Rew approach to pro%%t%%?ﬁ%rgaetgr}r%%ttgrrtgﬁst attacks. gafsspehi
2019. 120. 877—-885 normal use by occupants and

. stakeholders
10. Benova, P.; HoSkova-Mayerova, S.; Navratil, J. Terrorist attacks on selected soft targets. J. Secur. Sustain. Issues

2019, 8, 453-471.

11. Zoli, C.; Steinberg, L.J.; Grabowski, M.; Hermann, M. Terrorist critical infrastructures, organizational capacity and
security risk. Saf. Sci. 2018, 110, 121-130.

12. National Research Council. Infrastructure for the 21st Century: Frati@iioik Ritiecard R19ie§EREa; National

i : i : -0-309- lic versus limitin
Academies Press: Washinglon, DC, USA, 1987; ISBN 978-0-309 o_vfstm:@ - g (71371
13. Karlos, V.; Larcher, M.; Solomos, G. Review on Soft Target/Public SIBaeC%IBrr](?tec?irgr?%elﬁ(?annce; Publications Office of

the European Union: Luxemburg, 2018; ISBN 978-92-79-79907-5, Protecting the public order

14. Woo, G. Understanding the Principles of Terrorism Risk Modeling from Charlie Hebdo Attack in Paris. Def. Against
Terror. Rev. 2015, 7, 1-11.

15. French, E.L.; Birchall, S.J.; Landman, K.; Brown, R.D. Designing public open space to support seismic resilience: A
systematic review. Int. J. Disaster Risk Reduct. 2019, 34, 1-10.

16. Koren, D.; Rus, K. The potential of open space for enhancing urban seismic resilience: A literature review.
Sustainability 2019, 11, 5942.

17. Sharifi, A. Resilient urban forms: A review of literature on streets and street networks. Build. Environ. 2019, 147, 171—
187.



18. Bennett, B. Understanding, Assessing, and Responding to Terrorism; John Wiley & Sons, Inc.: Hoboken, NJ, USA,

2017; 1SBN 9781119237792. where/from where the attack (36]
Threat type . .
19. Lapkova, D.; Kotek, L.; Kralik, L. Soft Targets—Possibilities of Their i8dtfifRENBH. MY DR EVEANIRIS of the 29th DAAAM

International Symposium; Katalinic, B., Ed.; DAAAM International: Vienna, Austria, 2018; pp. 0369-0377. ISBN 978-3-
AsGricoriented
20. Marchment, Z.; Gill, P. Modelling the spatial decision making of terrorists: The discrete choice approach. Appl. Geogr.

2019, 104, 21-31. Typology of attack facing the effects of weapons [L0][19]35](28]

used by the assaulters
21. Kiliglar, A.; Usakli, A.; Tayfun, A. Terrorism prevention in tourism destinations: Security forces vs. civil authority

perspectives. J. Destin. Mark. Manag. 2018, 8, 232—-246.

22. Zhu, R.; Lin, J.; Becerik-Gerber, B.; Li, N. Human-building-emergency interactions and their impact on emergency

response performance: A review of the state of the art. Saf. Sci. 202Q, 127, 104691,
effectiveness before the attack

23, Dai, Q.; Zhu, X.; Zhuo, L.; Han, D.; Liu, Z.; Zhang, S. A hazard-hum@ng:qopletemioder (engrdCM) to assess gity
THne- egendent . I?efore/durénlg .
ynamiC exposure to rainfall-triggered natural hazards. Environ. Mog@el. $ofmardiidiie27, 104684.

24. Gayathri, H.; Aparna, P.M.; Verma, A. A review of studies on understFFgHER%F Hynamics in the context of crowd
safety in mass religious gatherings. Int. J. Disaster Risk Reduct. 2017, 25, 82-91.

25. Wagner, N.; Agrawal, V. An agent-based simulation system for concert venue crowd evacuation modeling in the
presence of a fire disaster. Expert Syst. Appl. 2014, 41, 2807-2815.

26. Li, J.; Li, J.; Yuan, Y.; Li, G. Spatiotemporal distribution characteristiagearfithemethapigrataratfstiseof urban population

density: A case of Xi'an, SimifisrénthinmeJitegeR0ldefhded-of0. strategy in the BE layout in
Space-dependent age 3 %Y y [37](39][40]

27. Home Office in partnershig¥itRfhe Department for Communities af8SPESAIIB IR FHHEHNEREANEY Places: The
Planning System and Counter-Terrorism; 2012; ISBN 978-1-84987-8¢2122§)8iR®Monline:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/375208/Crowded_Places-
Planning_System-Jan_2012.pdf (accessed on 22 July 2020).

28. Mistretta, P.; Garau, C.; Pintus, S. Beni Comuni dello Spazio Urbano; CUEC editrice: Cagliari, Italy, 2014; ISBN 978-

88-8467-884-3. . . .
implemented into physical

13][32]135
29phygiieal vBASLiSN, H.; Bradford, B. Security and the smart city: A sysirimatidefigys SESaipy Cities Soc. 26‘2%,‘%5‘,]
physical/management . .
Nﬂé}w&nent using operational procedures

30. Home Office in partnership with the Department for Communities afifiasschPGstaffrané@rsProtecting Crowded Places:
Design and Technical Issues; Home Office, 2014. Available online:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/302016/DesignTechnicallssues2014
(accessed on 22 July 2020).
A" Al RYRSRaR, BSOS (RS FEpiunRarP e ang s'i‘?lﬁ&%%ﬂ‘%“@&oefg% A1, THRHAPAEI o RphE BpeAYRLY
stugirssageording tq gheir efficacy and perception by urban designers [13](32][35][36][40]
32 thaihsOusatedarr trs puissss In e fleam {d ARk del ates di eatibR s fRIRIB e s € ala Ssified ecaon riffer ty ¢HR exlpomset s00f
sule:fansrist2Eabkabdpegsimcensdmpats; #018. derilhbieldalbeummarizes RMRSs focusing on the relations between

stréXéepedvany. gu arvidasNad GlgrryntpitsHeaidimiesprrdespigolberitis-feaaonders-Toolbox---Planning-Promotes-
Effective-Response-to-Open-Access-Events.pdf (accessed on 22 July 2020).
Table 2. S)(/:stemsHof RMRSs organized for BE element involved in the Strategy, details of BE parts or elements (including

33. Liy, H.; Chen, H.; Hongﬁ R.; LCiu, H,; You, W. Maﬁﬁ'ﬂ% knowledge structure and research trends of emergency

u:sers%cl and relative performance or efficacy to control/determine.
evacuation studies. Saf. Sci. 2020, 121, 348—-361.

34. Lin, J.; Zhu, R.; Li, N.; Becerik-Gerber, B. How occupants respond to building emergencies: A systematic review of

behavioral characteristics and behavioral theories. Saf. Sci. 2020, 122, 104540.
Strategy related to BE BE-related element/part . .
356 NafalRO - National Counter TerrogfiRSEKiY-Rffice Crowded placEedaidarse i etiramyatmeismine

36. Federal Emergency Management Agency Risk Management Series. Handbook for Rapid Visual Screening of Buildings
to Evaluate Terrorism Risks (FEMA 455); 2009;

37. Bernardini, G.; Quagliarini, E.; D'Orazio, M. Grandi eventi e terrorismo: la progettazione consapevole della sicurezza
delle persone. Antincendio 2017, 12 anno 69, 12-28.

38. Kalvach, Z.; et al. Basics of soft targets protection - guidelines (2nd version); Prague, 2016;
39. GSA The Site Security Design Guide; 2007;

40. Federal Emergency Management Agency Buildings and Infrastructure Protection Series. Reference Manual to Mitigate
Potential Terrorist Attacks Against Buildings (FEMA-426/BIPS-06); 2nd ed.; 2011,

41. Australian Institute for Disaster Resilience (AIDR) Safe and Healthy Crowded Places. 2018, 96

42. Federal Emergency Management Agency Risk Management Series. Safe Rooms and Shelters. Protecting People
Against Terrorist Attacks (FEMA 453); 2006



43&%%@,&% B;urgzb%r' Templeton, A. Predicting collective behaviour at the Hajj: place, space and the process of

{
ooperation, Phgog Trans. R. Soc. B Biol. Sci. 2018, 373, 20170240.
elements In the

44. Templeton, A.; Drury, J.; Philippides, A. Placing Large Group Relations into Pedestrian Dynamics: Psychological

Crowds in Counterflow. Collect. D%@%Qﬁnﬁ‘et%??’
« Resistance to impacts that usually depend on
45. Sommer, M.; Nja, O.; Lussand, K. Palice officers’ learning in relation to WWWW&F%Q%&A case study. Int. J.

Disaster Risk Reduct. 2017, 21, 78Blgment specific obstacles
along the frontier of the BE with

46. Li, S.; Zhuang, J.; Shen, S. Athreﬁiétﬁg?aﬂ\(éﬁHﬁ‘Hﬂﬂ gesirionimaking aAHRLERANIPA SRR She onset of an attack.

Transp. Res. Part C Emerg. Techngl, 2017, 79, 119135, * Emergency compatibility to guarantee the
vehicles access into the target possibility of moving out of the BE site

47. Abreu, O.; Cuesta, A.; Balboa, A.;%{/%%. On the use of stochastic simulations to explore the impact of human
parameters on mass public shooting attacks. Saf. Sci. 2019, 120, 941-949.

* Geometric efficacy when solutions are a system

48. FOKUS, F. KATWARN Available online: https://www.katwarn.de/en/system.php (accessed on Apr 18, 2020)
49. Centre de Crise National INFO-RISQUE Available online: https://www.info-risques.be/fr (accessed on Apr 18, 2020)

50. Ministere de I'Intérieur, Ministére de la Culture et de la Communication; Secrétariat Général de la Défense et de la
Sécurité Nationale Gérer la sureté et la sécurité des événements et sites culturels; 2017

51. Templeton, A.; Neville, F. Modeling Collective Behaviour: Insights and Applications from Crowd Psychology. In Crowd
Dynamics; Gibelli, L., Ed.; Springer Nature Switzerland AG, 2020; Vol. 2, pp. 55-81 ISBN 9783030504502

52. Ghazi, N.M.; Abaas, Z.R. Toward liveable commercial streets: A case study of Al-Karada inner street in Baghdad.
Heliyon 2019, 5, e01652 « facing blast loads effects, taking into account

53. Festag, S. Counterproductive (safety and security) strategies: The hazaP44SPEh8FRY HimHAS L AGAT e UULNLEYs

Environ. Prot. 2017, 110, 21-30 Building shape The immediate building surroundings can
9 P ensure a positive effect, by using safe perimeter-
based solutions

Reduce the risk of building « preventing possible assaults of terrorists inside

Retrieved from https://encyclopedi.'sl.;&l&l&{j—:&m{/‘rgﬂtarp{és[]R\B/é%g?e&'&i

the buildings or in the immediate surroundings,

or low occupancy areas in by ensuring the possibility to block views of the
proximity of the entrances and inside assets to perpetrators, or improving the
of the perimeter in a specific building control. The buffer zones could support
"buffer zone" 40 such strategies while being combined to
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BE layout

Facade protection

limit threat and damages

propagation from the outside
into the buildings B2E638[40]

standoff-oriented

Increase the distance between
bombing source and specific
target. 49

Sheltering

protect the BE occupants in
safe areas placed as close as

possible to their position before
the attack [331[41142]

Areas division & emergency
layout

Divide the BE into sectors able

to host a definite number of
occupants [321[371[43][44]

Considering the facades as weaker elements of
buildings structures

« use laminated glass with an inner layer of
polyvinyl butyral well secured into the frames is
preferred. For what concerns their positions,
windows are placed low down, reducing the
distance of flying glass into the room

« Use security doors provide enhanced protection
against forced entry and overall resilience of the
outer shield of the building Moreover, doors
should be bomb-resistant, bullet-resistant and
extreme-intrusion-attempts resistant

« Control the minimum distances with physical
elements or specific area to maintain away
vehicles from the entrance of buildings or from
their more vulnerable parts, by means of safe
perimeter solutions

« Implement proper “emergency layout” and
“emergency plan” measures as well as on
“structure”-oriented measures to contrast the
attack-related damages, by combining “design of
physical elements in the BE”, adopting “Facade
protection” and “access control and
surveillance”

« circumscribe emergency facilities, access and
exit points by means of well-delineated borders
by controlling the crowd flows



« combine safe perimeter solutions with safety
personnel to manage the controls (i.e. video
Access control . R
surveillance CCTV systems). The effectiveness
deterrent character for terrorist is ?trlctly |nf|u-enc.ed by t-he application of
attacks [9[221[321(40] reliable coordination actions as well as by the
robustness of the infrastructure which collect

and disseminate the information

Access control and
surveillance in the BE

« increase illuminance conditions
o « combine lighting systems with emergency
lllumination o .
lighting to support users in attack-affected
conditions

« combine lighting with CCTV systems to increase

Deterrent observing character

for perpetrators 4% -
the level of coordination pre-emergency and

during the emergency



Safety and security
management of the BE

Security personnel

Perform all the actions related
to security issues, as deterrent
and detection of attackers
before the event, and support

the First Responders during the

event

[71132][35][37][45]

Emergency plan

Manage the attack effect on
users during the threat and to
estimate damages caused by
the attack 20

Coordination, First aid

Managing the actions of all the

strategies involved during the
emergency, aiming at the

preparedness of actions [BZ143]
[46][47]

Users’ involvement

Improve awareness,
preparedness and correct

response of citizens to the
threat [481491(50]

include all the surveillance bodies involved for
the coordination actions pre and during the
event

when “first aid” solutions are included, they
support the immediate aftermath

efficacy for action in all the phases of threat
during the emergency, combining all the security
personnel, first aid and emergency layout
strategies

When specific strategies of users’ involvement
are tested or disseminated, emergency plans
have to be prepared according to users’
preparedness

efficacy in the coordination of all the RMRSs
strategies involved for pre and during the
emergency.

Promptness in required actions before/after any
un-controlled reactions

Promoting “educative” initiative by means of
special communication actions and through APP
for devices

« Any performance to control or verify



I 3. Classification of RMRs to support sustainable Built Environments to fight the Terrorism threat

The brought classifications of existing RMRSs is not enough to determine which RMRS is more convenient to be applied
in relation to a specific case study. Therefore, the main challenges for risk-mitigation and management solutions have to
be assessed from a sustainable point of view as well. RMRSs should be hence oriented towards the following main
sustainability criteria here summarized [8][101[22][24][29][37][43][46][51][52][53] -

* Moving towards redundancy criteria of the resilient BE by combing different strategies to ensure that each of them
could support the risk-reduction process (according to different operational procedures) in all the phases of the
disaster;

« Selecting solutions to be effective for more than one terroristic threat/attack typology;

« Adopting a human-centred approach to include the behavioural reaction of the exposed individuals (especially in
crowds) and of the terrorists, also in respect to the human-BE interactions (i.e., for the promotion of correct emergency
behaviours);

« Including mass gathering conditions during strategy planning to ensure the safety and security aspects of different BE
use situations;

« Considering the possibilities of connecting different BEs (at a local scale, e.g., indoor-outdoor; at a global/urban scale)
to face the disaster;

« Promoting a psychological function of the strategies to ensure they are perceived as reliable by the citizen, to deter the
terrorists but also to guarantee the liveability of the BE under normal use conditions.

Due to that, Table 3 and Table 4 summarize the general criteria, following the previous classification in Table 2 and
highlighting the general level of applicability, adaptability, cost and redundancy criteria.

Table 3. Sustainability of RMRSs by the applicability, adaptability and costs approach (Design of the physical elements of
the BE; BE layout).

Redundancy

about Attack ﬁ)p::‘lg:;mty Coordination Adaptable for Main Application
RMRS Typology and ! with Other . p. Context (Intended Costs
Outdoor, Existing BE R
Source Both RMRSs Use; Overcrowding)

(Externalllnternal)

Design of the physical elements of the BE

Outdoor:
around .
. Depending on
bulldlng_s_ and Adaptable, adopted
specific For hard targets, .
Safe through . technologies
i 2/10—external targets, or to 4/16 because of its
perimeter . . punctual ! and BE
circumscribe . . complexity level R
. installations perimeter
areas in a
X length
wider open
space
Principally
outdoor but
specific
measures Specific for public Sustainable for
Building A110— (e, escape 3116 Not adaptable  buildings with a high ~ "¢"Y BES or full
shape externallinternal routes, .. BE elements
number of visitors
shelters) are renewal
adaptable in
indoors as

well




Redundancy

about Attack Qp:::;?::’rmty Coordination Adaptable for Main Application
RMRS Typology and ! with Other . p. Context (Intended Costs
Outdoor, Existing BE R
Source RMRSs Use; Overcrowding)
Both
(Externalllnternal)
New reinforced
facades can be
Generally, put in place
solutions are with limited
related to new costs
facades (depending on
(which can the building
Facade Protecting as at-::;;t:fe the Specific for public Intt)g:\cl)tla?\?i)gﬁs
cac 210 single 4116 pects buildings with a high ntl
protection oo original . . on existing
buildings number of visitors .
elements). openings are
Interventions encouraged
on existing due to their
openings have lower costs
a lower with respect to
impact. the protection
increase
advantages.
Preservation
of historic Depending on
Indoor: . ] -
relative to buildings Encouraged only for intervention
Structure 110 building’s 2116 could be |n_st|_tut|ongl public type, structural
affected, buildings with many typology and
structural L S
unless there visitors building
system . .
are focused dimensions
interventions
BE layout
Possible
massive .
impact, if Dependlpg on
. - land use issues
Distances applied - .
. . Specific for strategic to guarantee
applied to the together with - . .
buildings but the distances in
outdoors can Safe extendable to soft case of new
Standoff 2/10 be adapted 5/16 Perimeter. N - .
- targets with visitors constructions.
for some Otherwise, -
. and temporary mass  In existing BEs,
indoor adaptable to .
e ; - gatherings costs concern
conditions the historical
. the space use
layout using
management
management
actions.
Adaptable if
limited to the
definition of
Shelters can shelter areas
be placed and their Considering attacks .
L - X Low costs if
inside accessibility to single and limited to
Sheltering 6/10 bulldu_'\gs or 4116 (mz_;magement strategm_bulldmgs existing shelter
constitute a issues); with
| . : . areas; elevated
safe area in incompatible something/someone X
L cost otherwise
the outdoor considering to protect
BE interventions
on building
facades and
structures.
Low costs
associated with
physical
solutions (e.g.,
open space
The perimeter), but
adaptability is management
Area related to the Specific for mass and operational
division 5/10 Both 6/16 area gathering events in issues should
configuration open spaces be evaluated
and (e.g.,
dimension organizing
activities in the
spaces and
their relation;
access

controls)




Redundancy

about Attack ::)pll:‘lgz)a:)brlllty Coordination Adaptable for Main Application
RMRS Typology and ! with Other . p. Context (Intended Costs
Outdoor, Existing BE R
Source RMRSs Use; Overcrowding)
Both
(Externalllnternal)
Depending on
Outdoor or the extension
Emergency Wlthm. Adaptable for Adaptable in each of the
layout 5110 strategic 8116 each situation event typolo emergency area
y buildings and ypology in relation to
hard targets the BE
activities

Table 4. Sustainability of RMRSs by the applicability, adaptability and costs approach (Access control and surveillance in
the BE; Safety and security management of the BE).

Redundancy Main
about Attack Applicability Coordination . Application
RMRS Typology and to Indoor, with Other g(éaptable for Existing Context Costs
Source Outdoor, Both RMRSs (Intended Use;
(Externalllnternal) Overcrowding)
Access control and surveillance in the BE
Adaptable for
Applicable to Adaptable for existing even_ts with Depending on the
. . BE because of the considerable
circumscribed . . number of
Access . possibility to crowding .
7110 areas in open 7116 . . L access/control points
control L circumscribe areas conditions
spaceslinside . and to the employed
- (i.e., outdoor (mass .
abuilding . . technologies/personnel
perimeter) gathering
events)
Adaptable to
private and
Employable in Adaptable for existing public Depending on the BE
Security 6/10 indoor and 6116 (including historical) buildings, and dimension to monitor
service outdoor BEs through not also in open and on the adopted
conditions invasive installations spaces and technologies
mass
gatherings
For outdoor Adaptable for existing Adaptal?le
. X X . N both to private .
spaces; in (including historical) . Depending on the
. . . . and public >
indoor, mainly BEs with possible buildings. both number of installed
IHlumination 4/10 for scarce 3/16 restrictions at N 93, devices, and their
X . in open .
luminance technological level operational and
. spaces and h .
condition of (e.g., systems mass maintenance issues
buildings integration/installation) R
gatherings
Safety and security management in the BE
Personnel
could support
an emergency
in whatever Depending on building
Employable in building. It is dimension and floors.
Security indoor and Adaptable in each strongly In mass gatherings,
7110 8/16 . .
personnel outdoor condition recommended depending on event
conditions in mass area extension and
gathering number of participants
events,
especially
outdoors
Necessary in
each case; it
requu:es Low-cost improvement
special of performances is
Coordination 10/10 Always 7116 Not dependent on the consideration possible, but costs
recommended BE typology for some hard

could be related to the

targets or employed technology

mass
gathering
events




Redundancy Main
about Attack Applicability Coordination L Application
N Adaptable for Exist
RMRS Typology and to Indoor, with Other BEaP able for Existing Context Costs
Source Outdoor, Both RMRSs (Intended Use;
(Externall/lnternal) Overcrowding)
Always Mandatory for
needed;
support from Adaptable in each mass Low costs by
First aid 9/10 pp 7116 p o gathering and considering the direct
external condition ; . .
s in hard targets  possibility to save lives
rescuers
. of the BE
actions
Recommended Depending on
in any cases, management and
especially in operational phases;
Emergency Always Adaptable in each mass they could be elevated
10/10 11/16 - . L
plan needed condition gathering considering case by
events and in case (e.g., cost of
hard targets of  personnel considering
the BE their number)
Users should Financing informative
be involved in Users should cam a? n can be
the same be formed to p 9
. considered as an
manner for face disaster . L
. . investment on citizen
both indoor both in BE
Users’ Not dependent on the safety; costs for users’
. 10/10 and outdoor 7116 normal use .
involvement N BE typology A involvement are also
scenarios. and in case of .
y related to evacuation
However, the events with .
. . guiding tools for
provided data overcrowding X X
. - mobile devices (e.g.,
will be conditions apps)
different pp
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