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Distributed Denial of Service (DDoS) attacks, advanced persistent threats, and malware actively compromise the

availability and security of Internet services. A DDoS attack is a vindictive attempt from numerous frameworks to make

PC/network assets inaccessible to its expected clients, more often than not, by blocking/interrupting services associated

with the organization of the network/Internet.
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1. Introduction

A Distributed Denial of Service (DDoS) attack in late 2016, when three uninterrupted DDoS attacks were launched against

the Domain Name System (DNS) provider Dyn, was a warning signal of the dangers of targeted DDoS attacks . DDoS

attacks have become one of the most severe threats to network security, with the first reported attack published by the

Computer Incident Advisory Capability in 1999 . While many mitigation systems have been developed in academia and

industry, the threat of DDoS attacks is still severe and increasing yearly. In February 2018, a significant DDoS attack

against GitHub overcame these mitigation systems . Using BCP38 “Network Ingress Filtering” which, if deployed on the

Internet, may stop packets with forged IP addresses from proceeding over the network, this type of attack could be

mitigated . However, research conducted using a random forest algorithm provided numerous benefits for the

complexity, accuracy, and memory usage of DDoS attack detection systems . The basis for this random forest algorithm

in the recent research work is a main enhanced algorithm, Snort-based IPS. DDoS attack detection and mitigation using

datasets enables the accuracy of the essential resource limitation rules in the systems concerned . Other machine

learning techniques create an intrusion detection system to detect DDoS attacks. A broader classification of these

machine learning techniques involves the isolation of the IDS system , such as signature-based IDS anomaly-based

rule-based specification IDS Markov models and hidden Markov models , and is at the heart of several IDS systems that

are effective against these attacks. This technology is still under-researched but has advanced to state-of-the-art use in

several specific cases . Swarm intelligence has also been used to initiate and reduce IDS training time  and many

hybrid schemes have been found to be more straightforward than conventional models in detecting attacks .

A DDoS attack is a vindictive attempt from numerous frameworks to make PC/network assets inaccessible to its expected

clients, more often than not, by blocking/interrupting services associated with the organization of the network/Internet. The

DDoS attacks on ideas/techniques have significantly altered over recent years. The importance of accessibility has been

aimed at such influential attacks against network/web organizations, governments network/web, and private businesses.

Multilayered barriers and collaboration requirements are essential. Procedures to mitigate DDoS attacks, initially through

aversion are useful, however, in the end, outlining multilayered barrier systems should be standard.

DDoS threats should be considered in hazard arranging, like site choice, control blackouts, and characteristic fiascos. For

these attacks, scholars concentrated on systems for securing the framework of IT from threats against accessibility. The

exploration strategies/ideas will be demonstrated on DDoS threats by distinguishing proof and mitigation techniques that

can successfully and productively react to DDoS attacks. DDoS does not depend on specific network protocols or

framework outline shortcomings. It comprises an adequate number of traded hosts amassed to send futile packets toward

a casualty around a similar time. DDoS becomes a significant threat because of the accessibility of various easy-to-

understand attack tools and the absence of successful techniques to protect against them.

A DDoS attack  is unexpected network traffic sent to an objective. Under normal conditions, the utilization of bandwidth

rate is in good esteem, and a specific pattern is available in the network movement. A sudden drop in the network

performance due to an increase in either traffic, deferral, or CPU use will regularly be viewed as abnormal. The DDoS

detection systems will search for such abnormalities in the network. When coordinated to the network layer, the attack

causes a bottleneck and, when harmonized to the application layer, causes the fatigue of CPU resources. For the most
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part, the abnormalities and the flow of data in the network are firmly related. Subsequently, understanding the kind of data

and its qualities in the network can be named the first scheme to distinguish inconsistencies. These attributes can be a

postponement, bundle header information, convention, parcel measure, etc. For example, a server reacting to TCP-SYN

solicitations is well on its way to confronting the TCP-SYN and asking for flooding .

2. Detection System for DDoS Attacks

The rapid development and growth of the Internet and network structures have reformed the entire world of computers.

The connected digital world also has gifted hackers and intruders with innovative facilities for their computing attacks. The

most useful ways of detecting an attack are by abnormality, exploitation, anomaly, consolidated exploitation/anomaly

detection, monitoring of the network, and recognition of the pattern. An anomaly detection mechanism distinguishes

exercises that differ from setting up client patterns or gathering clients.

The authors in  proposed a method for detecting intrusions in computer systems using an anomaly-based intrusion

detection system (IDS). The IDS was based on feature selection analysis and built from a hybrid efficient model. One

drawback of the proposed method is that it relies on a fixed set of features to detect anomalies, which may only be

suitable for some intrusion scenarios. The authors mention that the choice of components can affect the accuracy of the

intrusion detection system, and there is a need for further study in this area.

Another potential drawback is the assumption that the system can accurately detect anomalies by comparing the system’s

current state to the average behavior profile. This assumption may not always hold in real-world scenarios where the

system’s normal behavior can change over time or where there are unexpected system behaviors.

Overall, the proposed method provides a starting point for building an intrusion detection system, but it is only a partial

solution for some intrusion scenarios. Further research is needed to improve its accuracy and adaptability to different

techniques and intrusion scenarios.

The paper proposed a machine learning-based intrusion detection system (ML-IDS) for detecting IoT network attacks. The

system was developed using the UNSW-NB15 dataset along with approximately six proposed machine learning models;

the results of the study showed a high accuracy of 99.9% and MCC of 99.97%, which are competitive with existing works.

The paper aimed to address the privacy and security challenges of IoT.

Regarding MANETs and ensembles, hierarchical data gathering, processing, and a transmission structure with three

hierarchy levels were proposed . The anomaly index is calculated at each level, and the highest authority makes the

ultimate call. The authors utilized the ROC curve and related area under the curve to describe the suggested scheme’s

efficiency (AUC). Regarding detection, the CFA algorithm relies on a decision tree, C4.5.

For identifying black hole attacks on AODV-based MANETs the authors in  proposed a complicated learning algorithm.

A system for detecting malicious behavior in a network was built using a dynamic training system where the training data

was updated periodically—an approach for detecting malicious nodes using a cluster. To assess the performance,

detection rates against node mobility must measure from 70% to 84%, with node mobility between 0 and 20 m/s.

According to the framework, MAC, routing, and application layer anomalies may be detected using a Bayesian

classification technique, a Markov chain construction approach, and an association rule mining algorithm created by .

The detection rate for the global integration module was 94.33%, with a false-positive rate of only 0.8% (FPR). However,

around 90% of detection rates have substantial false alarms (more than 20%). Longer pause lengths have more

significant detection thresholds, according to this theory. The Naive Bayes model, linear model, Gaussian mixture model,

multi-layer perceptron model, and (SVM) model are among the well-known five supervised classification algorithms

evaluated by . These algorithms are employed in MANET detection engines for the detection method. The Naive Bayes

classifier performed the worst, whereas the multi-layer perceptron classifier performed the best.

IoT device traffic was fed into a malware detection system trained on deep learning. An accuracy of 98.60, a precision of

98.37%, a recall of 98.17%, and F-measures of 98.18% were attained in this test. Five different machine-learning

techniques were evaluated by Doshi et al.  to distinguish ordinary IoT packets from Denial-of-Service assaults on IoT

networks. The random forest had the highest precision, recall, F1, and accuracy scores among the classifiers tested.

The authors of  proposed cascaded wormhole detection for an IoT-based network using deep learning. The attacks

were evaluated based on their TPR, a 96.4% blackhole attack, 98.7% opportunistic attack, 98.7% DDoS attack, 99.9%
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sinkhole attack, and 98% wormhole attack, with an overall accuracy of 96%. Detecting an attack method includes

correlating a client’s exercises with the acknowledged practices of attackers endeavoring to penetrate network systems.

The authors in  proposed a method for protecting web servers against application layer Distributed Denial of Service

(DDoS) attacks using machine learning and traffic authentication. The system uses machine learning algorithms to extract

features from network traffic and classify normal and attack traffic. The authors also introduced a traffic authentication

mechanism to further enhance the system’s security. The results of the experiments show that the proposed method

effectively detects application layer DDoS attacks and has a low false positive rate. The main contribution of the paper

was to provide a solution for protecting web servers against application layer DDoS attacks using a combination of

machine learning and traffic authentication. The experiment’s results demonstrated the proposed method’s effectiveness

in detecting DDoS attacks and provide insights for future research in this field.

The authors of  proposed a new approach for detecting cyber-attacks using the non-linear prediction of IP addresses.

The system leverages big data analytics to analyze network traffic and identify abnormal behavior that may indicate an

attack. The authors used an adaptive non-linear prediction algorithm to predict IP addresses and compare the predicted

values with the actual values to detect anomalies. The experiments on real-world datasets showed that the proposed

approach outperformed traditional intrusion detection systems in terms of accuracy and efficiency. The main contribution

of the paper was to provide a new method for detecting cyber-attacks using the non-linear prediction of IP addresses and

big data analytics. The experiment’s results demonstrated the proposed method’s effectiveness in detecting attacks and

highlight the potential of big data analytics for improving cybersecurity.

In , a lightweight intrusion detection system (IDS) for detecting network intrusions based on feature selection and a

multi-layer perceptron artificial neural network was proposed. The authors used the gain ratio method to select relevant

features for attack and regular traffic before classification using the neural network. The proposed IDS was evaluated

using the UNSW-NB15 intrusion detection dataset, and the results showed that the system is suitable for real-time

intrusion detection with high accuracy.

The authors in  described a method for detecting DDoS attacks in computer networks. The authors proposed using an

ensemble of neural classifiers to detect seizures instead of relying on a single classifier. The system uses a combination

of data from multiple sources, such as network traffic statistics, to predict whether an attack is underway. The authors

evaluated their method using real-world network data and reported that it outperformed other methods in terms of

accuracy.

The authors of  presented a study on data mining techniques for detecting Distributed Denial of Service (DDoS)

attacks. The authors aimed to improve the accuracy and efficiency of DDoS attack detection by using data mining

techniques, specifically, decision trees and K-nearest neighbor algorithms. The study was based on actual network traffic

data, and the results showed that the proposed approach effectively detects DDoS attacks.

In , a framework for detecting Distributed Denial of Service (DDoS) attacks in real time was proposed. The proposed

framework, AIMM, consists of three modules: preprocessing, classification, and decision-making. The preprocessing

module prepares the incoming data for analysis, then the classification module uses two different AI methods—neural

networks and k-nearest neighbors—to identify potential DDoS attacks, and finally, the decision-making module

aggregates the results from the classification module using techniques such as soft sets inference and weighted

averaging to make a final decision on the attack status. The proposed framework was tested on the BOUN DDoS Dataset

and achieved an accuracy of 99.5%. The results were compared to state-of-the-art techniques and found to be effective,

with advantages such as a quick decision-making process and the ability to use various AI methods in the classification

module. The authors claimed that their framework, AIMM, can effectively detect DDoS attacks by combining multiple

artificial intelligence (AI) methods. However, the exact accuracy of the proposed AIMM framework is not stated in the

paper. Further studies and evaluations are needed to verify the effectiveness and accuracy of the framework in detecting

DDoS attacks in real-world environments.

Several papers  used supervised learning approaches to detect DDoS attacks, where the models are trained on

labeled data. These approaches used neural networks , an ensemble of neural classifiers , and data mining

techniques .

Other papers  used unsupervised learning approaches to detect DDoS attacks, where the models are trained on

unlabeled data. These approaches used machine learning for intrusion detection  and the non-linear prediction of IP

addresses .
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Additional papers  presented other approaches to detect DDoS attacks. These include using

deep learning , traffic authentication , a cascaded federated deep learning framework , and artificial intelligence

merged methods .

In summary, the papers present various machine-learning techniques to detect DDoS attacks in various network systems

such as mobile ad-hoc networks , IoT devices , and web servers . Table 1 compared the related works in terms of

their methods, the drawback of their methods and the accuracy they achieved in their results.

Table 1. Comparison of the literature.

Reference Number Method Drawback ACC

Combined EA, SVM, and ANN Limited dataset 99.3%

Hybrid-based IDS Fixed set of features 96.64%

ML IDS for MIoT Single dataset used 99.9%

Dynamic Anomaly Detection Scheme Only on AODV-based 84.0%

Mix machine learning techniques Small dataset, fixed features 99.5%

Combined DTF, CNN, and LSTM Only wormhole detection 96%

Web-based DDoS detection Only web single dataset 99%

Mining sequences of IP’s Some worst performance -

Building and evaluation using ANN-MLP Single dataset: UNSW-NB15 76.96%

Detection by ensemble of neural classifiers Overfitting 99.4%

Detection by MLP, NB, and RF Not applicable for all attacks 98.63

Detection by CNN and LSTM Not applicable for low volumes 96.7
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