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A smart city is a concept of city operation that uses digital, information and communication technologies in order to

make more efficient use of its infrastructure, reduce resource consumption and overall costs, and fulfil the goals of

industries. However, to achieve such goals, a high level of security and protection of key infrastructures, which are

designated as critical, is necessary. The research on smart cities is primarily focused on the area of applicability of

information and communication technologies. However, in the context of a multidisciplinary approach, it is also

necessary to pay attention to the resilience and converged security of individual infrastructures. Converged security

represents a particular security type based on a selected spectrum of certain convergent security types of,

assuming the creation of a complementary whole. Considering the outputs of the analysis of security breaches

manifestations, this kind of security makes it possible to detect emerging security breaches earlier (still in the

symptom stage), thus providing a more efficient and targeted solution suitable for building smart city infrastructure.

converged security  resilience assessment  smart security alarm systems

Converged Security and Information Management System (CSIM)

1. The Importance of Security

Security in its nature is one of the important phenomena of today’s society in its wider context. In the last decades,

security is starting to be considered a scientific field with its own subject of investigation, goals, and methods.

Security is ultimately ensured in society through individual types of security where a type of security can be

perceived as a measures catalogue associated with the need to ensure security within the selected reference

object and its environment. Currently, the basic types of security/safety include international, physical, cyber,

economic, energy, personal, informational, administrative, personnel, fire safety, product safety, or safety and

health protection at work .

The common ambition to shape and develop the scientific field of security is inherently connected and conditioned

by the security theory development . The issue of security theory is relatively new, but it can be stated that

currently there are already sets of theoretical knowledge that are used by individual security types, are proven and

implemented in practice and fit into the mosaic of security theory. It is therefore clear that the security theory itself

focuses on a systemic understanding of security, realizes the framing of the security problem by describing what a

security breach is, in what general forms and what types of security breaches occur, what they depend on and how

it is possible to prevent or minimize the impact level . As stated, the increasing demand for security is

pragmatically connected with the need for practice and therefore also with the security of infrastructure systems.
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2. Smart City Infrastructure Resilience

The security and protection of the smart city infrastructure (SCI) is often connected with the fact that individual

infrastructures are interconnected horizontally and vertically, which represents to some extent the system of

systems concept . Concerning the interconnectedness, it is also possible to discuss their mutual dependence

(interdependence), where the mutual dependence of SCI created a prerequisite for the classification of the linkages

typology. It is therefore possible to consider physical, cyber, logical, or geospatial linkages as basic linkages. This

statement points to the fact that one of the basic characteristics of SCI is its network nature . In connection with

the issue in question, the network character needs to be perceived in a broader context, where it is not only

technical networks such as e.g., transport, logistics, communication and energy, but also abstract economic,

financial, social and knowledge networks . It is therefore obvious that an isolated and limited understanding of

security and protection has only a limited effect and it is necessary to relate this understanding to the security

convergence of individual infrastructures.

In this context, however, it is necessary to determine a uniform indicator by which this security will be measured. In

the case of critical infrastructures, the level of resilience of these infrastructures has been used for this purpose for

a long time : “Infrastructure resilience is the ability to reduce the magnitude and/or duration of disruptive events.

The effectiveness of a resilient infrastructure or enterprise depends upon its ability to anticipate, absorb, adapt to,

and/or rapidly recover from a potentially disruptive event”. Based on this definition, it can be stated that

infrastructures with a high level of resilience are a prerequisite for the successful construction of smart cities .

3. The Importance of Converged Security in the Context of
Smart City Infrastructure Resilience

Converged security in the context of resilience does not differentiate between Safety and Security . In both

cases, it is the aforementioned joining (convergence) of aspects and measures of individual security types into a

complementary whole, which reflects prerequisite for increasing resilience in related security types. This approach

reduces to a certain extent the disadvantages of isolated and closed use of the Safety and Security measures

spectrum . At the same time, the use of the convergence philosophy in the resilience context makes it possible

to consider the network nature of SCI. This is based on the sense of cascading and synergistic effects .

Considering the scientific activity of the authors, the security and protection of SCI elements will be perceived with

a specific link to physical security and therefore smart security alarm systems use in the context of increasing the

efficiency and effectiveness of physical protection systems . Another point of view is the creation of an integral

security system in connection with resilience determinants, the influence of cascading and synergistic effects and

the final security convergence and resilience aspects of SCI elements . The benefit of converged security in this

context is the convergence of relevant security types into a functional system. This can be seen as a prerequisite

for increasing resilience in related security types .

Convergence issues in the context of security were solved in the past in connection with a holistic approach to risk

management. In this context, however, there is a convergence of entities and thus participants and attributes
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entering and responsible for optimizing risk management in broader contexts . Aspects of convergence

were subsequently linked primarily to issues and needs of information security. In its nature, however, there was

not a convergence of several selected types of security, but a convergence of selected approaches within one type

of security .

The logical evolution of the issue in question was the expansion of convergence approaches by the aspect of

physical security as a basis for ensuring the functionality and security of information systems and thus the security

of information assets . The extension of convergence approaches to other types of security occurs

sporadically in professional texts, but there is some indication of a significant potential to combine individual types

of security into a complementary whole. However, it is clear from the articles in question that despite the effort to

converge selected types of security, one dominant type of security is almost always determined, to which more

space is devoted .

This fact and the presentation of systemic approaches to solving this challenge is not such a common topic.

However, there is a limited spectrum of works devoted to it . Considering what has been presented, it can be

concluded that the ambition of the article is the convergence of equal types of security into a functioning

complementary whole in the figurative sense of assessing and increasing the resilience of assets using an

information system, enabling information and situational management of the security situation.

4. Smart Security Alarm Systems Convergence

A wide group of authors dealt with the security systems convergence issue. As an example, article  discussed

approaches linked to a comprehensive understanding of cyber security. Another theoretical model was presented

in . The convergence of cyber security and just security using smart security alarm systems is elaborated in

the publication  where the need for convergence physical access controls and cyber security was presented.

Technologically more advanced approaches were subsequently presented in a publication , where AI and IoT

approaches were converged.

A more specific connection to alarm systems was subsequently elaborated within the article about visibility and

security in the smart home , where current security threats were reflected, including in the context of COVID-19.

The convergence of a wide range of security solutions connected via IoT was simultaneously the subject of the

monograph Convergence of Artificial Intelligence of Things . Linking these systems to early warning systems as

an added value of security systems convergence is presented in the publication Intelligent disaster safety warning

system through risk level analysis .

Based on the analysis of current approaches, it is obvious that convergence with the use of smart security alarm

systems is not a new issue, but it often works with the dominance of cyber security. In view of the stated, the aim of

the article is to reverse this dominance and focus on converged security from the physical security perspective to

which alarm systems belong. For this purpose, the authors created the Converged Security and Information

Management System (CSIM), which enables an interconnected assessment of individual types of security,
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primarily physical, operational, and cyber. Based on this process, it is possible to determine the level of resilience

for individual smart city infrastructures.
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