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When an IoT ecosystem is equipped with a blockchain, many aspects regarding the blockchain itself and how it is

integrated with the rest of the ecosystem have to be carefully considered. The adoption of a blockchain is not free,

but it raises problems (e.g., regarding scalability) that have to be addressed to allow a project to develop and work

correctly and profitably. On the other hand, it is possible to recognize some blockchain design opportunities that

become available when a blockchain is used in an IoT ecosystem.

Internet of Things (IoT)  blockchain  economy  payment

1. Blockchain Nodes: Technology and Deployment Choices

When adopting blockchain for an IoT application, there are three main options:

leverage an existing general-purpose public blockchain network;

leverage an existing blockchain technology while creating a distinct dedicated network;

create a new ad-hoc blockchain technology and a new corresponding network.

In order to reduce production costs and leverage the reputation and reliability of already deployed solutions, the

first option is usually considered the most appropriate, and it is easy to find examples of this approach (see, for

example, ). As already discussed, public permissionless blockchains also have the advantage of providing

the highest guarantee in terms of security—a crucial requirement for the IoT economy—and to facilitate the

employment of the obtained incentives in a wider ecosystem of heterogeneous applications and services. The

reader can find many examples of projects adopting general-purpose unpermissioned blockchains. The main

drawback of this approach is that the IoT application is going to depend on the fluctuations of the public blockchain,

and in particular on its network load. Public networks may be congested by usage spikes due to speculations  or

other applications , just to mention two relevant examples. Further, communities governing a general-purpose

public blockchain may make choices (e.g., regarding architecture evolution or required node power) that may be in

contrast with the needs or the design of the considered IoT application. For these reasons, in some scenarios a

dedicated blockchain network may be preferred. In other words, a well-known blockchain technology can be

adopted only for a specific application with a dedicated network. In this case, all the issues related to fluctuations

can be more easily handled. MedicalChain  is an example of this approach implemented as a permissioned

blockchain. However, permissioned blockchains have limited decentralization. The most ambitious multivendor IoT

ecosystems would probably rely on unpermissioned blockchains.
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The third approach is to develop an ad hoc blockchain technology to be deployed as a dedicated blockchain,

typically on IoT gateways. This is more costly, but allows greater flexibility. For example, in the Helium  network, a

specific blockchain is proposed that leverages the physical presence of devices on a territory, and their scarcity, to

realize a new proof-of-coverage consensus algorithm. The work done by devices to achieve consensus is not

wasted (as occurs in Bitcoin and in all blockchains based on regular proof-of-work), but is reused within the Helium

ecosystem, realizing an elegant and efficient use of resources.

Regarding this third approach, a possible criticism is that an ad hoc dedicated blockchain may be considered less

reliable than a general purpose public blockchain. In fact, it can be expected a smaller community working on the

codebase, and hence governance, bug fixing, and software updates are expected to be less effective. On the other

side, an ad hoc technology is expected to be simpler and more focused on the needs of the specific IoT

application.

In general, the trade-off between the possible greater efficiency of ad hoc solutions and the time necessary to

acquire a satisfactory reputation with the wider public—key ingrediente for the success of an IoT economy—should

be carefully evaluated.

2. Accessing a Blockchain from Resource-Constrained
Devices

Since things and thing providers are often large in number, it is natural to consider hosting the nodes of the

blockchain in the very same IoT devices. However, as remarked, IoT devices are very often resource constrained

and thus cannot always satisfy the requirements highlighted. Figure 1 summarizes the possible roles of things and

gateways with respect to blockchain integration. Things are hardly suited to directly speak to the blockchain due to

their limits, and usually, with current technology, they just rely on a distinct (trusted) device or service to submit

blockchain transactions on their behalf. If they are attached to the blockchain, they can at most play the role of a

light node.

Figure 1. Summary of the possible blockchain roles that IoT devices can have.
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If the IoT architecture encompasses a nearby gateway or a server of a fog computing layer, these can be directly

exploited to interface the blockchain, surely in the role of a light node and, in certain cases, even as a regular full

node. In this case, a gateway or a server can be used by its nearby things not only for connecting to the Internet

but also to submit blockchain transactions.

Figure 2. A schematic representation of the reference scenario. Thing consumers pay to use things or the data

they gather. They are entitled to do that only if their payment was recorded in the blockchain. Thing providers get a

reward to make their things or data available. The reward is autonomously dispensed by a transaction on the

blockchain.

In view of  Figure 2, there are at least two fundamental use-cases to be supported regarding the interaction

between IoT devices and the blockchain: a device should be able to interact with the blockchain (1) to perform

payments and (2) to assess that a payment has been performed. Ideally, any device that has to perform these

tasks should have access to the whole blockchain status (or history, depending on the technology). This is clearly

unfeasible even for moderately powerful devices, such as, for example, mobile phones. To overcome this problem,

light nodes adopt simplified payment verification, where Merkle proofs  are used as a means of verification of the

information collected from untrusted nodes.

However, even simply collecting and storing these proofs is still well above the power of many IoT devices. The

work in  analyzes this problem and surveys results about different SPV implementations in the context of

healthcare applications. It is worth mentioning a new technology, Mina , which offers an elegant solution using

advanced cryptography and recursive zk-SNARKs to reduce the size of the blockchain to tens of KB (instead of

hundreds of GB). Instead of verifying the entire chain from the beginning of time (full node), participants fully verify

the network and transactions using recursive zero-knowledge proofs (or zk-SNARKs). Nodes can then store the

small proof (of constant size), as opposed to the entire chain. While very promising, the Mina protocol can be

considered still in its infancy.

A more drastic solution that eases the adoption of very small IoT devices is to avoid having them store any proof.

This means relying on an external centralized service to access the blockchain, which has to be considered

trusted. An example of this approach is given by Helium . While this may be considered secure enough for many
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applications, the introduction of a centralized element in the architecture has been regarded us unsatisfactory by

some authors. For example, the INCUBED protocol  and other competing solutions  have the objective to

provide very small devices with access to a blockchain without relying on a trusted third party.

Figure 3 summarizes the possible relations between things and a blockchain.

Figure 3. There are four main types of reference scenarios. In Reference 1, things have sufficient resources to

operate autonomously as light nodes (LN). In Reference 2, things can autonomously be connected to the Internet,

but their limited resources require them to rely upon third-party blockchain services to interact with the blockchain.

In Reference 3, things need to rely on a gateway to access the Internet, but also in this case, the gateway or a

server of a fog computing layer does not have sufficient resources to interact with the blockchain, and thus it relays

on a third party. In Reference 4, things still need a gateway or an intermediate fog computing layer, but in this case,

the gateway or the server has sufficient resources to run a light (LN) or full (FN) blockchain node.

3. Oracles: Interfacing the Blockchain with Off-Chain Data
and Devices

Blockchains and smart contracts can only access data stored within the blockchain itself; on the contrary, IoT

applications are ultimately designed to provide access to the physical world. This occurs, for example, in vehicle

rentals , smart cars , and Industry Marketplace . Blockchain technologies are designed to be

[12] [13][14]
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deterministic, that is, when the whole transaction history is replayed it always ends up with the same results.

Determinism is important so that blockchain nodes can come to a consensus . If a smart contract requires

accessing the measure of a smart meter, the value could differ from time to time, or even from place to place,

causing nodes in the future, or without access to a certain site, to reach different conclusions about the state of the

network, thus breaking the consensus. Oracles are components that allow a blockchain, or a smart contract, to get

inputs from outside the blockchain. They inject data coming from outside the blockchain into regular blockchain

transactions. In this way, they become part of the blockchain history and can be handled deterministically by all

blockchain nodes.

There are several oracle services providing APIs to allow smart contracts to access external data. Examples

include Chainlink , Provable , BandChain , and Tellor . Oracle functionalities can even be part of an IoT

ecosystem. For example, in Helium , certain nodes of the network are in charge of providing information about

the exchange ratio of the Helium native token to keep the service price constant. This is a form of special-purpose

oracle included in an IoT ecosystem.

Oracles can be classified according to the following aspects.

Origin of off-chain data. There are software oracles and hardware oracles. A software oracle handles information

data that originates from online sources, like the prices of commodities and goods, flight or train delays, and so on.

Therefore, it extracts the needed information from an online resource and pushes it into the smart contract.

Hardware oracles allow smart contracts to gather information directly from the physical world, for example, a car

crossing a barrier where movement sensors must detect the vehicle and send the data to a smart contract , or

RFID sensors in the supply chain industry .

Inbound/outbound oracles.Inbound oracles pull in-chain data from the external world. Outbound oracles provide

smart contracts with the ability to send data to the outside world. An example would be a smart lock in the physical

world, which receives payment on its blockchain address and needs to unlock automatically.

Degree of decentralization. Oracles can be centralized entities getting data from the off-chain world. However,

using only one source of information could be risky and unreliable. For further security, a combination of different

oracles may be used, where, for example, three out of five oracles could determine the outcome of an event. This

combination of multiple oracles is called consensus-based oracles. ChainLink  and Tellor  are two examples

of decentralized oracles. The special-purpose oracle of Helium mentioned above is consensus-based but has

limited decentralization, since currently, only 11 fixed members can submit exchange ratio data (nine of them are

anonymous for security reasons).

Figure 4 summarizes two methods of interaction of an IoT device with the blockchain. The thing can autonomously

initiate the interaction with a smart contract. In this case, it acts as the source of a “standard” transaction invoking

the smart contract; consequently, oracles are not necessary. If the thing is queried by the smart contract, oracles

are required to guarantee the determinism and provide a consistent data view of the observed thing.

[17]

[18] [19] [20] [21]

[11]

[1]

[3]

[18] [21]



Architectural Aspects of Blockchain-Based IoT Economy | Encyclopedia.pub

https://encyclopedia.pub/entry/22825 6/13

Figure 4.  Methods of interaction of an IoT device with the blockchain. When the thing pushes data into the

blockchain, it can autonomously start a transaction (1). In all the cases where a smart contract needs to access

data available on a thing, it has to make a request to an oracle (1) that collects the data from the thing (2 and 3)

and makes them available for any subsequent request (4), guaranteeing consistency.

4. Transactions Throughput, Fees, and Sidechains

As already observed, scalability (i.e., supported transactions per second) is a major issue when blockchain is

applied to the IoT. It easy to observe that most of the sample application can scale to a huge number of devices

and require very high transaction throughput. Bitcoin, the first blockchain, is able to sustain only a small number of

transactions per second (about 7). A vast amount of literature is available on blockchain scalability . Newer

technologies may sustain even several thousands transactions per second. However, since  it can be expected a

large number of micropayments in many applications, depending on the application and on the size of the network,

even the faster blockchain technology might represent a bottleneck that imposes a strong limit on the expansion of

an IoT ecosystem.

When resorting to a general-purpose public blockchain network, this problem is exacerbated by the fact that the

blockchain is shared with a plethora of users that are unrelated with IoT application. For optimal functioning of the

blockchain, they collectively have to generate a frequency of transactions below the maximum blockchain

throughput.

[22][23][24]
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Since resources of a publicly shared blockchain are scarce, and they are paid by users, the price users (or things)

pay for their transactions is governed by the law of supply and demand. When the demand of transactions is close

to the maximum transaction throughput, the nodes of the blockchain start picking transactions to be included in the

next block, favoring those that pay more. For the most successful blockchains, this has led to very high transaction

fees .

Further, the actual transaction cost depends on the exchange rate of the blockchain native token with respect to fiat

currency, which may greatly vary over time. Certain unpermissioned blockchains have overcome this problem by

proposing an approach in which transactions are feeless. Some of them are EOS , Nano , and IOTA . They

achieve this result by different approaches: moving the cost onto developers (EOS), asking for the users to

participate in transaction confirmation (IOTA), and assuming operators of nodes have other interests beyond fees

(Nano). Other approaches achieve low fees for most transactions (e.g., NEO ). However, even in those cases,

scalability limits remain.

One solution to this problem is the adoption of sidechains, namely secondary blockchains connected to the main

one, with a mechanism that allows bidirectional transfer of assets between the two chains. Sidechains may have

their own consensus protocols specifically designed to improve scalability and interact programmatically  with

the  mainchain  to provide the highest security guarantees and take advantage of well-reputed tokens and

technologies.

Communication between the sidechain and mainchain are governed by a protocol that has to be realized with

smart contracts and off-chain devices. A large number of proposals of protocols and technologies are available in

the literature and as open projects . Some IoT-specific contributions regarding sidechains are also

present in literature .

In any case, it is important to note that, at the time of writing, current blockchain technologies do not provide higher

transactions throughput when the number of nodes increases. This means that any blockchain imposes an upper

bound on the frequency of transactions that can be processed; hence, it is important to choose the blockchain

technology in accordance with the growth plans of the IoT network.

In certain cases, it is possible to adopt special high-transactions-throughput solutions for payment transactions

based on payment channels.

5. State and Payment Channels

In certain IoT applications, the problem of limited maximum transactions throughput of blockchain technologies can

be effectively tackled with the adoption of the so-called payment channels. A typical problem is charging for the use

of a service on the basis of how much it is used and doing that continuously while the service is running.
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This was initially considered for incremental payment of video streaming, but the problem is relevant in typical IoT

applications, such as vehicle renting .

Payment channels are one of the main ideas behind micropayment off-chain solutions, such as the Lightning

Network . In a  payment channel, two entities (nodes or IoT devices), which are supposed to make a large

number of small payments, agree to stake an amount of tokens to guarantee that they behave correctly in

managing all micropayments off-chain. The blockchain is used when the channel is opened and the two parties

stake their funds, and when the channel is closed and actual settlement is performed. Each micropayment is

executed off-chain by exchanging partially signed transactions that commit each party to the new value of the

settlement. These transactions are supposed not to be submitted for acceptance in the blockchain unless one of

the two parties misbehaves and the channel has to be closed unilaterally, freezing the current balance. The

complete technical details of this approach are very clearly explained in , and the performance of the Lighting

Network in terms of efficiency and fee reduction are optimized for the IoT ecosystem in .

The technique can be extended to any kind of state change, and in this case, channels are more properly

called state channels.

Payment channels are extremely convenient since transactions are not limited by the maximum throughput of the

blockchain but only by network and hardware limits. Fees are not paid for each economic transaction, but only for

opening and closing transactions, which makes the adoption of a general-purpose unpermissioned blockchain

much safer. In any case, the same technique can be used also in dedicated blockchains. This is the approach of

Helium , in which payments of the Helium packet-forwarding service are performed using payment channels

where the corresponding open and closing transactions are submitted on the Helium dedicated chain.

6. Smart Contracts

One of the fundamental aspects of the blockchain is that it allows the realization of automatic behavior, which

usually bring some financial effect, without relying on a trusted centralized third party. This has opened the

possibility of realizing automatic versions of well-known economic mechanisms or creating new ones that can exist

only in a blockchain-based economic environment. Some of the most relevant, for the IoT contexts.

All blockchains provide a consensus mechanism to accept and order transactions. In principle, transactions may be

limited to the simple creation and transfer of tokens. However, the need for more complex transactions was quickly

recognized. In general, when designing a blockchain, there is great flexibility in the kind of transaction that can be

realized. However, at least for general-purpose blockchains, the spectrum of possible useful kinds of transactions

is so wide that it is impossible to realize, natively, all possible kinds of transactions.

For this reason, almost all general-purpose blockchains (starting from Bitcoin) have some form of scripting

language that allows the user to adapt the rules to accept transactions according to his/her needs. In general,

define a smart contract as software that runs in a decentralized manner on a blockchain, allowing the developer to
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customize the rules according to which the transaction should be accepted. With the introduction of Ethereum ,

smart contracts acquired enough power and flexibility to allow very general applications: transactions can invoke

smart contracts, smart contracts can record data to be used in subsequent invocations (i.e., they have a state), and

the application logic can manage funds that are under the control of the smart contract (see, for example, Solidity

).

While this flexibility is very appealing, it is worth noting that it has a significant cost. In fact, smart contracts require

a very controlled execution environment (a so-called virtual machine (e.g., see )) that impacts on the efficiency

of their execution. Further, the development of smart contracts has been recognized to be quite critical from the

security point of view , in the sense that it is hard to code safe smart contracts.

Given this difficulty and the fact that smart contracts may control large amounts of tokens (i.e., money), they are

among the preferred targets of hacking activities.

As an example, the Helium project encompasses an ad hoc blockchain that does not support smart contracts. Its

very specific functionalities are hardcoded in the helium software.

7. Consensus Mechanisms Based on Physical Properties

While this content is mostly focused on the advantages that blockchain can provide to IoT ecosystems, there is

also an interesting advantage in the opposite direction. In fact, in an unpermissioned blockchain, the way in which

the consensus on the next block is achieved is extremely critical for the security of the whole system. The main

problem is that a simple vote-based approach is insecure. In fact, for an attacker, it is easy to emulate a large

number of nodes (an approach known as Sybil attack) to obtain the majority in a decision. For this reason, it has to

require some effort to participate in the consensus. In regular blockchains, the most famous approaches to this

problem are the so-called proof-of-work, in which participants have to prove that they have solved a cryptographic

puzzle, and proof-of-stake, in which participants have to prove that have staked (i.e., frozen for a certain amount of

time) a certain amount of tokens.

A special-pupose blockchain in an IoT ecosystem can take advantage of the physical existence of IoT devices to

obtain a high level of security while asking participants to perform some work that is useful for the ecosystem. For

example, in Helium , consensus security is based on a so-called proof-of-coverage. In this approach, participants

regularly challenge hot-spots to assess their coverage of a certain area. This kind of work cannot be easily scaled

programmatically, since physical presence near the hot-spot is required. At the same time, this monitoring activity is

reported to the users as valuable information about areas covered by the Helium network .

Certain constraints or tasks that are available in an IoT ecosystem can be used to create special-purpose

consensus mechanisms. This is an aspect that is underutilized. For example, SolarCoin  encompasses the

concept of verified energy production; however, this concept is not exploited for consensus.
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Other approaches based on physical properties were proposed in the literature and are candidates to be used in

IoT ecosystems; see, for example,  and the surveys .
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