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The search for sustainability in the Supply Chain (SC) is one of the tasks that most concerns business leaders in all

manufacturing sectors because of the importance that the Supply Chain has as a transversal tool and due to the leading

role that it has been playing lately.
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1. Introduction

It can be said that a Supply Chain is composed of all the interested parties: customers, suppliers, manufacturers,

transporters, warehousemen, etc. Each organization includes all the functions involved in it starting from the development

of the new product, marketing, manufacturing, finance, to customer service and whose purpose is to satisfy the needs of

the customer while generating profits in the process for itself .

Each Supply Chain will be divided into different stages, and within each stage, several actors can coexist, so it should

really be called a Supply Network. All stages are connected through the flow of products, information, and funds—in both

directions—aimed at maximizing the total value generated by the Supply Chain. The success of a Supply Chain should

not be measured at each stage but in its total profitability. Therefore, the success of a Supply Chain lies in the efficiency of

its management .

In addition, Supply Chain must adapt both to changes in technology and to customer requirements in order to remain

competitive. The manufacturing Supply Chain is of the pull type as the processes are carried out in response to the

request of the customer, which is also known as a reactive process .

Each connection between the stages of the Supply Chain (supplier–manufacturer–distributor–retailer–customer) has the

processes required for each process cycle (sales order cycle, replenishment cycle, manufacturing cycle, procurement

cycle), and these connection processes are divided into sub-processes at the same time . The cycle view is useful when

establishing information systems to support Supply Chain operations when considering operational decisions because it

establishes the roles and responsibilities of each member and the expected outcome of each process.

Therefore, Supply Chain activities are framed within three macro processes: CRM, Customer Relationship Management;

ISCM, Internal SCM; and SRM, Supplier Relationship Management. Figure 1 details these three framework processes .

Figure 1. Macro Supply Chain processes adapted from .
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Information is disrupted as it moves up the chain because the information shared in the stages is incomplete. The lack of

coordination can be called “the whip effect”. This lack of coordination damages relations between the different stages

where there is a tendency to blame other stages thinking that theirs is doing well, which causes a loss of trust between the

different stages and makes coordination efforts difficult .

In the present case, transport companies tend to report on greenhouse gas emissions, fuel consumption, and transport

efficiency. From an environmental perspective, they report on four categories: energy consumption, water consumption,

greenhouse gas emissions, and waste generation.

The role of sustainability in the Supply Chain today has become crucially important in both its design and the operations

that concern it while improving its performance . The framework presented by the United Nations World Summit in 2005

identifies three pillars on which sustainable economic, environmental, and social development rests.

In order to build a more sustainable Supply Chain, companies must clearly define the reasons for developing more

sustainable approaches to fuel interest from customers who are reluctant to pay more for sustainable products .

2. Results and Discussion

2.1. Aerospace

Starting with the aerospace sector and considering the above-mentioned search arguments, a total of 18 articles are

established that deal with this industry, of which 13 include sustainability in their content. Only two articles have been

excluded because the criteria established were not met.

After evaluating the adaptation that this type of industry whose production engineer-to-order is characterized by the

activities that must be added in order to comply with the established lead time, whether in terms of commercial

management, procurement, production, or logistics and distribution in the case of the Supply Chain, the difficulty that

smaller companies face in adapting to Industry 4.0 becomes clear. While large companies are more aware of the changes

they must make in this adaptation, the Supply Chain is made up of these and other smaller and less developed

companies in terms of both resources and organizational capacity for the integration of Industry 4.0, one of their concerns

being the susceptibility to external breakdown .

Engineers, to order environments, develop Lean methodologies to accelerate delivery time among other techniques. Lean

practices such as Just In Time (JIT) and Visual Management show how certain areas improve the potential impacts of

business performance as well as the overall Supply Chain . In addition to Lean, Green is another paradigm that

focuses on the requirements that I4.0 makes, from product and process design, production planning and control, and

communication with suppliers. Furthermore, the flexibility in the development of shared communication with suppliers is a

fundamental requirement for the competitiveness of the Supply Chain . To achieve this required competitiveness, in

addition to enhancing management and sustainability in the Supply Chain, aerospace companies demonstrate the impact

of product life management (PLM) systems by managing the entire product life cycle, from the first marketing idea to the

after-sales service .

With regard to the digitalization of the framework processes of the Supply Chain, technologies such as the Internet of

Things become important for companies in the sector interested in the transformation of Industry 4.0. Management

principles that improve performance throughout the company focused on the involvement of employees in decision

making, and two applications are the most suitable for the implementation of this technology: TQM (total quality

management), which is a CRM (Customer Relationship Management) application that allows centralizing in a single

database all interactions between a company and customers and the management of relationships with suppliers, and

SRM (Supplier Relationship Management), with the intention of establishing positive relationships with the company. In

addition, these are also used in the reduction of carbon emissions and the adoption of Green concepts .

It could be said that the Internet of Things collaborates closely on energy management in smart factories, smart logistics

and transport, and creating smart business models. This is done in four main areas: (1) designing incentive mechanisms

to promote green consumer behavior; (2) improving visibility throughout the product life cycle; (3) increasing system

efficiency while reducing development and operational costs; and (4) encouraging sustainability monitoring and reporting

performance in Supply Chain networks .

Moreover, the Internet of Things becomes more important in terms of the need to be able to visualize information in real

time , as well as the existing improvement in after-sales services achieved through the sensors placed in its products,

together with the Big Data technology, which reports on their performance, defects, and usage patterns in the hands of the
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customer. This fact has changed the business model, and the manufacturer has become the solution to the problem .

In this way, the importance of Big Data is confirmed due to the critical challenge that these factories have to process so

much information. These intelligent systems are capable of monitoring and controlling the processes of the Supply Chain

as well as providing information on breakdowns for the entire system of planning and control of production and finally

providing useful solutions to employees .

With respect to Additive Manufacturing, it plays an important role in the viability of a complex product. Together with the

freedom of product design, the ability to customize and the variety of products are determining factors in the

competitiveness of the Supply Chain . The environmental impact, health, and safety seems to be contemplated in this

technology that marks a trend in terms of resource consumption . The impact of the technology on production

strategy, technical requirements and distribution is still to be resolved .

Within the study that allows the development of a conceptual model of the Supply Chain using Blockchain technology, it

becomes evident that, as in companies in the aerospace sector, the top management is responsible for making strategic

decisions and therefore for designing and implementing sustainability in the organization .

2.2. Shipbuilding

In the case of shipbuilding, there are only five articles that meet the search criteria from which only one had to be

removed, which will be analyzed below. In the same way as in the previous section covering the aerospace sector, this

section also considers the Engineer-to-order type of production. Thus, this sector faces the same problem of susceptibility

to external breakdowns due to the difficulty of small enterprises to adapt to Industry 4.0 . In the same way, the Lean

methodology provides benefits in the Engineer-to-order environment, together with the relationship between digital and

information technology of the I4.0, which is considered as an established term in the Lean Supply Chain .

In addition to the Lean paradigm, there are other Supply Chain Paradigms studied for the shipbuilding sector such as

Green, Agile, and Resilient, which in combination with the enabling technologies stand out from the others in Big Data

Analysis focused on the reduction of emissions. Data processing enables the reliability and security of data to quantify

CO emissions from ships and provide information on energy efficiency parameters . Other techniques include

optimizing the energy efficiency of the ship by analyzing the energy transfer between the hull, propeller, and main engine;

analyzing the optimal engine speeds . After analyzing the data collected, including sea currents, waves, and winds,

along with engine logging data, location, and speed, it is possible to predict ship performance, reduce fuel consumption,

and thus reduce emissions , even by analyzing historical data as a basis for estimating future accidents .

Other technologies focused on Supply Chain sustainability are Cloud Computing, Cybersecurity, and Blockchain .

Cloud Computing studies the optimization of virtual machine placement. This is a great challenge in terms of the number

of physical machines with the aim of reducing energy costs and waste of resources, in addition to minimizing operating

expenses dedicated to the target platform , in collaboration with other technologies allowing a rapid diagnosis of

system efficiency, in particular engine breakdown , in addition to collaborating in the sustainable development of the

marine economy .

Cybersecurity has an important role to ensure the safe operation of ships, in addition to improving the environmental

safety of the oceans. With the intention of complying with international regulations, the available resources are studied by

analyzing the methods and policies of maritime cybersecurity that guarantee these aspects . At the same time, there

are publications that aim to inform staff to help protect cyberspace from adversaries through an introductory view of

systems that help manage cyberspace security that simplifies the complexity of cyberspace and the variety of possible

attacks.

As for the energy efficiency of cryptocurrencies, Blockchain technology tries to implement and change to more efficient

algorithms such as the Proof of Stake (PoS), leaving behind the use of the Proof by Work (PoW) algorithm used to

achieve energy sustainability .

In the aeronautical sector, these technologies have also taken on a leading role with regard to the sustainability of the

Supply Chain, but there is no evidence of this from Cybersecurity. This does not mean that the sector has not focused on

the study of this technology; there is evidence related to the characterization of digital manufacturing systems,

identification of threats and vulnerability, control, and determination of risks .

There are studies that show the benefits of Blockchain, Internet of Things, and Fog Computing technologies in the

application to a system that allows the identification and tracking of the pipes of a ship during its construction .

Likewise, no publications on Fog Computing technology have been published in the aeronautical sector as a technology
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that drives the Supply Chain and its sustainability, although in the same way as Cybersecurity, it does in other areas .

The Internet of Things has also been applied in other sector companies revealing a great impact on the performance of

the Supply Chain and highlighting the potential for improvement not only in the economic but also in the environmental

and social sustainability aspects. Its use allows a sustainable development in collaboration with the strategic and

organizational management of the companies. In addition, it offers solutions attending to criteria such as the management

of services or operations from the perspective of business based on intelligent operations .

2.3. Automotive

In the case of the automotive industry, there are a total of 54 publications, of which two have been eliminated and three

have been evaluated in the sectors studied. In this case, and to consider the difference of the previous sectors, the type of

production corresponds to the mass production; however, the Lean methodology is also present in this type of production.

One of the improvements in the operation and control of the plant is done through the relationships of the key

performance indicators (KPIs). This performance measurement system of a Lean production system provides answers at

the strategic, tactical, and operational levels in the implementation of I4.0 projects . In addition to the contribution of

Lean guaranteeing an efficient use of resources, in combination with Agile, they act as drivers for the general

improvement of performance. As a decision support tool for decision making by identifying potential I4.0 technologies, the

Lean–Agile combination adopts strategies that help achieve the overall objectives of the organization .

Another possible combination with Lean that is used as a lever to strengthen relationships is with Green practices. The

result in this case would be Green Supply Chain Management, where Lean facilitates the collaboration with suppliers and

environmental programs. At the same time, following a process innovation strategy based on I4.0 technologies, in addition

to improving the Lean effect, leads to better economic results. However, companies will have to choose to obtain better

performance by charging suppliers in environmental programs or by investing in I4.0 technologies, but not in both . This

is because innovation in technologies does not have the same impact on the Green Supply Chain; if the intention is to

improve performance by targeting technologies, then Green is not being improved and vice-versa.

In the same way, it has been demonstrated that I4.0 technologies do not improve the performance of the Lean Supply

Chain, and it can be negative to think that better results will be achieved by acquiring a technology than through

management practices . However, there are other studies that indicate that the Green and Lean approach can improve

the content of I4.0 by adapting product and process design, manufacturing planning and control, cooperation with

suppliers, shared information and customer energy and value through flexibility and process re-engineering, with

communication between Supply Chain players being essential. All this makes the Supply Chain more flexible and visible

and can be made possible through I.40 enabling technologies.

Supported by these information and communication technologies and Lean Manufacturing management methods, a new

generation of manufacturing systems is born, which is called a Small Scale Intelligent Manufacturing System that is

capable of generating value and meeting customer demands. In addition, in order to carry out Green Manufacturing, a

Closed-loop Supply Chain model was developed . This concept of Closed-Loop is not new; it was introduced by

Solvang in 2007, defining it as a Supply Chain without waste , and it is related to a more current concept such as the

circular economy.

This circular economy is favored by the interconnectivity promoted by Industry 4.0 allowing for real-time data collection,

communication, and data analysis , although the transition between Industry 3.0 and 4.0 presents barriers between the

Circular Supply Chain and Industry 4.0 . Among the barriers to implementation of I4.0 are the workforce capable of

understanding Industry 4.0, ineffective legislation and control, and short-term corporate objectives. These barriers,

combined with the lack of funding for I4.0 initiatives, are causing organizations to develop an integrated strategic

approach that is capable of utilizing the improved knowledge of I4.0 and the circular economy in order to take advantage

of the increased profits from products and process designs that promote energy efficiency .

To achieve the effectiveness of Industry 4.0 in the sustainability of the Supply Chain, initiatives are identified from the

organizational, legal, and ethical perspective and technological strategies. Within these technological strategies are the

need for integration of technological platforms, data-sharing protocols, and a lack of internet-based network infrastructure

. Data-based technology and operations provide opportunities for new methods and operations to become an adopter

of Industry 4.0 .

In order to know the facilitators of the sustainable Supply Chain, Figure 2 shows the most significant ones looking for the

highest demand for digital, horizontal, and vertical integration and End-to-End.
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The framework of Supply Chain processes in which the Internet of Things becomes highly important had already been

appreciated earlier in the aerospace sector. And the impact it has on the performance of the Supply Chain by improving

economic, environmental and social sustainability aspects in shipbuilding. It could therefore be said that the Internet of

Things and environmentally friendly practices are the most influential factors in becoming a sustainable and industry-

compliant organization 4.0 .

This is not the case with Additive Manufacturing, despite the fact that its adoption has many effects from the viability of a

complex product, the freedom of design or the ability to mass customize, there are still contradictions with regard to the

complexity and flexibility of the Supply Chain in addition to not being profitable in the automotive industry. Just the

opposite of the other two sectors

Furthermore, there are studies that show how simulation boosts the flexibility and efficiency of the automotive Supply

Chain by using simulation based on multi-objective optimization and developing a decision support model . This flexible

simulation-based approach allows risks to be assessed prior to implementation with a positive impact on Supply Chain

risk management, saving many real resources, which makes the Supply Chain more sustainable .

Another way to achieve sustainability in production is through the use of Just in Time material in the assembly lines; this is

achieved by implementing decentralized logistics areas known as supermarkets. At the same time, it was observed how

the cost of shipping material across the assembly line is the most influential factor in reducing the total cost of the

supermarket. It was through simulation that the optimum location of these supermarkets on the assembly lines was

optimized . Hence, the simulation allows us to optimize from a particular point of view any necessary movement by

making iterations until the optimal solution is reached. This same concept is used in previous sectors, but there are no

simulation-related applications for it.

The simulation also served as a semantic validator of Big Data, due to the fact that the Big Data technology showed

indetermination when analyzing the data that could be solved through simulation. This shows that Big Data technology

requires improvement . However, it is the analysis of Big Data that drives artificial intelligence to achieve sustainable

manufacturing and circular economy capabilities .

Figure 2. Sustainable Supply Chain facilitators.

The expected connection in the automotive factories make the amount of shared data very large through the activities of

the Supply Chain and in the interaction of product and service in the cloud. This shows the need to implement

Cybersecurity through the integration of Supply Chain management—marketing integration . In addition to marketing

integration, the other areas addressed within the Supply Chain also benefit from Cybersecurity.

An adaptation of cloud computing with the use of robots, cloud robotics, are key to the virtual creation and integration of

computational and physical processes resulting in the Cyber–Physical–Systems key to the transition to the sustainable

digital world . These systems make it necessary to analyze Cybersecurity risks in a globalized Supply Chain. Some

occur due to cyber-attacks that cause an operational disruption in the SC; others cause an operational disruption affecting

the entire Supply Chain, and others are produced by an inappropriate interaction between man and machine . In

addition to Cybersecurity, security in the traceability of operations is also necessary, for which a reference architecture of

the applicability of Blockchain technology is necessary as well .
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However, it seems that most companies prefer the implementation of only one technology to the adoption and integration

of several. Most of them invest in the Internet of Things, Cloud Computing, or Radio Frequency Identification due to the

optimization of resources, ease of access from anywhere, or for decision-making based on visibility. Others choose Big

Data Analytics because of the speed in detecting failures with a better customer service and reduction of preventive

maintenance. Furthermore, some companies rely on Blockchain to improve the traceability and transparency, which

increases trust with stakeholders . Several of these technologies such as Robotics, Automated Guided Vehicles, or

Additive Manufacturing help reduce wasted resources and emissions by setting up a collaborative program. Thereby,

when innovation costs are shared, the motivation to invest more is greater, and this translates into better Supply Chain

performance . It can be said that either the actors in the Supply Chain work collaboratively and support each other, or

there will be no success in the performance of the Supply Chain. It seems fundamental for the growth of Industry 4.0 and

the coordination between the entities of the Supply Chain to establish models in daily environments, competition, and

cost-sharing contracts .

In spite of seeking solutions such as collaboration, there is a lot of resistance that companies encounter when it comes to

putting into practice the management changes that a sustainable Supply Chain carries out. As mentioned above, the size

of companies has an influence, making it easier for larger companies to implement changes than for smaller ones.

Another barrier is found at the level of employees and middle management in the face of increased control and

performance measurement in real time, fearing changes in management  in addition to the lack of knowledge on the

part of the managers of knowing if they will return the investment and will obtain benefit nor in time . It could be said

that one of the biggest problems the automotive industry faces is in management and organization . There are also

barriers due to lack of knowledge of I4.0 by suppliers . The lack of technological infrastructure also makes

implementation more difficult considering that there is no management support for the implementation of I4.0 .

On the other hand, there are findings that show that neither customer loyalty nor satisfaction is relevant to the success of

Supply Chain management. The customer experience will be a differentiator in the future, and it will work to maintain the

support of the rest of the factors .

However, there are still areas to be exploited that can be beneficial in the automotive industry . In order to help the

leaders of the companies make their plants intelligent, it is clear that there is a need for integration, collaboration, and

transparency of all the members of the chain . Leaders are encouraged to establish sustainable policies, training

programs focused on I4.0 and to consider I4.0 as a strategic decision to improve costs, reduce resources and energy

consumption, and contribute to the development of healthy societies. However, this integration, behavior, and trust will be

reflected when it is manifested by including the concept in the vision and mission of their organizations.

One of the proposals still to be developed is the servicing of Supply Chain management with respect to I4.0 applications

. Another is the implementation of I4.0 concepts at multiple levels of the Supply Chain. Within this multi-stage

implementation proposal, they discourage talkers that go from a cultural, multifunctional approach and continuous

improvement. It proposes to start from the focus organization for later integration of the partner organizations until arriving

at the intelligent factory where the Supply Chains are connected among themselves and with their systems and the

machines are linked to a common network system . Finally, the proposal relating to installations and the application to

the recovery of the value of the product at the end of its life cycle could be mentioned .

Figure 3 shows, as a summary, the technologies that each of the sectors studied considers applicable to boost

sustainability in the Supply Chain. It shows how only Big Data and the Internet of Things are common to all three sectors.

Similarly, Figure 4 shows the methodologies and practices that each of the sectors studied apply to the sustainable

Supply Chain.
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Figure 3. Focus technologies in Supply Chain Management (SCM) digitalization.

Figure 4. Sustainable Supply Chain-driving methodologies.
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