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Smart city applications are designed to take advantage of the smart city ICT and collected data to provide value-added

smart features. These applications use data analytics, intelligent techniques and other advanced technologies to make

smart decisions that improve the smart city's operations and quality of life.

Keywords: smart cities ; ethics ; data privacy ; Internet of Things ; smart city applications

1. Introduction

The smart city, as it is known today, has had a handful of names throughout the history of its establishment. Before the

shift to smart city, it was known as the digital city. This latest change reflects the ways information and communication

technologies (ICT) are implemented for smart cities. They have become more than isolated service systems. In fact, they

are evolving into a diverse ecosystem, which includes sensors, software, robots, networks, real time surveillance, and

even humans. For example, Amsterdam is using ICT to slowly push citizens’ behavior towards a more “sustainable

lifestyle”. They also plan to introduce smart ports to streamline shipping traffic. London is looking to develop new markets

for its waste and its utilization as a resource. They also aim to use 3D visualization to bring safety and efficiency to

agencies in construction and other public works. The main goal is to improve the living standards for smart cities residents

; however, there is a price to pay when it comes to ethics.

The extensive use of ICT and connected technologies like the Internet of Things (IoT) , Cloud and fog computing , and

Cyber Physical Systems (CPS)  to name a few has led to data being generated and gathered at lightning speeds. This

data comes from various sources and may carry increasingly sensitive and private information about smart city residents.

To a certain extent, data gathering has become an integral part of our lives to a point where some see it as invasive.

Assuming an ideal world where everything is done correctly, gathering and using this data poses no threat to anyone and

the benefits far outweigh the risks. Unfortunately, in the real world, there are always issues and problems to be addressed

when dealing with such data. Some may be intentional, while others are accidental. Issues with data privacy and ethical

use of gathered information are always present. Yet, not many have attempted to address them or provide solutions to

minimize the risks. Researchers and developers are always concerned with the technologies, approaches, architectures,

and methods they introduce and their correctness and benefits. Business people are more interested in what will make

them more profits, while policy makers want to make their lives easier and use the technologies to support their decision-

making processes. All together they are aiming to better serve the residents who are mainly concerned about high quality

of life and financial stability. The main players concerned about ethics and ethical use of the data are the residents. Yet,

they are the ones who at the current state have the least control over who collects the data, how it is used, and what it is

used for.

2. Review of Smart City Applications

As the concept of smart cities evolved, many applications emerged in support of this concept and various cities around

the world put in motion plans to become “smart cities”. The approaches taken and technologies used differ everywhere

and the applications vary and expand across all aspects of city life. Research and development efforts are continuous and

new models and solutions emerge every day. Yet, the wealth of outcomes from these efforts have not been strongly linked

to the ethical implications associated with them.

In an effort to initiate this type of conversation as smart cities continue to evolve and grow, we try to provide a link

between different applications for smart cities and the impact they make in terms of ethics and ethical conduct. The

following are some examples of smart city applications and approaches and a brief view of how ethics come in the picture.

The list is by no means comprehensive; however, the selected projects in the literature can be considered a

representative sample of different areas where smart applications can contribute towards building a smart city. Some of

the examples are actual projects that have been developed and used, while others are in their design or research phase.
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However, collectively these projects offer a general view of what technology offers and as a result allow us to identify

where and how ethical issues may arise.

2.1. Water Monitoring System, Korea

Vender cooperation proves to be a major key to the success of a smart city. The water monitoring system introduced in a

Korean city showcases how the lack of cooperation in the private sector can hinder any meaningful progress. A water

supply system in a South Korean “U-City” is designed to provide real time information on the health and operational

characteristics of the main water supply infrastructure for the city. It includes many sensors and software systems from a

number of different private companies that collect this information and feed it to a central location for monitoring and

evaluation. Currently, when a sensor fails they must contact the company that owns and operates it and have them fix it,

but to fix it they must shut down or interact with other systems that are maintained by other vendors leading to excessive

time delays . This example shows that all vendors, public and private, must create a clearly defined process to diagnose

and repair any issues that may occur, otherwise projects incur time delays and wasted resources. Such needs are not

always governed by laws and regulations that can be enforced. They are more about collaboration and agreement across

vendors and if some vendors choose to favor certain outcomes, ethical issues could easily arise. There are always issues

with getting the private sector more involved for two reasons: legislation that has impeded this progress and the lack of

profit incentives. In addition, they present a list of general issues in the development of the Korean U-Cities that is largely

technology-influenced, yet design, privacy and digital inequality are not fully addressed. The overhyped premise is leading

to a lack of credibility and no way to monitor and evaluate the smart city projects.

2.2. 100 Smart Cities, India

Since coming into power in 2014, the National Democratic Alliance started an initiative to have 100 smart cities across

India with the goals to bring quality of life, high tech infrastructure, improved mass transit, pollution free areas, energy

efficiency, and transparent governance. These cities are divided into nine satellite cities with a population of four million or

more, 44 cities with a population of one to four million, 17 state and union territory capitals, 10 of tourist and religious

importance, and 20 with a population of half a million to a million . Resources have been redirected to accomplish this

goal, leading to shortages of resources in other areas. As a result, the Indian community is currently facing a more

obvious separation of classes than previously defined. The introduction of smart cities throughout the country is seemingly

advancing the upper-class cities while overlooking the poorer cities. The country’s previous mission of 1980, before the

smart city initiative, was to make every Indian city achieve sustainable living conditions. Decades later, this mission has

still not been accomplished. The means to advance substandard cities are now being abandoned and the cities

themselves are becoming overlooked, while the efforts are being focused on enhancing the exclusive and already

sustainable, upper-class cities to reap the societal advantages and living conditions of smart cities. This unbalanced

advancement concerning the middle and upper classes is a direct ethical concern revolving around smart city

implementation.

2.3. Performance Measurement System, Europe

Smart city initiatives in Europe have increased over time leading to different, usually independent, efforts from each city.

As a result, it has become obvious that some form of measurement standards are needed to identify successful smart city

projects. The CITYKeys research project aims to create a performance system to measure how Smart Cities are

performing all across Europe and how new smart cities can use the system. It outlines six steps to formulate the system:

specifying the needs of the city; compiling existing indicators; building new indicators to fill existing gaps, defining the

framework; studying available data for calculations; and developing a prototype system for data collection and

visualization. The researchers in the project determined that an average of 72% of the data needed was available from

public and private sources for the calculations used to create the system . The data is defined as any relevant

information collected from smart technologies that would help enable all stakeholders to learn from each other and

monitor their progress. During the course of the project they determined that the main issue with their collection of the

data was that there was a clear lack of centralization and management. They also suggested that there should be better

standard practices for sharing and publishing data emphasizing that it is important to have output indicators that measure

the implementation of smart technologies and “impact indicators that measure progress towards overall targets”. Using

emissions reduction as an example, smart cities could monitor traffic flow then adjust the appropriate systems to minimize

congestion and prevent unnecessary idling in confined areas. The major concern in this scenario is how data is shared or

published. If this data include personal and private information about city residents, there are various concerns regarding

ensuring ethical access and use of this data. Moreover, for a measurement system like this one to operate successfully,
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strong collaboration efforts and willingness to adapt and share data are needed across all organizations, which again

raise the question, “how to trust each other?”

2.4. Crime Prediction

Crime prediction software is geared to use collected data within a smart city to identify potential risks in terms of criminal

activities. A software is created to monitor and collect information on communications and interactions across certain

locations, or among certain groups of people may offer some insight into possible unlawful activities. This software works

by aggregating and anonymizing mobile phone metadata along with demographic and geographic data . This data is

then used to predict where the heaviest concentration of criminal activity will occur and law enforcement may then focus

on the hotspots predicted by the software. Other than securing and protecting this data, we also run into other important

issues. For one, this software will inherently work best in areas where more mobile phones are available, which are

usually better areas economically, thus leading to better protection for these areas over other, possibly poorer areas.

Another issue that may arise is that over time, the results obtained will get skewed by the higher arrest and preventions

rates in the highly monitored areas. This may also raise ethical issues when considering possible discrimination based on

some prominent factors in certain areas. Furthermore, issues may arise when accessing and sharing this data with other

organizations.

2.5. Smart Grid

Much like the smart city itself the smart grid has an exciting array of beneficial effects on the quality of life of people using

it. However, the smart grid also opens up ethical concerns on various levels. Smart grids would allow companies and

consumers to better monitor and control energy use . This means that a consumer’s privacy has the potential to be

violated, specifically when the data collected can reveal the types of electrical devices a consumer uses as well as how

often an individual device is used. In addition, this type of fine-grain data collection and analysis could also reveal other

types of private information about the consumers, such as time they spend away from home, travel periods, and other

habits. Considering that the smart grid is well protected, this may not be a huge issue; however, any security breaches

and leaks of such data could lead to disastrous effects. Moreover, the smart grid owners may also be tempted to use this

data for other benefits, like targeted advertisements or specialized marketing, which could in many cases violate

consumers’ privacy. Smart grid integration into the IoT and other smart applications in a smart city also opens up the

possibility of cyber-attacks that could deny individuals or whole cities power. Once again, the issue of social class arises in

the fact that power can be throttled during peak usage times, and that consumers that are better off economically will

possibly have the option to opt out of this peak usage throttling. In a worst-case scenario, a poorer family might lose heat

during a cold day due to electrical usage being at a peak.

2.6. Occupancy Detection

Occupancy detection focuses on whether or not a space is occupied, instead of the number of occupants within a space.

This binary form of occupancy monitoring tends to focus solely on private spaces, such as office buildings . This form of

occupancy monitoring could possess the ability to control systems within the building or the office space. Some example

systems could include: lighting, heating air conditioning and ventilation (HVAC) systems, and electricity use as a whole.

With the potential ability to autonomously control these systems based on occupancy detection, not only would bills be

significantly reduced at a larger scale, but less pollutants would be released into the air. On one hand, there are

advantages that could be used by the building owner to operate their business efficiently while also providing emergency

personnel information regarding the building being occupied or not in case of an emergency. On the other, it could

produce potential safety and ethical concerns if the information was intercepted or used to ensure a higher success rate of

criminal activity. An example of this would be using this software to rob an office of confidential information or a business

of their property. Another possible issue to consider is using his type of monitoring to greedily reduce buildings operational

costs even when certain occupants are still in certain areas of the buildings. For example, setting the system to turn off

HVAC systems in the offices even when the cleaning staff are there outside regular working hours.

2.7. Occupancy Counting

Unlike occupancy detection, occupancy counting focuses on the actual number of people in a building or a structure.

Occupancy counting seems like a very helpful approach to solving occupancy issues that could lead to violations of fire

safety laws within buildings, for example. There is one problem, however; that is counting all of the people in the building.

The current solutions involve the use of mobile devices and cameras . The main concern is that not all individuals carry

mobile devices, which may default into the use of cameras being the primary source of occupancy detection. Although

most buildings are already equipped with camera-monitoring systems, these systems would function differently. Some of
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these systems would track the number of people within the structure by extracting features of the individuals which could

describe body parts and shapes of an individual . This basically means that individuals are identified and labeled with

personal information and locations at any point of time. This form of monitoring could ethically infringe upon rights

concerning confidentiality or anonymity if this information is used to label a person by their name. If this form of occupancy

counting is accepted, it is important to focus solely on the component originally being monitored, which is the number of

people in the building or structure, instead of who is in the building. Accurate measures need to be in place to control the

collection and labeling of the data to ensure the privacy of the occupants of the buildings. The ethical emphasis in this

case is higher on making sure the personalized data is not misused or directed to purposes other than the original intent.

In addition, sharing this information with other organizations should be highly regulated and adequate mechanisms for

authorizations and permissions are needed to ensure the individuals’ rights to privacy.

2.8. Occupancy Tracking

Occupancy tracking is the combination of the two aforementioned occupancy monitoring systems. This system not only

monitors both the binary and numerical occupancy in a building, but also locates and tracks people within these buildings

. Binary occupancy is used to determine whether or not a building is occupied whereas numerical occupancy is used to

determine the actual number of occupants within a specific location. The same ethical concerns that affect occupancy

detection and occupancy counting also affect occupancy tracking; however, this form of occupancy monitoring contains

even more ethical constraints as it offers more high-grain details about the individuals in these buildings. Individuals’

whereabouts would always be known to the system. Instead of being identified solely as an individual at a location, an

individual’s identity will be determined and tied to their specific location. Such monitoring may be acceptable in public

facilities to ensure safety and security. However, it could become a big concern when used in more private locations such

as workplaces or residences. This type of access could easily lead to infringements on the basic individual’s right to

privacy.

2.9. Event Recognition

Occupancy event recognition focuses on the behavior and activities of the people detected within the monitored location

. This form of occupancy monitoring tracks these behaviors and activities to produce more intelligent HVAC system

controllers, for example, as well as determining potential behaviors associated with criminal activities, as another

example. Event recognition could be used in buildings that may have large crowds such as: sporting arenas, banquet

rooms, theatres, and schools. Aside from obvious privacy issues resulting from this form of occupancy monitoring, these

technologies could actually repress basic human nature and interactions due to the simple knowledge of being watched.

This repression could infringe upon the principle of respect for the individual. It is an elementary concept that when being

watched, your behavior is likely to change to avoid being labeled as suspicious, or so as not to mistakenly do something

that may trigger an alert within the system. This form of monitoring could also embarrass an individual or group of people

if their actions were misinterpreted. These issues relate to the common awkwardness of leaving a store without buying

anything. Although you may not be stealing something, you still feel like everybody is watching you. Your behavior

changes, putting on a false persona of who you really are just to remain unsuspected and unnoticed. Such systems may

not identify individuals personally, but they accumulate enough data that could easily be used to do so later. Unfortunately,

this type of data can be easily misused for seemingly harmless activities, like targeted advertising, or to cause intentional

harm, like creating dangerous situations for some individuals or falsely incriminating someone.

2.10. GPS Tracking

Geographical Positioning Systems (GPS) tracking is becoming more common in various areas in smart cities and it offers

location-monitoring capabilities outdoors. In this case the concern is who and how the location data provided by GPS

devices is used. Several smart city applications rely on location information to operate effectively . For example,

providing smart traffic light controls based on GPS information collected about the vehicles in a given area. Another

example is identifying the location of distressed residents and providing emergency support when needed. Location data

can be used to find out numerous things about the person or persons being tracked and most of the information that could

be revealed by such tracking is legally protected in the United States. GPS tracking in particular is of ethical concern,

because it takes up little in the way of resources when compared to other methods of location tracking. In addition, it

provides fine-grain and personalized tracking data . This data, in addition to its immediate use, can also be stored and

combed through later allowing breaches of privacy to occur long after the data was initially collected. The Supreme Court

has already had rulings that forbid the use of GPS tracking by law enforcement unless they have reasonable cause to do

so. However, the definition of reasonable cause is ambiguous enough to lead to various infringements on this ruling.
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2.11. Autonomous Transportation

An important component of a smart city is its complement of autonomous vehicles. Autonomous transportation provides a

cheap and safe alternative to get around the smart cities of the future. The current research in this area is progressing

quickly and the industry is already working its way toward achieving fully autonomous vehicles. Some companies that are

currently experimenting with autonomous vehicles are: Google, Uber, and most vehicles manufacturers in the automotive

industry. The associated press points out that 94% of accidents are caused by human error . This makes self-driving

cars a desirable alternative for public transportation. However, some incidents with this technology are posing questions

as to how safe it really is. For example, a woman crossing the street in Tempe, Arizona was struck by a self-driving Uber

car . The CEO of Uber, in the past, has pointed out that the self-driving cars feature an algorithm that learns as it drives

. This means that as they are implemented, the self-driving cars are the most dangerous they will ever be until the

algorithm manages to learn. This incident also brings up an interesting question about who is liable in an accident

involving a self-driving car. Is the company who owns the car culpable? Is it the back-up driver in the vehicle, or is it the

programmer who built the self-driving software? These questions are currently unanswered. Another issue to consider is

the minimum harm directive, where the self-driving vehicle should make a decision to cause the smallest possible damage

if none can be avoided. This is also a learned behavior that the intelligent software uses, however, as the software learns,

it can also easily pick up biased responses that may negatively affect its future decisions.

2.12. Intravehicular Communication

Intravehicular communication focuses on data that is being shared between motor vehicles in a given area, such as

multiple vehicles around a specific intersection or near a specific highway exit. This technology mainly works to minimize

traffic incidents and improve traffic efficiency . For this type of application to contribute positively, the exchanged data is

required to be accurate, relevant, and meaningful during the communication. One major issue is who is able to monitor or

receive this exchange of information as well as what information the vehicles are able to communicate to one another.

Current vehicular communication applications, such as Waze and Google maps, already present users with data integrity

issues. A potential attacker could drive a route to collect data packets. They can then replay the data packets and change

the time stamps to falsify data to the server. This simple attack can be intensified by performing many transmissions with

different cookies and platform keys that represent multiple yet unique vehicles . By using this information, an attacker

could potentially force other drivers into traffic jams and keep certain roads cleared. In addition, when multiple vehicles are

exchanging information, issues of trust arise since these connections are ad hoc and have no way to authenticate each

vehicle. With that in mind, it becomes important to consider what ethical or legal problems may occur and how they will be

addressed.

2.13. Drone Applications

Drones can provide many applications for smart cities and make a positive impact on society . For example, drones

can be used for environmental monitoring, traffic management, pollution monitoring, civil security control, crowd

monitoring, infrastructure inspections, tourism support, health emergency services, and merchandise delivery . Drone

applications, among several others, can deliver cost-effective services to help achieve the objectives of smart cities .

Employing drones for these applications can improve operations and reduce the costs of offering these services. It can

also improve safety and security and help save human lives. Drone applications such as security and crowd monitoring,

health emergency services, and large-scale disaster management can notably contribute in creating smart cities safer for

residents and visitors. Furthermore, some drone applications can stimulate business and offer a good image for a city

thus serving to attract new businesses like merchandise delivery, tourism support, and air taxis . Although using drones

can provide many benefits to smart cities, there are many safety, security, privacy, and ethical issues involved on these

applications . Drones in smart cities may be used for diverse applications and under the control of multiple public

or private organizations. Consequently, there are potentials that these drones are misused for purposes other than their

originally planned functions. Examples include utilizing the drones to spy on residents or organizations, or using data

collected by the drones to influence certain persons or organizations when making decisions. This can represent a

difficulty for utilizing drone applications in smart cities .
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