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Modern society is experiencing a significant transformation. Thanks to the digitization of society and manufacturing,

mainly because of a combination of technologies, such as the Internet of Things, cloud computing, machine

learning, smart cyber-physical systems, etc., which are making the smart factory and Industry 4.0 a reality. Most of

the intelligence of smart cyber-physical systems is implemented in software.
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1. Industry 4.0 (I4.0)

At present, modern society is experiencing a significant transformation concerning the production of products

thanks to the digitization of society and manufacturing . This transition is being called Industry 4.0 (I4.0), which is

integrated by new, modern, smart, and disruptive technologies. It refers to the intelligent networking of machines

and processes with the help of new information and communication technologies (NTICs) such as the Internet of

Things (IoT), cloud computing (CC), fog computing (FC), Artificial Intelligence (AI), among others , that have

increased the speed and breadth of knowledge within the modern economy and society of knowledge.

From the first industrial revolution, distinguished by mechanization through water and steam power , to the mass

production and assembly lines using electricity in the second , I4.0 adopted computers and automation, which

began in the third industrial revolution , and enhanced it with smart and autonomous systems, which work in IoT

environments, fed by digital data analyzed by machine learning (ML) technology .

When computers were introduced in the third industrial revolution, it was disruptive compared to the technology

used during the second one . Thanks to the addition of this entirely new technology, at present, computers are

connected, communicate with one another, and are capable of making decisions without human involvement

because of the NTICs of I4.0 , where cyber-physical systems (CPS), IoT, AI, and ML stand out.

A combination of CPS, IoT, the Internet of Systems (IoS), and ML are making I4.0 possible and the smart factory a

reality. With the support of smart machines that access more data to get smarter themselves, the actual factories

will be less wasteful and more efficient and productive . Indeed, the true power of I4.0 is provided by the digital

connection between network CPS and one another to create and share information.
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2. Cyber-Physical Systems

CPS are systems that integrate constituents from the cyber and physical domains  for monitoring and

controlling the physical processes through a network of actuators and sensors and could be implemented on many

scales between the nano-world and large-scale systems . A CP system is a computer system controlled and/or

monitored by computer-based algorithms, which integrates networking, computation, and physical processes

where embedded networks and computers control and monitor the physical processes, with feedback loops where

physical processes affect computations reciprocally . CPS form the basis of smart machines of I4.0 mainly

because they use modern control systems and have and dispose of an internet address to connect and be

addressed via IoT environments .

As previously mentioned, there is great potential for CPS in modern society. Economy and major research and

investments are being made worldwide to develop this technology  based on older technologies, such as

embedded systems, computers, networks, and embedded software.

CPS hold the potential to reshape our world with more precise, responsive, efficient, and reliable systems, enabling

a revolution of smart devices and systems ranging from smart cars, medical and household appliances, etc., and

passing to smart grids towards smart cities .

3. Smart Cyber-Physical Systems

In computing applications, smart cyber-physical systems (SCPS) are the next generation, in which communication,

computation, process control, and AI technologies are integrated in a transparent and novel way, developing

intelligent autonomous systems . The term smart indicates highly cooperative behavior, self-awareness, self-

adaptation, and self-optimization .

In this sense, the SCPS are complex due to the combination and composition of the components and physical

elements that integrate them, and where the main drawback for becoming smart is the enabling of different AI

techniques and technologies under a variety of IoT constraints . Nowadays, new developments are allowing the

emergence of new SCPS where the continuously generated data is utilized to build AI models used to perform

specialized tasks within the systems, such as image, character, voice recognition, and more applications .

Therefore, SCPS must be studied as a whole, which sets this emerging discipline apart from the older technologies

on which it is based.

SCPS have evolved beyond what was identified by the traditional definitions of CPS. The SCPS describes the

upcoming generation of CPS, equipped with some level of computational intelligence that makes them capable of

building awareness, reasoning concerning states of operations and objectives, and adapting to their environment

and work conditions .
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SCPS implement a higher level of integration of hardware, software, AI, and cyberware technologies than any other

system before . Under an I4.0 scenario, traditional CPS need to deal with the dynamicity of the environment

effectively, be scalable and tolerant to threats, and control their emergent behavior; hence, CPS have to be smart.

In this sense, SCPS are complex engineered systems empowered by cyber-physical computing, such as CC and

FC. They tend to be smart due to AI technology, which gives them the capability of reasoning, learning, adapting,

and evolving .

AI can provide cognition to SCPS, an essential ability to smart devices, which allows the modeling, representation,

and learning of complex interactions and behaviors between the system components and the system data.

Through supervised or unsupervised training, cognition can be achieved using AI models, which are designed to

perform these specific tasks . Moreover, AI models can continuously learn from the system, conferring an

adaptive ability to the SCPS.

Within the issue of image recognition, networks have been widely used since they have demonstrated their high

effectiveness in recognizing objects, detecting anomalies, and tracking objects in real-time ; however, there are

still significant challenges in its implementation in equipment, with few hardware resources in processing and RAM

primarily.

Currently, most of the intelligence of SCPS is implemented in software. For this reason, the focus was on the

design of the AI software, which is one of the most complex and critical components of SCPS.

From this arises the purpose for implementing artificial neural networks in SCPS in order to integrate the learning

and adaptability capabilities of neural networks that enable intelligent and autonomous decision-making.

Multilayer perceptron artificial neural network (MLPANN) was selected because of its simple and easy-to-

implement architecture in comparison with other more complex neural networks , in addition to considering the

advantages it provides in the case of application to SCPS, such as the capacity to handle large data sets, capacity

to learn in a non-linear way, efficient data processing and fast training time, which makes it a viable option for real-

time applications .
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