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It is undeniable that most business organizations rely on the Internet to conduct their highly competitive businesses

nowadays. Cyber security is one of the important elements for companies to guarantee the normal operation of

their business activities. Security education, training, and awareness (SETA) training cover many aspects, which

can comprehensively improve staff’s ability of cyber security.
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1. Introduction

Cyber security protection has become a constantly high-profile topic for businesses since e-commerce became an

essential part worldwide. It is also the foundation of strategy making and investment making for a company .

Besides, computer viruses and hacker technology are multiplying as the importance of data increases, which

directly impacts a company’s core competencies and reputation. Within this background, some media exaggerate

the seriousness of reports related to cyber security problems, and consumers also react negatively to data

breaches . More senior managers in various industries are concerned about maintaining cyber security to ensure

the regular operation of the business and to not just regard cyber security as an IT problem. In fact, there is no

panacea in cyber security protection, the best way reserachers can do is to mitigate the impact caused through

proper security management in order to sustain such protection in the business operations.

Although it is known for most companies to protect cyber security, many do not take enough measures to prevent

cyber security threats . Even under the urging of government and policy, the proportion of companies conducting

staff training is not high. Some companies may mistakenly believe that staff with IT skills can prevent cyber security

threats, so there is no need to conduct training on cyber security for staff. Although cyber security protection and IT

skills have certain relations, there is still a huge difference between them. All the staff lacking the understanding

and awareness of cyber security is likely to lead to internal vulnerabilities and losses. Actually, cyber security’s

social engineering is one of the biggest threats, and staff awareness plays the most important role in controlling

this threat . To prevent this kind of attack, one of the best methods is to conduct education and training for the

workforce of companies and further boost their related knowledge and awareness .

Security education, training, and awareness (SETA) training cover many aspects, which can comprehensively

improve staff’s ability of cyber security. It involves common sense, culture, and awareness training, as well as staff

training to normally operate organizations’ websites, systems, accounts, email, and social media. Besides, through
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SETA implementation, staff can learn how to prevent and deal with cyber security vulnerabilities and threats and

consciously protect the organization’s data and confidential information .

Some research studies have proven that SETA programs are the most effective way to improve employee

information security protection behavior . In contrast, there are also some studies showing that without the

intervention of other factors, SETA programs alone do not have a significant effect on the improvement of

employee safety behaviors  and that the failure of employees to take timely protective measures is not mainly

due to the lack of safety training and safety awareness . Research pointed out that SETA could play the most

significant role in safety behavior through monitoring, followed by employee relations, and then accountability .

Thus, while some studies have shown that SETA implementation alone has no substantial impact on corporate

cyber security protection, SETA implementation can influence employee behavior in other ways, such as

monitoring, and further indirectly protecting the company’s cyber security. It has a positive effect on the protection

of corporate cyber security.

Due to the above current situation of people’s attitude towards cyber security, researchers found the need to dig

out the factors affecting the companies’ focus on cyber security and explain how such factors affect the companies’

decision on effective SETA implementation. Within the factors, the governments are efficient in taking additional

measures to carry out the corresponding publicity related to the importance of SETA implementation, boosting the

information security sustainability of businesses.

2. Current Status

2.1. Difficulties in SETA Implementation

SETA implementation is a common and necessary measure to maintain information security. Due to its low cost,

most training courses are designed to improve employees’ security awareness and reduce human errors. Aoyama

et al. summarized that most teams have experienced similar management challenges, and the management

challenges observed in incident handling training are possible challenges in real-world cyber incident management

. The demand for SETA implementation in industries is increasing, and some authoritative organizations are

providing training in cyber incident handling. Traditional network security training mainly raises employees’

awareness of vigilance to respond to network security attacks. These training items mainly include on-site training

and awareness training through screen savers, posters, program reminders, and online courses . Ghafir et al.

pointed out that the shortage of corporate training budgets has adversely affected employees’ awareness training

. The company managers generally tend to minimize their budgets. This also provides opportunities for hackers

who carry out cyber-attacks. If network security implementation is not sufficient, physical access threats, including

information leakage and theft of items, may cause significant economic losses for companies and individuals.

Furthermore, researchers also learned that due to the difference of employees in educational backgrounds and

cultural levels, etc., giving on-site training and awareness training to all employees from top to bottom is also a

huge problem faced by companies in SETA implementation .
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2.2. Human Behavior toward SETA Implementation

Some scholars take human behavior into consideration and describe the changes in human behavior before and

after conducting SETA Implementation. McCrohan, et al. claimed that when users have accepted proper cyber

security training, they change to enhance security and tend to be more sensible to cyber security issues .

Puhakainen and Siponen found that some employees are not in compliance with security training, which causes

security problems, so leaders need to motivate employees to cogitative processing the information they trained

before . Furman, et al. conducted an interview with users and finds that users are aware of cyber security, but

they do not have enough skills to prevent cyber-attacks, so it is very important for users to accept training and

obtain relevant skills . In these articles, through investigating human behavior related to cyber security, the

scholars find ways to enhance people’s ability and training effectiveness when facing a cyber security attack.

2.3. Innovative Design of SETA Implementation System

Some scholars focus on the innovative design of SETA implementation systems to boost the efficiency of existing

training systems. Two general directions are to design new types of SETA implementation systems or take some

measures to boost the efficiency of current training systems. Cone et al. concluded that though cyber security

training approaches are very universal, most of them are lacking security concepts, there is a new training tool

called CyberCIEGE that can successfully and efficiently raise users’ security awareness . Abbott et al. found that

better structuring of the education and training of cyber security is very significant, so using the technology mining

the resulting data logs for relevant human performance variables can improve the quality of the cyber security

process . Hatzivasilis et al. used pedagogical practices and a cyber-security model to design a dynamic training

program that can provide contentious adaption to users’ performance . In fact, SETA implementation is

becoming more and more important due to the rapidly developed cyber threat. In conclusion, these articles

summarize that the current SETA implementation system is not suitable for schools and companies’ needs, there

should be a new training system that is more effective than the current one.

Overall, the existing studies on SETA implementation are mainly focused on the difficulties of companies to hold

this kind of training, the effects of training on employees, and how to build a more efficient training system for

companies.
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