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1. Introduction

As digitalization evolves, so do the experiences and perceptions of digital hazards , leading to a multifaceted interaction

involving consciousness, vulnerability, and remediation. With the growing integration of societies and individuals into the

digital landscape, there is a corresponding rise in their vulnerability to cyber dangers such as security breaches and

misinformation campaigns. At the same time, the increased prevalence of digital platforms has led to enhanced

recognition of these potential hazards, since individuals are better informed, and societies place a larger emphasis on the

dissemination of knowledge on cybersecurity and general risk communication . Concurrently, the progression of

digitalization introduces increasingly sophisticated instruments and tactics to address these threats. Thus, this duality

gives rise to a paradox: although heightened digital exposure has the potential to magnify perceived dangers, the

augmented capacities for mitigation may diminish the impression of risk or even foster a state of complacency. The

ongoing evolution of technology creates an ambivalent and dynamic interplay between digitization and the perception of

risk , leading to continuous changes and adjustments.

2. Technological Capital and Digital Habitus

Concerns about digital technologies can have individual and collective dynamics underlined by ambivalence. At an

individual level, technological capital  could account for observed risk perceptions. This extension of Bourdieu’s concept

of capital refers to the resources that individuals hold, enabling them to engage with digital technology. The digital habitus

of an individual would thus comprise the set of lasting dispositions based on personal experiences and assimilated

perspectives that shape perceptions, appreciations, and actions regarding the digital sphere . The ease with which a

person uses online tools, their digital consumption habits , and even their susceptibility or resistance to online threats

are all influenced by their digital habitus. As societies become increasingly digital, a person’s digital habitus interacts with

their technological capital , affecting how they accumulate more of it and how they deploy it in different situations.

In light of Bourdieu’s conceptualization of different social fields and forms of capital, researchers could talk about the four

dimensions of technological capital . The economic dimension is related to the availability of assets such as high-

performance devices, premium membership subscriptions, and high-speed internet. The cultural dimension comprises

skills and knowledge about the latest tech evolutions, including matters such as privacy issues or having certifications in

IT-related fields. Another dimension is represented by the social technological capital , which comprises membership in

relevant networks and groups and having connections with influencers on social media and the tech industry. Finally, there

is symbolic technological capital that captures the prestige of digital expertise and presence within the digital sphere.

Technological capital can also be classified into embodied, institutionalized, and material forms of capital. These refer to

skills and competencies that individuals control as embodied abilities, to their acquired degrees and certifications, and to

their physical and digital assets, respectively. These forms of capital can be studied indirectly through proxies such as

socio-economic variables and internet use when no direct indicators are available.

The technological capital of individuals does not exist independently of their social position. It frequently interplays with

their social, cultural, and economic capital, amplifying or attenuating the positives and negatives connected with each. For

example, an individual with high economic capital can easily invest part of it in material technological capital, while an
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individual with strong social capital and limited technological capital might struggle to maintain their network of influential

connections. Consequently, the conceptual relationship between technological capital and socio-economic variables is

strong, which makes it possible to use the latter as proxy indicators for the former.

The frequency of internet use is a good measurement of embodied technological capital, as it implies familiarity and

comfort with digital tools and services. This form of technological capital is also indirectly revealed in the age and gender

of an individual. The younger generations have been socialized as “digital natives”, growing up immersed in the digital

world and exhibiting intuitive interaction skills with it. Gender is also associated with STEM skills and digital savvy, though

in variable forms and intensities, as boys and men are often more encouraged than girls and women to become

acquainted with technologies and to invest in them emotionally.

Education indicates primarily a form of institutionalized technological capital, being an indicator of formal training and

instruction in digital skills. Embodied technological capital could also be observed indirectly through education, social

class, and community size, as they shape one’s encounters with the latest digital advancements. Furthermore, along with

the more direct proxy estimates of material technological capital through social class and community size, gender can

also act as a proxy due to the existing economic inequalities.

3. Risk Society and Digital Development

Beck’s “Risk Society” theory highlights the transforming nature of contemporary dangers and how they alter societal

perceptions and priorities of digitalization . The Human Development Index (HDI), the Global Cybersecurity Index

(GCI), and the Digital Economy and Society Index (DESI) can be used as proxy indicators for the risk society. HDI

captures socio-economic development, which is strongly linked to digital technology advancements , while DESI and

GCI reveal society’s digital engagement and cybersecurity preparedness, respectively.

The first dimension of HDI is life expectancy at birth. This strongly relates to the medical infrastructure and other life

sectors such as the food industry or work environment safety, all dependent on and enhanced by digital technologies.

Mean years of schooling and expected years of schooling represent the second dimension of HDI. Higher levels of

education can accommodate an advanced curriculum on technologies and their multifold impact on society . The third

dimension, GNI per capita, indicates economic prosperity. These financial resources are at risk of being targeted through

cybercrime, but they also provide means for developing increased security infrastructures.

The Global Cybersecurity Index (GCI) captures how well a society is equipped to withstand cybersecurity issues from five

different dimensions. The first one assesses the degree to which the legal system regulates data protection, critical

infrastructures, and cybercrime. The next dimension focuses on national technical capabilities such as handling incidents

by a Computer Incident Response Team (CIRT) and having Child Online Protection Reporting mechanisms. The third

dimension watches for national cybersecurity strategies and agencies or organizations, with additional oversight in online

child protection. Another dimension measures capacity development such as conducting cyber-awareness initiatives,

fostering R&D programs, and cultivating national cybersecurity industries. The last dimension assesses cooperation in the

form of partnerships and bilateral or multilateral agreements between agencies, firms, and countries.

Moving forward to DESI, its first dimension is represented by Connectivity. Highly connected infrastructures introduce

risks related to cyberattacks and the spread of misinformation. Conversely, digital coordination helps mitigate such issues.

The second dimension is Human Capital, which is focused on digital skills . This simultaneously indicates a stronger

reliance on digital technologies that could represent vulnerabilities and a higher knowledge of secure digital practices that

offer protection. The use of Internet Services by citizens represents the third DESI dimension. High internet engagement

may create increased access to knowledge and a higher digital footprint along with increased digital exposure, leading to

cybersecurity and privacy issues . The fourth dimension is the Integration of Digital Technology by businesses. A

digitalized private sector is more efficient and can accommodate new business models while being at the risk of data

breaches and economic espionage. Digital Public Services is the fifth dimension of DESI, and higher digitalization poses a

similar threat as the previous dimension. Digitalization brings risks such as data breaches and system failures.

4. Previous Studies on Public Perception of Privacy and Cybersecurity
Issues

At the date of manuscript submission (December 2023), there were no other studies that analyzed Eurobarometer 96.1

information concerning cybersecurity concerns, though Matefi  discusses Europeans’ perceptions of their digital rights

based on the same survey.
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Still, a series of authors have analyzed other Eurobarometer and dedicated surveys concerning cybersecurity and privacy

concerns. For example, Lee and Wang  analyzed Eurobarometer 2019 data on cybersecurity fears, identifying two

types of Europeans based on individual levels of online activity and cybersecurity behavior (as reported in the survey): the

“at-risk class” (with higher risk) and the “cautious class” (with lower risk). At the country level, they used as predictors the

Global Cybersecurity Index (GCI), GDP per capita, internet penetration, and proportion of urban population, though only

internet penetration was statistically significant in discriminating between the two groups, with higher rates leading to

higher proportions of the “at-risk” type. The authors also find that, at the individual level, higher digital skills are,

paradoxically, associated with the at-risk class, probably due to the ambivalent relationship mediated by exposure:

“Surprisingly, changes in passwords, the maintenance of security settings, and concerns about cybersecurity have all

been positively associated with risky Internet users. Researchers speculate that members of the at-risk class might

engage in more online activities, and while this would make them more predisposed to being targeted online, these

individuals are likely also more self-aware and recognize the potential risks of their actions” (p. 22). In a different analysis

of the same Eurobarometer 2019, Lee and Kim  conclude that fear of cybercrime is most strongly determined by

individuals’ prior victimization. This finding is also supported by a systematic review of the fear of cybercrime conducted by

Brands and Doorn .

Zamfirescu et al.  have highlighted the ambivalent relationships between online activity, experiences of cybersecurity

incidents, and concerns and preventive measures taken to address them, based on Eurobarometer 87.4/2017. They

classify European respondents into four attitudinal clusters, “avoiding”, “engaging”, “wary”, and “aware”. In a similar

analysis, they show that socio-demographical differences as regards these types in relation to gender, age, difficulty of

paying bills, and formal education are rather small. Still, countries differ markedly in the prevalence of the four types. This

could possibly indicate the relevance of distinctive digital risk cultures that underlie individual attitudinal profiles. Lee and

Kim  analyze similar data from a 2014 Eurobarometer and classify respondents into three types: uninformed users,

disciplined users, and cautious users. They also conclude that country-level factors are better predictors of cybersecurity

preparedness than sociodemographic factors, taking into account the GDP per capita and the Global Cybersecurity Index

(GCI) values at the national level. Gomes and Dias  take a different approach to the Eurobarometer 2017 data,

combining individual sociodemographic variables with internet use and the country-level Global Cybersecurity Index (GCI)

into a multilevel factor model to predict an aggregated value of cybersecurity perceptions. They find that the GCI is a

significant negative predictor for cybercrime risk perception, while individual-level predictors are significant just for self-

confidence in one’s abilities to use the internet and age (with negative associations) and buying goods online and male

gender (with positive associations).
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