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The increasing frequency and severity of forest fires necessitate early detection and rapid response to mitigate

their impact. This project aims to design a cyber-physical system for early detection and rapid response to forest

fires using advanced technologies. The system incorporates Internet of Things sensors and autonomous

unmanned aerial and ground vehicles controlled by the robot operating system. An IoT-based wildfire detection

node continuously monitors environmental conditions, enabling early fire detection. Upon fire detection, a UAV

autonomously surveys the area to precisely locate the fire and can deploy an extinguishing payload or provide data

for decision-making. The UAV communicates the fire's precise location to a collaborative UGV, which

autonomously reaches the designated area to support ground-based firefighters. The CPS includes a ground

control station with web-based dashboards for real-time monitoring of system parameters and telemetry data from

UAVs and UGVs. The real-time fire detection capabilities of the proposed system are demonstrated using

simulated forest fire scenarios. The objective is to provide a practical approach using open-source technologies for

early detection and extinguishing of forest fires, with potential applications in various industries, surveillance, and

precision agriculture.
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1. Introduction

Forests are crucial ecosystems that provide numerous benefits to the environment and its inhabitants. They filter

air and water, provide food and shelter for animals, and play a crucial role in regulating the climate. However,

global warming and human error have increased the incidence of forest wildfires, which can cause significant

damage to the environment, property, and human health. Once an ignition starts, it is essential to declare it as soon

as possible so that it can be rapidly controlled and suppressed. Researchers have focused on providing first

responders, firefighters, and decision makers with systems for analyzing the situation at a glance through visual

analytics techniques , sharing data , or systems that involve active citizenship for early warning .

However, wildland firefighters often do not have access to accurate and real-time information about the situation

because the location of the fire is remote or hard to reach, and if the fire is not brought under control in time, it can

continue to grow, increasing the danger and the suppression costs. Detecting and controlling wildfires is a

challenging task, as they can spread rapidly and are difficult to anticipate. Researchers are exploring the use of
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advanced technologies such as IoT, robotics, and drone technologies . The synergy of these technologies

converges in a new trend that can be called the Internet of Robotics and Drone Things . The interconnection of

all these heterogeneous devices and the integration with software components has led to the design and

development of a Cyber-Physical System (CPS) for wildfire detection  and collaborative robots able to navigate

autonomously and perform fire attacks on wildland fires before they burn out of control. However, there remains a

significant challenge in providing accurate and real-time information to ground control stations and operators

overseeing fleets of drones in collaborative environments. In , the authors introduce a human–machine interface

that enables a ground control station to remotely monitor and manage a fleet of drones in a collaborative

environment, with the involvement of multiple operators. Collaborative robots, also defined as unmanned systems,

have the capability to execute a mission autonomously without human intervention, and commonly they include

unmanned aircraft and ground robots .

2. IoT Forest Fire Systems

In recent years, with global temperature rise, extreme weather, and climate events, especially droughts, wildfires

are a natural phenomenon that has increased in frequency and magnitude over the past decade, causing damage

to life and property, and impacting climate and air quality . The wildfire season has lengthened in many countries

due to shifting climate patterns. Studies report that the number of wildfires has declined, thanks to the strict and full

implementation of forest fire prevention and management strategies and the philosophy of forest protection and

green development in the world; however, climate warming will continue in the world, leading to the more frequent

occurrence of dry thunderstorms, increased number of days with forest fire alerts, higher fire risks, and greater

challenges in forest fire prevention . Therefore, we must strengthen studies on the impacts of climate change on

forest fires; improve the monitoring, prediction, and alert system for forest fires; and raise public awareness and

knowledge of forest fire prevention . To minimize their impact, effective prevention, early warning, and response

approaches are needed. Research is ongoing to develop high-accuracy fire detection systems for challenging

environments . Traditionally, forest fires were mainly detected by human observation from fire lookout towers

and involved only primitive tools, such as the Osborne fire Finder , which is a tool consisting of a card

topographic printed on a disc with edge graduated. Unfortunately, these primary techniques are inefficient due to

the unreliability of human observation towers and difficult living conditions. Advanced technologies such as

satellites, UAV, UGV, ground-based sensor nodes, and camera systems supplement traditional firefighting

techniques, focusing on detecting wildfires at early stages, and predicting hot spots by combining all the methods

for a robust fire monitoring system . Cyber-Physical Systems (CPSs), which integrate computing and control

technologies into physical systems aim to contribute to real-time wildfire detection through the Internet of Things

(IoT) wireless sensor  and the use of a collaborative unmanned system .

In the past few years, IoT has been gaining significant attention in various fields, including forest fire detection. IoT

technologies are very useful in forest management systems because they can provide real-time monitoring of

forest conditions, such as temperature, humidity, and wind speed. These data can be used to predict the likelihood

of a wildfire, to detect a fire, and to track the progression of an active fire. This kind of technology is also called the
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Internet of Forest Things (IoFT) . The Milesight Company is an example of a company that has developed a

technology to detect and prevent forest fires using an IoT system (Figure 1). The system is comprised of:

Figure 1. Architecture of forest fire detection.

IoT nodes: A microcontroller unit connected with carbon dioxide, barometric pressure, temperature, and

humidity sensors.

Gateway: A central hub that connects and manages the various sensors and devices, is able to collect data

from IoT nodes, transmit it to the cloud, and perform edge computing tasks.

Cloud: A remote server that provides a scalable and flexible platform used to process, and analyze the data

collected by the sensors, but also used to store data, provides visualization and reporting tools and enables

integration with other systems for enhanced capabilities.

Typically, the IoT nodes used in this type of application employ Low-Power Wide-Area Network (LPWAN)

technologies, such as LoRa and Sigfox, to enable long-range communication with a battery life that can last for

several years. This allows for coverage of an entire forest at a cost-effective price. Additionally, the use of

unmanned systems offers many advantages, including the ability to cover large areas in any weather condition,

operate during both day and night with extended flight duration, be quickly recovered and relatively cost-effective

compared to other methods, carry various payloads for different missions within a single flight, and efficiently cover

larger and specific target areas . UAVs equipped with computer vision-based remote sensing systems are

becoming a more practical option for forest fire surveillance and detection due to their low cost, safety, mobility, and

rapid response characteristics . Unmanned Aerial Vehicles (UAVs) based on computer vision fire detection can

provide immediate information on the fire spots but are also equipped with a dropping mechanism used to target

and shoot the fire by releasing extinguishing balls . Popular real-time object detection systems, such as

YOLO can be integrated into UAVs, providing real-time monitoring of large forest areas and detecting fires at an

early stage, reducing the risk of the fire spreading . Consequently, numerous research studies have been

conducted in recent years to develop UAV-based forest fire monitoring and detection applications based on YOLO

[19]

[20]

[21]

[22][23]

[24]



A Cyber-Physical System for Wildfire Detection and Firefighting | Encyclopedia.pub

https://encyclopedia.pub/entry/47075 4/7

. In addition, autonomous ground systems such as the UGV are essential in responding to wildfire

emergencies. Equipped with advanced technologies such as computer vision, infrared and depth cameras, and

other sensors, UGVs can be used for detecting and extinguishing fires , as well as cooperating with other

systems such as UAVs . These robots can perform tasks on land without human intervention and access

difficult-to-reach areas that may be too hazardous for human firefighters.

Forest fire monitoring and detection applications using Unmanned Aerial Vehicles (UAVs) have received significant

attention in recent years, with a particular focus on employing the You Only Look Once (YOLO) algorithm for object

detection . These studies have demonstrated the effectiveness of UAVs in providing aerial surveillance

and timely fire detection capabilities. Furthermore, autonomous ground systems such as Unmanned Ground

Vehicles (UGVs) have emerged as crucial elements in responding to wildfire emergencies, leveraging advanced

technologies such as computer vision, infrared and depth cameras, and other sensors . UGVs are capable

of detecting and extinguishing fires and collaborating with UAVs to access hazardous or hard-to-reach areas that

pose risks to human firefighters . Object detection algorithms play a critical role in fire detection systems as they

enable real-time identification and localization of fire incidents. The You Only Look Once (YOLO) family of object

detection algorithms has proven highly effective and efficient in computer vision applications. Notably, YOLOv4

(https://blog.roboflow.com/a-thorough-breakdown-of-yolov4/, accessed on 19 April 2023) and YOLOv5

(https://blog.roboflow.com/yolov5-improvements-and-evaluation/, accessed on 19 April 2023) stand out as

prominent versions, each offering distinct advantages for different components as shown in Table 1. 

Table 1. Comparison of YOLOv4 and YOLOv5.

[25][26][27]

[28][29][30]

[31]

[25][26][27]

[28][29][30]

[31]

Feature YOLOv4 YOLOv5

Architecture

Utilizes a complex architecture with a
CSPDarknet53 backbone, which includes
multiple convolutional layers and skip
connections.

Introduces a simplified architecture that focuses
on efficiency and speed. Replaces the
CSPDarknet53 backbone with a smaller and
more streamlined CSPNet-based architecture.

Model Size
and Speed

Larger model size, requiring more
computational resources. Provides slightly
slower inference times compared to
YOLOv3.

Smaller model size, achieving faster inference
times without compromising much on accuracy.

Performance

Aims to improve object detection
performance by introducing various
techniques, such as PANet, SAM, and
PAN. Achieves state-of-the-art accuracy
on popular object detection benchmarks.

Aims to improve object detection performance
by introducing various techniques, such as
PANet, SAM, and PAN. Achieves state-of-the-
art accuracy on popular object detection
benchmarks.

Training
Approach

Adopts a traditional single-stage object
detection training approach, utilizing
anchor boxes and predefined anchor
scales. Employs the focal loss function to
address class imbalance issues.

Introduces a new approach called “Generalized
Anchors,” which adapts anchor sizes during
training. Incorporates a focal loss function and
implements a novel loss function called “CIoU
loss” to improve localization accuracy.
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Research Gap

Recently, the Internet of Things (IoT) has gained significant popularity as a rapid and effective technique for

detecting fires, particularly in the context of forest fire prevention. The IoT forest fire system is designed to facilitate

continuous monitoring and detection of forest fires, operating 24/7. This system relies on the strategic deployment

of sensors throughout the forest, enabling comprehensive coverage. To establish seamless communication among

these sensors, a low-power wide-area network protocol, such as LoRa, is commonly implemented. Such protocols

possess the capability to cover expansive forest areas. Leveraging the data collected by these sensors, combined

with advanced machine learning algorithms, early-stage fire detection becomes achievable . However, one

limitation of IoT is its incapability to directly extinguish fires. In order to overcome this limitation, researchers are

investigating the integration of IoT with the robotic ecosystem, which holds promise for forest fire response. In fact,

a recent study introduced the IoT-UAV architecture , which entails the synergistic collaboration between IoT and

Unmanned Aerial Vehicles (UAVs). In this system, the IoT network detects the fire and transmits an approximate

location to a UAV, enabling it to locate the precise fire location and perform fire suppression. Utilizing UAVs in

forest fire fighting offers several advantages. First, UAVs have the ability to access difficult-to-reach areas,

facilitating intervention in challenging terrain. Second, they exhibit a faster response time for deploying fire

extinguishing measures. Third, UAVs provide real-time aerial reconnaissance, enabling effective planning of fire

suppression strategies. Moreover, their overhead view allows for precise identification of the fire’s point of ignition.

UAVs can also utilize remote extinguishing systems, reducing risks to human operators. They are capable of

dropping water or fire retardant to delay the fire’s spread. However, UAVs have certain limitations when it comes to

fire suppression. These limitations include limited payload capacity for carrying water or fire retardant, short flight

duration, restricted battery life, and difficulties in navigating smoke-filled environments. To overcome these

limitations, the collaboration between UAVs and Unmanned Ground Vehicles (UGVs) has gained attention in the

field of firefighting forest management . UGVs offer unique advantages that can be leveraged in fire suppression

efforts. They excel in navigating rough terrain and reaching remote areas that may be inaccessible for human-

operated vehicles. UGVs demonstrate robustness in collision scenarios and can operate effectively in adverse

weather conditions and low visibility. Equipped with powerful pumps and larger water tanks, UGVs can hold more

water and fire retardant than UAVs, increasing the likelihood of successful fire suppression. Furthermore, UGVs

can remain on-site for longer durations, monitoring the fire and preventing re-ignition. They can be outfitted with

cameras and sensors to collect valuable data on the fire and the surrounding environment, contributing to future

fire management planning. Additionally, UGVs can be remotely operated, minimizing risks to human operators.

When combined with UAVs, which provide aerial surveillance and real-time data, coordinated operations between

UAVs and UGVs enhance the overall efficiency of the firefighting system.
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