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The modern financial sector requires high security standards due to rapid technological progress. Banks utilize

many security measures for transactions, including artificial intelligence (AI), neural networks, and machine

learning. The use of these techniques allows advanced technological problems to be solved. The most common

types of financial frauds are money laundering, identity fraud, and credit and debit card frauds.
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1. Introduction

The modern financial sector requires high security standards due to rapid technological progress . Banks utilize

many security measures for transactions, including artificial intelligence (AI), neural networks, and machine

learning . The use of these techniques allows advanced technological problems to be solved. The most

common types of financial frauds are money laundering, identity fraud, and credit and debit card frauds .

The key role in securing financial systems is anti-money-laundering (AML), while identifying illegal transactions 

. The launch of Bitcoin (BTC) has created a paradox: the anonymity allows criminals to remain unknown;

however, forensic or AML analysis can be performed with access to the BTC transaction database. The goal of

AML analytics is to identify fraudulent transactions in massive, ever-growing datasets. Semi-automatic or manual

transaction analysis produces a large number of errors while the success of machine learning methods shows

great potential in AML analysis .

Current AI methods are not sufficient to process the online transaction data stream. To analyze different security

methods, a set of transactions filtered by specially created rules needs to be used. All transactions passing through

the filter are considered legitimate and do not get analyzed further. The filter parameters include the direct

characteristics of the transaction or its parties with the exclusion of any indirect characteristics. The results of this

process can be invalid; thus, the most important obstacles in AML are  the inability to make real-time online

selections of parameters that are unique to specific financial activities, the lack of a centralized transaction analysis

tool, a large volume of false positives for fraudulent transactions, and the high cost of manual analysis.

The current task is to develop a system to identify suspicious transactions. Such a system would help speed up

and simplify data processing, decrease the risks of transactions, store information and data about criminals,

provide credit score verification, and trace the users involved in money laundering. Due to the high cost of these
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systems, only large financial institutions can afford them. In 24 h, large companies process up to 20 million

transactions . Unfortunately, manual analysis identifying suspicious activities often produces false results and

requires extra time and resources in order for it to be performed correctly. Therefore, the development and

implementation of an antifraud system is essential .

2. The Classification of Fraudulent Bank Transactions

It is important for banks to identify suspicious transactions before fraud happens. As an example the Nilson report

states that cumulative damages from credit card fraud were USD 22.8 billion in 2016 and USD 28.7 in 2019 .

All international credit card payment systems use their own fraud detection methods. Often, all of the transactions

are checked using antifraud rules, lists, and filters. In Russia these systems are also used to identify cyber

criminals; however, the first priority is to find the illegal exchange of goods and services.

Bank transaction security has been improved due to the addition of a built-in EMV chip to credit and debit cards

and the client authentication process, by means of two-step authentication. Despite this, the number of fraudulent

bank transactions has not reduced: credit card fraud totals EUR 1.5 billion a year . Experts agree that to reduce

credit card fraud using authentication methods—the development and implementation of the fraud identification

systems based on data analysis—is required.

Experts classify credit card fraud into different forms, for example, fraud with false identity or using behavioral

biometrics. In the first case, a criminal applies for a credit card with false identification, while in the case of

behavioral biometrics, a criminal obtains and uses the cardholder’s existing credit card credentials. Fraudulent

bank transactions are divided into six categories : lost or stolen card fraud, fake card fraud, online fraud,

bankruptcy fraud, retailer fraud, and stolen in transit card fraud. In addition, bank transaction fraud can be classified

by three categories: bankcard fraud, retail fraud, and Internet fraud.

Recently, it has been suggested to distinguish two categories of fraud: fraud with a card (face-to-face) and fraud

without a card (e-commerce fraud). Bank transaction fraud can be categorized into five different types :

Lost and stolen cards (<1% of all fraudulent transactions). Most of the time elderly people are the victims in this

category; fraudsters get the PIN by “shoulder-reading” and subsequently steal the card. In this case, the

fraudster is the thief and the credit card does not go through an organized crime resale network.

Cards that do not reach their destination (<1% of all fraudulent transactions). In this case the credit card may

have been stolen during production or upon delivery by mail. To avoid this type of fraud, banks ask customers to

obtain and activate the card at their office.

Identity theft. A card obtained by using fake or stolen documents.
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Counterfeit cards (>10% of all fraudulent transactions). The card is copied using a genuine card or during

database hacking, and then reproduced on a counterfeit plastic card by international organized crime groups.

The criminal obtains and reproduces the magnetic stripe data of the cards. This type of fraud had been

prevalent in the past but has been partially solved by EMV technology as magnetic stripe terminals are no

longer used in the EU; however, they remain in Asia and America. This kind of non-contact payment is not

appealing for criminals, since only small value payments are processed.

Fraud without a card makes up over 90% of all fraudulent transactions. Most credit card fraud occurs during

electronic transactions. The card number, expiration date, and CVC are extracted during database hacks, then

these credentials are sold. The value of the credentials depends on the re-sale capabilities (the first digits of the

card numbers represent the bank and, accordingly, the blocking policies they have). Many retailers (90%) use

3-D Secure. This technology protects the cardholder through two-step authentication; however, some large

retailers, such as Ebay or Amazon, do not protect their users’ transactions with 3-D Secure. Another problem

hindering the fight against cardless fraud is that companies do not report attacks that result in a data breach

since it can cause bad publicity, which might lead to financial losses.

Typical fraud detection systems have several control levels. Each level can be automated or managed manually.

Part of the automated approach consists of machine learning algorithms. These algorithms are used to create

predictive models based on annotated bank transactions. Over the past ten years regular credit card fraud

research has made it possible to develop models based on supervised or unsupervised machine learning, and

partial machine learning .

The authors analyze methods of money laundering detection based on Big Data . Big Data is represented in

complex systems that perform tasks to prevent legalization and laundering of money that has been obtained

illegally (the SAS Anti-Money Laundering System, SAS AML).

Machine learning methods for binary classification to predict fraudulent transactions using multilayer perceptrons,

random forest, logistic regression, and convoluted network graphs are used to detect anomalous BTC transactions

. Convoluted network diagrams have emerged as a potential tool for AML analysis, and they are particularly

attractive as a new way to capture and analyze transactions. The results reflect the advantage of the random forest

method of classification, though the F1 score of 0.796 is not sufficiently reliable for classifying abnormal BTC

transactions.

Recent studies built deep neural networks for the detection of irregularities either by discriminatively mapping

normal samples and abnormal samples to different regions of the feature space, or by fitting multiple different

distributions .

The effect of high cardinality attributes on credit card fraud detection has been investigated, and the Value

Clustering for Categorical Attributes algorithm was used to reduce the cardinality of their domains while preserving

fraud-detection capabilities .
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Using machine learning to predict fraudulent financial transactions without balancing data, as in real life there are

usually many more honest than fraudulent ones, an accurate and reliable method is proposed. Additional

fraudulent transaction samples were generated using a conditional generative adversarial network for tabular data

(CTGAN) to make the classifier more robust and accurate .

By combining a nature-inspired hyperparameter setting with several supervised classifier models implemented in a

modified version of the XGBoost algorithm, a unique hybrid technique for financial payment fraud detection is

presented . Using machine learning and domain data to identify fraudulent payments, a modified XGBoost

model can be created and tested by tuning. Experiments showed that the model successfully classified with

99.64% accuracy.

An AE-PRF fraud detection method has been proposed which uses AE to reduce the dimensionality of the data and

extract the features of the data . In addition, the method uses RF with a probabilistic classification to classify the

data as fraudulent together with the corresponding probability. AE-PRF outputs a final classification as fraudulent if

the corresponding probability exceeds a predefined probability threshold.

An AED-LGB algorithm has been proposed to solve bank credit card fraud . The AED-LGB algorithm first

extracts the feature data using an autoencoder. The features are then fed into the LightGBM algorithm for

classification and prediction.
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