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Manufacturing systems are generally “physical” systems in a physical world. The internet is a cyber-world. The internet

has allowed for global connectedness. At the same time, infused with this connectedness, is a “dark web.” The dark web

constitutes malware, viruses, “ransomware-as-a-service,” and other divisive instruments. Industry 4.0 brings together in

the form of “cyber-physical” systems a new range of opportunities for additive manufacturing. While the opportunity of

connectedness maps, at the same time, the challenges of the “dark web” also maps into this world of manufacturing. On a

growing basis, measures to improve cybersecurity continue to develop. These measures include the lever of machine and

deep learning. In this entry, the authors use engineering control systems and other relevant theories, including augmented

artificial intelligence, as a way of making more secure cyber-physical systems and thereby making practical the

considerations for Industry 4.0.
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The migration from conventional industrial manufacturing to manufacturing in Industry 4.0 contains a complete paradigm

shift in the way that process control flow and the associated security measures are approached. To understand why this is

indeed such a big paradigm shift, it is necessary first to look at how process control flow and the associated security

measures are implemented in the conventional/traditional sense, i.e., before Industry 4.0. Thereafter, we briefly consider

the increasing trend of bridging two similar technological platforms that are designed for entirely different applications,

along with a unique style of collaboration that is becoming the new norm within industries. Finally, a broad definition for

the term “Industry 4.0” can be formulated and brought into context with the observed technological trends of today. Once

the concept of Industry 4.0 is introduced, the associated risks involved within this paradigm shift can be identified and

explored, particularly in terms of informational and cybersecurity.

1. Traditional Approach to Manufacturing Process Security

The typical manufacturing plant infrastructure consists of two main technological platforms, namely operational technology

(OT) and information technology (IT) [ ]. OT refers to the combination of hardware and software used to monitor plant

processes by means of, e.g., sensors and feedback data-streams from plant machinery, in order to control these

processes by components such as pumps, valves and actuators. Typical examples of equipment that forms part of OT are

supervisory control and data acquisition (SCADA) systems, programmable logic controllers (PLC), measuring equipment

and human-machine interfaces. Combinations of these platforms are used to ensure that plant operations run as intended

by design, and to prevent hazardous conditions through processes that operate outside the process limitations and safety

margins. Figure 1 illustrates the basic concept of the interconnectivity of OT in the typical manufacturing plant:
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Figure 1. A typical operational technology (OT) industrial systems network architecture.

It can be seen from Figure 1 that OT platforms are typically connected to a central authority that monitors and controls the

manufacturing processes. This can be in the form of multiple PLCs and SCADA systems that receive data from sensors

and make adjustments to the manufacturing process by means of controlling valves, pumps and actuators, based on the

data received from the sensors. Furthermore, many processes rely upon human interaction, ranging from changing

equipment settings to manually changing the states of systems through mechanical switches. These actions are to be

performed by plant technicians and engineers who are skilled and knowledgeable in the manufacturing processes, and

have exclusive access to the associated hardware and software platforms. This immediately points out one of the key

vulnerabilities in OT systems security, since the state of the OT systems security is highly dependent on the

trustworthiness of the plant technicians and engineers. A significant amount of trust is put into these plant personnel to

perform the right manipulations to the OT systems and to perform their activities without any malicious motives at all

times.

The significance of plant technicians’ and engineers’ trustworthiness can be appreciated by considering the Maroochy

Shire sewage spill incident that occurred in Queensland, Australia in the year 2000 [ ]. This incident was allegedly the

result of the behavior of a disgruntled contractor whose malicious actions allegedly resulted in the spillage of nearly 1

megaliter of raw sewage into a nearby river. The spill stretched out up to nearly 12 km away from its source. An

investigation into the incident revealed that a number of SCADA systems that controlled over 140 sewage pumping

stations had been hacked and controlled by means of inducing faults in the SCADA systems through compromised control

messages. Communication between the central control center and the pumping stations was facilitated by means of a

private two-way radio communication system that operated through a number of repeater stations, as illustrated in Figure

2 below. Because of a lack of proper access control and cyber-security measures of the sewage plant’s control systems, it

was possible for the ex-employee to easily obtain access to the control systems’ network of the plant, particularly given

the fact that he had in-depth knowledge of the architecture of the network.

[2]



Figure 2. Illustration of the OT network at the Maroochy Shire sewage plant. SCADA: supervisory control and data

acquisition

The Maroochy Shire sewage spill is a classic example of a security breach within a SCADA system. Historical data of

industrial control system (ICS) incidents indicate that such incidents already started occurring as early as 1982 [ ].

However, after the introduction of SCADA systems that communicate via transmission control protocol/Internet protocol

(TCP/IP) in the early 2000s, the number of ICS incidents increased dramatically. Although numerous well-established

security measures for TCP/IP communications are available today, such security measures were still in their infancy (if

existent at all) when TCP/IP-compatible SCADA systems were introduced. However, these security measures are mostly

applicable to IT systems networks, and are generally not compatible with OT systems networks—a topic that is discussed

in more detail in Section 2.2. Such a lack of well-established security measures is more than enough of a vulnerability in

process control security to allow any person with sufficient knowledge of the process control architecture to gain

unauthorized access to the control network and to induce changes in the process control settings that are driven with

malicious intent. This fact highlights another important security vulnerability of traditional OT systems, namely that control

networks have little or no security that can protect the networks from unauthorized access.

One of the general causes of these types of security vulnerabilities of traditional OT systems is a direct result of the

technological platforms around which they are designed. For example, although many of the “intelligent” OT systems

make use of embedded microcontroller platforms, these platforms generally do not possess the computational capacity

required to implement proper security measures. Furthermore, these embedded platforms typically use standard (and

somewhat primitive) peripherals such as RS-232, inter-integrated circuit or serial peripheral interface to communicate with

each other. Although some of the protocols used between OT systems are typically proprietary, the simple nature of the

communication peripherals makes them relatively easy to intercept [ ].

Besides OT platforms in general, many manufacturing plants also contain a network of IT equipment that typically includes

devices such as computers, printers, servers and routers. This type of equipment usually possesses a much higher

computing capacity, so that advanced security measures can be implemented, such as antivirus software and firewalls.

Information and data security in IT systems is characterized by three key aspects: confidentiality, integrity and availability

(CIA) [ , ]. These are known as the three CIA pillars of information and data security. Information of a confidential nature

should be protected from parties that are unauthorized to view it. This may be, for example, in the form of documentation

that contains sensitive information that could cause harm to a company should it be leaked into the wrong hands. The

integrity of information is a very important aspect that concerns the validity of the data. Should information be maliciously

manipulated without detection, it could be difficult to determine whether or not the information is actually legitimate. When

information loses its integrity, it can hide important detail that, if not interpreted as it should be, could have detrimental

consequences in a production environment. An example of such a case would be data containing the safety parameters of

an industrial plant’s processes that are manipulated, in order to represent a false indication of the actual states of the

processes to which control systems could erroneously react. Of course, no data would be useful without being available to
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the parties that need the data. Therefore, data should always be available to the intended parties without landing in the

hands of unauthorized individuals. It can thus be intuitively deduced that an effective IT security system requires a fine

balance between these three key aspects (confidentiality, integrity and availability), which can very easily be in conflict

with one another if not properly implemented.

2. Convergence of IT and OT

The introduction of low-cost devices that have Internet connectivity capability brought about a rapid evolution of a new

type of low-cost technology that offers endless application possibilities while presenting the ability to be controlled over the

Internet. This new movement of interconnecting devices over the Internet is known as the Internet of Things (IoT). Typical

examples of such IoT devices are office printers and home appliances that have Wi-Fi capability, and smart watches that

connect to the Internet to log data of people’s daily movements and activities.

As IoT technology became a well-established field, the scope of applications started expanding into the industrial sector.

With an increasing number of industrial devices that started to use the IP for communication, these devices started to

enter the IT network domain. This made it possible for OT equipment to be connected to an IT network router or switch

and be controlled over the Internet. The new approach of connecting OT equipment to the Internet gave rise to an

extension of the IoT called the Industrial Internet of Things (IIoT).

In the previous section the three CIA pillars of information and data security have been introduced. Introducing OT

equipment to the IT domain means extending these IT security aspects to the OT domain as well. However, it is

immediately apparent that the platforms upon which these three security aspects have to be implemented are very

different from one another. IT equipment is typically in the form of high-performance computers and servers that have a

huge amount of computing capability compared to more low-level OT embedded devices. Consequently, the security

measures implemented on IT equipment are not easily transferable to OT equipment in general, if at all in some cases

[ ]. This results in OT systems that are connected to the Internet without proper security measures in place, leaving these

systems open to hacking and being maliciously controlled.

Several attempts have been made in the past to merge IT security measures with OT systems, but the results showed

that this can often lead to an OT system malfunction, with devastating consequences. Such an example is the incident

when the United States’ National Aeronautics and Space Administration (NASA) explored the introduction of IT security

measures to the OT systems in their critical and supporting infrastructure [ ]. One of NASA’s large-scale engineering

temperature chambers, that uses an OT system to monitor and regulate the temperature inside the chamber

malfunctioned when the computer connected to it required a reboot after a security patch was installed. After the computer

rebooted, the temperature chamber’s control system stopped working, causing the temperature to rise steadily until it

caused a fire inside the chamber that completely destroyed spacecraft hardware that was undergoing tests. In addition to

the control system malfunction, the alarm mechanism of the temperature chamber also malfunctioned, resulting in the fire

only being detected hours later by one of the employees.

The NASA example of what could happen when OT systems fail owing to incompatible IT security measures illustrates the

devastating consequences this could have for any industry where such security measures are applied. This highlights

what is arguably the greatest challenge that is presented by converging IT and OT—how to implement proper security

measures that are 100% compatible with both IT and OT systems, without the disruption of any underlying processes. A

deeper look into the nature of this challenge reveals that one of the underlying differences between IT and OT systems is

the way in which the systems communicate with one another.

IT devices generally act as either servers or clients, with a one-way control authority between servers and clients that

makes use of protocols such as the hypertext transport protocol (HTTP) [ , ]. Conversely, OT devices commonly act as

both servers and clients, depending on various parameters within the larger-scale system of which they form a part. For

example, HTTP works well with networks using a one-way control authority between devices, but is not designed for the

unique nature of the control authority of which OT system networks make use. Although it is possible to implement HTTP

in OT system networks, it involves adapting its use to work in applications for which it is not specifically designed, which

presents its own unique set of challenges. Several new protocols have been designed to address this particular issue.

One example is the new International Organization for Standardization (ISO) protocol named message queuing telemetry

transport that makes use of a publish-subscribe mechanism, specifically designed to address the network

communications issue between IT and OT systems. Other such protocols are the extensible messaging and presence

protocol, advanced messaging queuing protocol and data distribution service [ , ].
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3. Cloud-Based Design

The advent of the Internet has had a huge impact on how engineering teams collaborate. The traditional “in-house” design

approach is rapidly being replaced by a new approach where engineers and technical personnel collaborate from all walks

of life all around the world. In an era where optimization and efficiency are keywords for all types of businesses, especially

for engineering design and manufacturing entities, it is increasingly becoming the norm for businesses to outsource

certain tasks. Global collaboration between technical teams leads to more innovative solutions to technical problems.

Because of the distances that sometimes separate these technical teams, it is often impractical for such teams to

regularly meet and share information in person at a particular location. Therefore, new and innovative ways need to be

used to share information effectively and to collaborate.

Many businesses are migrating to newer business models that make use of global mass collaboration. In other words,

certain tasks that require the skills of a specialist in a particular field are rather outsourced to such specialists, instead of

hiring an in-house specialist. Online sharing platforms such as GitHub and DropBox offer the ability to easily share

information associated with certain tasks [ , ]. In fact, it is becoming the norm for engineers and developers to use such

platforms to host and share entire projects with team members from around the world over the Internet. Such a

methodology to engineering design offers a number of advantages. For example, a project can be worked on around the

clock by design teams that are located in different time zones across the world. A 24-h period in a project’s timeframe can

essentially undergo three 8-h working days’ worth of design effort, essentially tripling the output per time unit available to

the project. Figure 3 below illustrates this concept.

Figure 3. Global collaboration on a project.

Although the concept of global collaboration between engineering teams offers distinct advantages over traditional

engineering design approaches, a few key issues are also faced that very quickly apply brakes to the momentum of such

a paradigm shift. One of the key issues in this regard is the protection of intellectual property. The moment that

confidential design information leaves the proverbial borders of a business, additional measures need to be implemented

to ensure the security and confidentiality of such information. The repercussions of inadequate security measures leading

to a leak of confidential information cannot be overstressed.

Should an unsuspecting business fall prey to a seasoned hacker that exploits security weaknesses in an online

collaboration platform that is not properly designed around sound security measures, the consequences could be life-

threatening. For example, the design of life support medical equipment can be altered in such a way that it would not

function correctly or even fail when in use. In fact, outsourcing manufacturing tasks to third parties exposes businesses to

similar threats that are well-known in the integrated circuit manufacturing industry. A particular example of such threats is

where logic gates are designed that do not entirely conform to specification, owing to obfuscation and lack of complete

design details that could contain critically important design information [ ].
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Another example is the design of an aircraft propeller blade in which weaknesses can be maliciously introduced into the

structural design, leading to possible catastrophic failure during flight, and thus endangering the lives of all the passengers

on board the aircraft. This has particularly been a growing concern since 3D printed fuel nozzles newly developed by

General Electric (GE) Aviation for use in jet engines received a US Federal Aviation Administration (FAA) certification. In

fact, the next-generation Leading Edge Aviation Propulsion (LEAP) jet engine developed by CFM International, which

contains 19 of these 3D printed fuel nozzles, has already undergone several flight tests. Such 3D printed fuel nozzles are

also being developed by GE Aviation for the huge new GE9X jet engine [ ]. The fact that companies such as GE Aviation

are already making use of 3D printing to manufacture aircraft parts is concrete testimony to the sheer disruptive

possibilities that 3D printing can offer, but also stresses the urgency of developing the required cyber-security measures in

the industrial manufacturing sector.

However, in a combined effort by researchers of the Ben-Gurion University of the Negev, the University of South Alabama

and the Singapore University of Technology [ ], an experiment was performed where the propeller blades for a remote-

controlled drone were designed and 3D printed with structural defects at critical points in the propeller blade construction

that would reduce the fatigue life of the propeller blades. After less than 2 min of flying time, the defective propeller blade

failed catastrophically during mid-flight tests, causing the drone to crash and effectively be destroyed. Regardless of the

fact that the propeller blade design was compromised, the research team performed the design compromise by means of

a full-cycle simulated cyber-physical attack that made use of security vulnerabilities that had been in the public domain for

a number of years already. In particular, the WinRAR ZIP file name spoofing vulnerability played a key role in delivering a

malicious file to trigger other exploits utilized in the attack [ ]. Needless to say, the research team succeeded in

illustrating how a relatively simple cyber-physical attack could lead to catastrophic and potentially deadly consequences.

This notion becomes extremely serious when it is viewed in the context of aircraft parts already being manufactured by

means of 3D printing.

With design companies increasingly outsourcing manufacturing tasks and sharing information via the cloud, it is therefore

clear that proper security measures are urgently required to make use of cloud-based design platforms safely.

4. Defining Industry 4.0 in Context

The previous sections have highlighted a new trend that is being increasingly observed in various industries. The fact that

various technological platforms are brought together to function in an entirely new fashion that neither of the platforms

were necessarily designed for, is what makes this new trend a paradigm shift and revolutionary.

Industry 4.0 involves the integration of various technologies, particularly IoT technologies, into existing technologies used

in the industrial manufacturing and production sectors [ , ]. The integration of these technologies enables new

possibilities in terms of manufacturing capabilities, industry productivity and efficiency. A key focus on the integration of

these technologies is the concept of industrial value creation [ , , ], to account for and react to various factors such

as market volatility, innovative problem solving, competitor influence and competition. As a result, new trends in problem

solving, collaboration and innovation start to emerge, such as global collaboration via the Internet to perform engineering

and design work between teams across the globe [ , ].

With increased process efficiency and productivity being key drivers in the Industry 4.0 movement, the business models

for industries and businesses will also be adapted to reap the maximum possible benefit [ ].

The large scale integration of technologies particularly involves the use of many sensors within a manufacturing or

production environment. The constant analysis of data from these sensors to monitor the states of the equipment and

processes involves the transmission of large amounts of data between systems, also known as “big data”. Big data from

these sensors can also be used to perform predictive maintenance of systems, improve system reliability and risk

management [ , ].

Another definition for Industry 4.0 is the “real-time, intelligent, horizontal, and vertical networking of people, machines,

objects, and information and communication systems with the aim of dynamically controlling complex systems” [ , ].

Although this definition can be considered rather broad in scope, it essentially captures the thought of the interaction

between humans and machines. Furthermore, with the Internet at the heart of the Industry 4.0 movement, there is

essentially a bridging between the virtual world and the real world [ ].

Although there is a reference of interaction between humans and machines, there is also concern about the social and

ethical impact that Industry 4.0 keeps in store. With industrial environments becoming increasingly automated, there is a

very real possibility that jobs in the industrial manufacturing and production sectors will evolve into jobs with a focus more

towards roles such as maintenance and production management instead of manual labor. This would mainly be due to
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machines that could perform hard-labor tasks at a scale that is not possible to be sustained by humans. This forms part of

what is referred to as the “Triple Bottom Line” [ , ] that considers the sustainability of industries and businesses in the

context of the associated economic, environmental and social impacts. However, the consideration of these aspects is

beyond the scope of this article.

The adoption of new technologies always includes some measure of uncertainty and unknown aspects that are

discovered as the adoption thereof progresses. This is particularly true for technologies where the Internet forms a key

part of this technological interconnection, essentially exposing the technologies to the outside world, and within anyone’s

reach in terms of digital interconnectivity. As such, there are a number of security risks that must be considered to ensure

that the integration and ultimate use of these technologies can be done in a secure manner. This article focuses on

building a train of thought to identify such risks, and possible solutions to address these risks.

The publication can be found here: https://www.mdpi.com/2076-3417/9/23/5105/htm
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