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Maritime transportation plays a critical role for many Arab countries and their food security and has evolved into a complex
system that involves a plethora of supply chain stakeholders spread around the globe. This inherent complexity brings huge
security challenges, including cargo loss and high burdens in cargo document inspection. The emerging blockchain
technology provides a promising tool to build a unified maritime cargo tracking system critical for cargo security. This is
because blockchains are a tamper-proof distributed ledger technology that can store and track data in a secure and

transparent manner.

blockchain technology food certifications digitized food logistics distributed ledger technology

food security food supply chain food certificate authentication

| 1. Introduction

Food certifications are an important part of the international food trade and are necessary to guarantee the quality, safety and
sustainability of food products as they move through the supply chain. These certifications, which give customers and
businesses assurance in the goods they purchase, help the global food trade function smoothly. The role of the national
government in food security is indispensable to the healthy living and prosperity of a nation. This role is understated and often
considered irrelevant to investing in technology infrastructure. Every neoteric food policy presupposes a robust and versatile
technology infrastructure. This facility is then utilized in unveiling, surveilling and evaluating the efficiency and sufficiency of
the policy. The Nordic countries (Denmark, Finland, Norway and Sweden) I and some European nations (Luxembourg,
Germany and Estonia) have governments that are recognized for their extensive adoption of technology in national food
security governance. For example, as part of its strategic relationship with the World Food Program, the Luxembourg
Government seeks to bolster progress toward Zero Hunger by adopting a common UN blockchain system, which will steer
programs that engage the effectiveness of cash-based interventions (CBIs) and leverage food traceability &. Another
illustrative instance is the visionary roadmap of the Ministry of Rural Affairs and the Ministry of Enterprise and Innovation in
Sweden that aims to invest in technology to foster food system collaboration, empowering farmers and ameliorating
knowledge management within different stakeholders of the food system [EI[4],

As shown in Figure 1, the digitization of the global food trade is playing a bigger role in the development of world economies
and comes with many advantages. The process can be made more productive, swifter and transparent while also improving
the traceability and security of food products by utilizing digital platforms and technologies, like the blockchain. From farmers
and producers to traders and consumers, this will be advantageous to all parties involved in the food trade process. A more
sustainable and dependable food trade system will be possible for everyone if blockchain technology is used to increase the

transparency, security and efficiency of the food trade.
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Figure 1. Digitization of trade certificates in the food system.

The following are some of the major advantages of blockchain technology-based certification traceability in the blockchain:

» Risk mitigation. By offering a safe and impenetrable method to track and confirm the authenticity of food products as they
move through the supply chain, blockchain technology can help reduce the risk associated with file signing and document
traceability in the food system. A blockchain-based system can verify that documents and files related to a food product
that have not been tampered with by using digital signatures. Additionally, by recording all transactions and changes to a
product’s status on the blockchain, it is possible to trace the product's path from farm to consumer. Additionally, the
blockchain can offer a secure, decentralized method for various actors in the food supply chain to share and access
information about a product. This can help to increase transparency and trust between supply chain participants.

» Dramatically reduces transaction costs and time. Instead of relying on a centralized authority or middleman, a blockchain-
based system enables a decentralized network of participants to access and share information about a food product. This
can lower the price of using intermediaries and lessen the need for coordination and communication among various supply

chain participants.

« Improved asset authenticity verification. Blockchain technology can offer a transparent and unchangeable record of a food
product’s entire supply chain journey. This may lessen the requirement for costly and time-consuming inspections and
audits. Blockchains are an amalgamation of four security features: hash functions, public—private key encryption,

consensus algorithms and smart contracts.

« Decreased fraud and compliance costs. A blockchain-based system can use digital signatures to guarantee that
documents and files related to a food product have not been tampered with, which can help identify and stop fraudulent
activities. A tamper-proof record of all transactions and modifications to a food product’s status is produced by blockchain
technology. This can aid in the detection and prevention of dishonest practices like the falsification of documents or the

mislabeling of goods.

« New financing opportunities. Through the use of various techniques like smart contracts, tokenization, supply chain
finance, trade finance, crowdfunding and automation, blockchain technology can provide new financing opportunities in the
contemporary supply chain. By automating the payment process, these methods can increase supply chain efficiency and
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financing opportunities while reducing intermediaries and financing costs. They can also improve access to capital for
SMEs and provide new ways to raise capital and create liquidity.

» Decreased risk and increased document trade facilities. Systems for tracking food products as they move through the
supply chain that are based on blockchain technology may offer a more precise and effective method. As a result, product
recall costs can be decreased and problem detection and resolution times can be sped up. Blockchain-based systems can
offer an unambiguous and auditable record of every transaction, which can help to ensure compliance with legal

requirements and cut down on the expense of compliance audits.

« Simple, secure data sharing between institutions. The supply chain can be made more efficient overall if blockchain
technology is used to enable real-time access to the same information by multiple parties. This can help with coordination
and cut down on errors. A key component of blockchain technology is consensus algorithms. They are used to make sure
that new transactions are valid and that everyone in a blockchain network agrees on the ledger’s current state.

Role of Certifications in the Food System

Many of the manual procedures involved in the global food trade, like tracking and documentation, can be automated by using
digital platforms and technologies . International public and private players could have access to a wide variety of food
product certifications, which helps to ensure food security for populations around the world; blockchain integration into
international food trade is an essential sector for world economies. However, the conventional method of conducting
international food trade is frequently slow, laborious and prone to mistakes, which can cause delays and increased costs. The
need for the digitization of the global food trade is expanding in order to address these problems. The increased efficiency
and speed of the process are some of the main advantages of digitizing international food trade. The time and expenses
involved in the global food trade may be reduced as a result, making it more convenient and affordable for all parties involved.

The increased transparency and traceability of food products are other significant advantages of digitizing international food
trade. A tamper-proof and immutable record of food products’ movement through the supply chain can be made using
blockchain technology. As well as assisting in locating any potential issues or problems, this can help build trust and
confidence in the food products being traded. One of the main technologies being used to digitize the global food trade is
blockchain technology. A tamper-proof and immutable record can be created using the decentralized and distributed ledger
technology known as the blockchain, as shown in Figure 2. This makes it ideal for use in supply chain management since it
enables the creation of a transparent and auditable record of food products as they move through the supply chain.
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Figure 2. Present system versus proposed system: (Left) Present information sharing system without blockchain technology
(Right) Proposed system with the adoption of blockchain technology.
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2. Blockchain-Based Certificate Authentication for International
Food Trade

A glance at both the scientific and general literature available on blockchain-based digital record-keeping will provide weighty
insights into how BCT will revolutionize different industries.

“The blockchain innovation really allows us to take everything where there’s record keeping, everything where there’s trust
around record keeping, and it allows us to make that digital, immutable, permanent, and global.” [&

- Jeremy Allaire

The notion of storing data in a read-only format in a distributed chain of blocks (nodes) has been around for quite some time.
However, it was not until Nakamoto [ that an actual application for recording decentralized financial transactions was made
possible. Blockchains were initially seen as an alternative to financial transactions and were quickly associated with protocols
such as Bitcoins, Ethereum & and Ripple &, Generally speaking, a blockchain is an electronic database that stores data
digitally and is mainly used to securely record transactions using established protocols.

2.1. Types of Blockchain Networks

Depending on how data are stored and distributed, and who is given access to the network, blockchain networks can be

classified generally into permissionless and permissioned blockchains.

As shown in Figure 3, one can further classify distributed ledger networks into the following:

Public Hybrid Consortium Private
Blockchains Blockchains Blockchains Blockchains

Figure 3. Types of blockchain networks.

2.1.1. Permissionless Blockchains

A permissionless blockchain is a decentralized ledger that is open to the public. The vast majority of cryptocurrencies,
including Bitcoin, are powered by permissionless blockchain networks. Here are the key characteristics of permissionless
blockchains.

2.1.2. Public Blockchains

The most common type of permissionless blockchain is a public blockchain. The read and write privileges are entirely
unconstrained on a public blockchain 2%, The same rules that govern permissioned blockchains apply to writers. The
network’s users are all anonymous. Nonetheless, some form of identity management is required when authors are given the
option to remain anonymous. If not, it would be conceivable for a tiny business to impersonate a large one, giving it the ability
to contribute blocks more frequently than others and, as a result, significant control over which chain of transactions is
recognized as legitimate 1. “Syhil attacks” are this kind of assault. In order to write on the ledger, writers are typically
required to first demonstrate that they have completed a computationally challenging assignment. The majority of the most
important cryptocurrency blockchains, including those for Bitcoin, Ethereum and Litecoin, employ this technique.
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2.1.3. Permissioned Blockchains

A blockchain that has been given “permission” only allows a specific entity or group of entities to write to it 12. These
organizations are the only ones allowed to propagate and validate transactions, and they also control the blockchain’s rules.
The read privilege may be made available to the general public or could be partially kept secret. Here again, expensive
identity management is not required because the permitted writers alternately add blocks to the chain in accordance with a
predetermined algorithm. As in a private blockchain, writers on a permissioned blockchain are chastised by readers, but they
are also disciplined by other writers.

2.1.4. Private Blockchains

On a private blockchain, the contents of the ledger are entirely under the control of one central authority. In other words, there
is just one author. The general public, the entity’s clients or a regulator might be the readers in this case. Also, different groups
may have various read access on the ledger. A private blockchain does not require identity management because only one
entity is allowed to write to the ledger. The system operates similarly to a privately maintained database that grants outsiders
read privileges because there are no computational costs. Private blockchains are ideal for sandbox environments; however,
they are not viable for enterprise or business solutions.

2.1.5. Consortium Blockchains

A consortium blockchain’s main goal is to increase cooperation in order to tackle an industry’s ongoing difficulties. Consortia
blockchains can be used by groups with shared objectives to restructure workflow, transparency and responsibility 3, The
consortium blockchain has a known and verified number of participants. They undertake authentication, which lowers the
possibility of data threats. Nodes that go against the established protocols are promptly detected and punished. The
consortium blockchain makes additional vulnerabilities like SQL injection, DDoS and “man in the middle” unimportant. The
governance model states that a contract is frequently made by a relatively small number of nodes. Because it is less difficult
to reach, this kind of consensus is more common. These factors have an immediate impact on transactional outputs, resulting
in quick processes and enhanced scalability. Thus, mutual consensus is easier to obtain and, therefore, the blockchain does

not consume much power.

2.1.6. Hybrid Blockchains

A hybrid blockchain is a special kind of blockchain technology that combines elements of both private and public blockchains
or aims to use the best features of both types of blockchains. As highlighted by 24, with a hybrid blockchain, businesses may
create both a private, permission-based system and a public, permission-less system, giving them control over which data will
be made public and who has access to them. A hybrid blockchain generates more scalability than a public blockchain network
and allows for quick and inexpensive transactions.

2.2. Major Features of Blockchain Technology

Blockchain technology has four highlight features that set it apart from other ledger systems (centralized). These are
provenance, finality, immutability and algorithmic consensus. Provenance refers to a full record of every transaction involving
the assets that were made and stored on the blockchain. Finality, on the other hand, this means that once a transaction is
committed to the blockchain, it is considered "final” and can no longer be “rolled back” or undone. Thirdly, a transaction cannot
be altered, deleted or have transactions added before it after it has been recorded on the blockchain. This property is referred
to as the immutability of blockchains. This feature allows the user to audit records without fear of human errors. Lastly,
consensus refers to the procedure of selecting new transactions, distributing them to network users and creating a common

agreement on the history of transactions.
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2.3. Blockchain and Food Supply Chains

The food supply chain is a complex system with many nuances and intricate processes. On the whole, the food system is one
of the most technologically redundant systems in the world. The major difficulties in an agri-food supply chain include a lack of
mechanization, inadequate management, inaccurate information and ineffective supply chains. There is a wide body of
research that suggests blockchains ought to be integrated with the food supply chains to make them more transparent,
traceable and trustworthy (1211261

Ref. 1 dives into the different pillars of food security and how blockchains can play a valuable role in the technology
infrastructure of food security in a holistic sense. They also discussed the organizational, economic and management aspects

of blockchain technology adoption.

As of April 2019, more than 80 brands were participating in the IBM Food Trust network, including Walmart, Kroger, Driscoll’s,
Nestlé and others 18], Other examples include the food-tracing system introduced by Chinese retail giant Alibaba in April 2018
to provide end-to-end supply chain traceability for imported goods. This consortium, called the Food Trust Framework,
includes Fonterra, New Zealand Post, Blackmores and Australia Post and aims to fight food fraud and win consumer trust in
the process 9. Some of the major decentralized protocols that have use cases in the food sector are the Ethereum, IOTA
and Ambrosus networks. IOTA (2016) 2% is a distributed ledger technology (DLT) that uses a unique consensus mechanism
called the Tangle. The Tangle is a directed acyclic graph (DAG) that allows for transactions to be confirmed without the need
for miners or fees. This makes IOTA ideal for use in applications where high throughput and low cost are essential, such as
the food supply chain. Provenance, Connecting Food, FreshFarm, InFoodChain and Farm2Kitchen are some of the
companies that use IOTA in their food supply chains. Bext350 uses a permission blockchain protocol called Stellar 22 that
can aid in higher transactions per second. The Ambrosus protocol (2017) 22 works by creating a shared ledger of food
provenance data using loT sensor (hardware-in-place technique) data sharing. These data include information such as the
origin of the food, the date and time of production, the location of each step in the supply chain and the temperature and

humidity conditions at each step.

One of the many innovations introduced or amalgamated in blockchains is the smart contract. Smart contracts are codes that
are executed when a condition is triggered (such as ownership change, location change, timing or crossing a value threshold).
Although Bitcoin is a smart contract by definition, the idea of smart contracts for various other applications was popularized by
the Ethereum Blockchain framework. These “if-else” conditions are triggered by data or events that are stored in “oracles”,
which are non-blockchain sources of digital information, converting outside occurrences into information that can be accessed
by smart contracts (23],

2.4. Tokenization of Assets

It is vital to discuss the future direction of food supply chains and their corresponding activities, namely asset tokenization.
Long before blockchains, digital tokens were increasingly being used to protect sensitive information, such as personal
identifiable information (PIl), email addresses and account numbers. This is because tokenization significantly reduces the
risk of data breaches 24, When sensitive data are tokenized, they are replaced with a unique identifier or token. This token
has no intrinsic value and cannot be used to access the original data. Tokenization has a number of benefits: It can help to
protect sensitive data from unauthorized access, use or disclosure. It can make it more difficult for cybercriminals to steal or
misuse sensitive data. It can help to comply with data protection regulations. The agri-food business is one area where
tokenization has the potential to be used to great effect. Tokens can be used to track the movement of food products
throughout the supply chain, ensuring that they are safe and traceable. Tokens can also be used to create more personalized
and customized food products, based on the individual needs of consumers. In the healthcare industry, tokens are being used
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to protect patient records. In the financial industry, tokens are being used to protect credit card numbers and other financial
information. In the retail industry, tokens are being used to protect customer data.

In the government sector, tokens are being used to protect classified information. Tokenization is a promising technology that
has the potential to significantly improve the security of sensitive information. As the use of tokens continues to grow, it is
expected to see even more innovative ways to use them to protect data. Tokenization is used to safeguard sensitive data
while still allowing them to be used for commercial purposes. This differs from encryption, which involves modifying and
storing sensitive data in ways that prevent them from being used for business objectives 2. A properly constructed and
executed cloud tokenization platform can avoid the exposure of sensitive data, preventing attackers from obtaining any type of
usable information whether financial or personal. The important word here is "useful information." Tokenization is not a
security mechanism that prevents hackers from breaking into your networks and systems. Instead, it represents a data-centric
security approach based on "zero trust" concepts 28,
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