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Cybersecurity culture, encompassing organizational and individual levels, shapes an organization's values, behaviors, and
practices. Its core objective is to protect information technology (IT) assets, sensitive data, and technology infrastructures
against cyber threats and reduce IT risks in today's digital-centric business landscape. In today’s technology-centric business
environment, where organizations encounter numerous cyber threats, effective IT risk management is crucial. An objective
risk assessment—based on information relating to business requirements, human elements, and the security culture within an
organisation—can provide a sound basis for informed decision making, effective risk prioritisation, and the implementation of
suitable security measures. Asset valuation with enhanced objectivity should be considered in an established security culture.
Therefore, mitigating subjectivity in IT risk assessments diminishes personal biases and presumptions to provide a more
transparent and accurate understanding of the real risks involved and enhances cybersecurity culture.

risk assessment asset value information security risk management objective risk assessment

segregation of duties security culture framework cybersecurity culture cybersecurity culture framework

| 1. Concepts and Methods: Risk Assesment

Both quantitative and qualitative techniques can be used to assess risk, but many companies lack access to the accurate
financial data that are required to use quantitative methods to assess IT asset values. The factor analysis of information risk
(FAIR) methodology, for example, helps organisations assess their exposure to cyber risk and quantify it in financial terms.
Users are required to feed key data into FAIR’s mathematical algorithms, which then “calculate and quantify cyber-risk in
terms of probable financial losses” & (para. 4). However, the required data input for quantitative assessments—for example,
measures such as single loss expectancy, annualised rate of occurrence, and annualised loss expectancy—may not be
readily available 2, and other limitations include complexity, limited scope, subjectivity, lack of standardisation, and cost [,
Many organisations therefore often pursue a qualitative risk evaluation by assigning values to IT assets, including corporate
information, which is one of the most important assets of an organisation 4. This has been highlighted by the data breaches
and attacks suffered by many organisations in recent years ¥, and information security management is being increasingly
viewed as an important tool in ensuring organisational continuity €121,

Risk analysis is an essential component of an information security management system (ISMS) that involves identifying
assets, threats, and vulnerabilities as well as an assessment of the likelihood of those threats and vulnerabilities occurring.
Such risks can be conceptualised as anything that may compromise the confidentiality, integrity, and/or availability of
information. Risk management is the process of identifying the factors that lead to such risks and how to mitigate them.
CORAS is one of the most cited methodologies in this context 8. CORAS offers a specialised approach for performing
security risk assessments. It includes a tailored language designed for modelling threats and risks, accompanied by
comprehensive guidelines. These guidelines detail how to effectively utilise this language for capturing and modelling
pertinent information throughout the different phases of the security analysis process 2. However, qualitative risk assessment
involves subjective prioritisation that may lead to inappropriate asset valuations that underpin important decisions regarding
information security management.

Risk assessment can be conducted in two ways: scenario-based or asset-based assessment. Scenario-based assessment
deals more with the circumstances of the threat (19, but Nost et al. L2 (para. 6) note that “modern vulnerability prioritization
practices require an asset-centric approach, which is vital to identifying and remediating an organization’s biggest vulnerability
risks. Unfortunately, organizations are still not taking advantage of asset data to contextualise vulnerability risk, as they lack
context to calculate vulnerability risk.” Asset-based assessment focuses on the relevant assets (the information, systems,
hardware, and associated infrastructure, etc.), using threat and vulnerability measures to calculate the risk 1121 vulnerabilities
are the weaknesses in corporate software and applications, as well as shortcomings in hardware and infrastructure, which
may allow attackers to exploit these vulnerabilities and thereby access and harm the company systems themselves. A threat
is the potential of an attacker being able to exploit a vulnerability.

| 2. Asset Valuation in Risk Assessment
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Although there are numerous studies on risk assessment in the literature, only a few focus on determining asset value. Loloei
et al. 131 for example, describe a process for business asset valuation that begins with quantifying tangible and intangible
assets, which are then converted into qualitative assessments. Subsequently, business process criteria are evaluated in
relation to the assets, resulting in the final qualitative valuation of the assets. Tatar and Karabacak 14! introduced a two-step
asset valuation technique. The first step involves a top-down approach to identify assets, while the second step employs a
bottom-up approach for asset valuation. This method categorises assets into three types—hardware, software, and
information—and determines their values based on criteria related to confidentiality, integrity, and availability. Kassa and Cisa
[15] introduced a strategy to assess and manage information system assets, emphasizing their confidentiality, integrity, and
availability (CIA). They outline a method to identify, record, and sort these assets according to their CIA security objectives
and the importance of the data they handle or transfer. Ruan (18] offers a modern approach to evaluating digital assets and
managing cyber risks. It diverges from traditional methods by focusing on economic modelling for digital assets. Ekstedt et al.
L7 introduce an asset modelling technique for identifying vulnerabilites and potential cyberattack targets within an
organisation’s IT infrastructure. Few studies, however, calculate asset values by considering both the human factors and
business perspectives, while also taking into account traditional approaches to achieve a more accurate risk assessment.

| 3. Third-Party and Supply Chain Cybersecurity

Third-party and supply chain cybersecurity risks are closely related but have distinct characteristics, and understanding the
nuances between them is important for effective risk management. Third-party security risks can be mitigated using
contractual agreements and access control countermeasures. However, managing supply chain risks often involves ensuring
the security of products and services throughout their lifecycle, from design to disposal, which is difficult to control. It includes
vetting suppliers’ cybersecurity practices, monitoring for threats across the supply chain, and planning for continuity in case of

disruptions. Supply chain cybersecurity is now a crucial consideration for organisations across various sizes and industries
[18]

In addressing the challenge of assessing security practices in large organisations, particularly when integrating third-party
services, Edwards et al. 29 highlighted the limitations of traditional risk assessment methods like audits and questionnaires.
These conventional approaches often fail to capture the dynamic nature of third-party security risks, which are exacerbated by
the integration of external services involving the sharing of sensitive data and extensive network integration. Their study
proposed an innovative approach using external measurements to construct per-organisational “risk vectors”, offering a more
objective, quantitative, and non-invasive method of assessing these risks. This approach is particularly pertinent in the
modern business landscape, where third-party collaborations are common and can inadvertently introduce vulnerabilities,

underscoring the need for more effective risk assessment methodologies in organisational security management.

In the realm of cloud computing, the identification and management of third-party security risks are of paramount importance,
as highlighted by Youssef [29. The outsourcing of sensitive data to third-party providers in cloud environments introduces a
complex array of security risks. This complexity is compounded by the diverse and numerous security controls inherent in
cloud models. Despite the implementation of robust security measures, organisations continue to face challenges in
establishing trust in cloud computing, largely attributable to the uncertainty regarding the consequences of these security
risks. Traditional risk management frameworks often fail to adequately address the impact of cloud security risks on an
organisation’s business objectives. Consequently, a focused approach towards identifying and mitigating third-party security
risks is crucial for aligning cloud security strategies with organisational goals and objectives.

The research conducted by Dennig et al. 2 on open-source software vulnerabilities in large organisations underscores a
broader concept in cybersecurity: the significance of identifying third-party security risks. This research reveals how
vulnerabilities in external software components, often integrated into larger systems, pose substantial risks. It highlights the
complexity and challenges in effectively detecting and managing these external vulnerabilities. This insight reflects a critical
aspect of modern cybersecurity: the need for vigilant assessment and mitigation strategies for third-party security risks,

emphasizing their potential impact on the overall security posture of organisations.

Goyal et al. 22 discuss leveraging machine learning to manage risks in complex engagements. They underline the
importance of identifying third-party security risks in project management and propose machine learning as a tool to analyse
past project data for risk identification. This approach addresses the challenge of managing risks in large organisations where
different units often work in silos, thereby emphasizing the significance of a holistic and informed approach to third-party risk
management. Hu et al. (23 highlight the criticality of understanding third-party security risks in digital supply chains. Through a
data-driven approach, their study reveals how attributes of digital supply chains are significant predictors of enterprise cyber
risk, emphasising the necessity for organisations to augment traditional internal cybersecurity assessments with external
supply chain insights and highlighting the potential for third-party connections to amplify cyber risks.
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In a similar vein, Khani et al. 24 emphasise the crucial role of identifying and mitigating third-party security risks in the realm
of web services. In today’s interconnected digital environment, organisations increasingly rely on web services to integrate
diverse functionalities and create composite services. This integration, while beneficial, introduces significant security
vulnerabilities, particularly when involving third-party services. The authors put forward a proactive approach in selecting third-
party web services, where the evaluation of potential security vulnerabilities is as critical as assessing performance. They
propose the adoption of intrusion-tolerant composite web services tailored to specific functionalities, ensuring that third-party
services are not only efficient but also secure. By employing penetration testing tools to assess these vulnerabilities,
organisations can significantly reduce the risk of security breaches. Their research highlights the importance of a security-first
approach in the selection and integration of third-party web services, underlining the need for rigorous security assessments
to safeguard organisational assets and data.

The supply chain has rapidly evolved in the digital era, incorporating digital and electronic technologies throughout its entire
end-to-end process 25, Eyadema [28 investigated cyber threats to the supply chain, encompassing digital transformation,
computer electronics, software updates, and network firmware applications. Cyber supply chain attacks were identified across
the software development life cycle, the end-to-end electronic chip manufacturing life cycle, and supply chain management
software. The results highlighted challenges within the supply chain, such as intricate IT/OT operations, the update paradox,
delays in legacy system updates, the absence of integrated security solutions, and inadequate hardware/software network
monitoring tools. Marcu and Hommel 22 explored the intricacies of fault management in the context of IT services outsourced
to external providers. They emphasised the challenges arising from the division of services among multiple providers, each
responsible for distinct aspects of service implementation, operation, and maintenance. The research highlights the critical
need for effective inter-organisational fault management to address the complexities and autonomy inherent in multi-domain
environments typical of outsourced IT services. The study underscores the importance of a robust fault management system
at the system layer, essential for maintaining service quality and reliability in distributed service delivery settings. This
research offers valuable insights for organisations relying on outsourced IT services.

| 4. Cyber Security Culture Framework and IT Governance

Asset valuation can reflect a range of differing issues, including the environment the business is operating in and the
personnel responsible for doing the assessment. The segregation of duties approach engenders an objective assessment of
IT asset values. This should be an element of the cyber security culture framework (CSCF), and an extended cyber security
framework based on Georgiadou et al. 28 (p. 3) is presented as shown in Figure 1. The CSCF combines both “external”
human factors and “internal” individual notions, at two levels: the organisational level and the individual level. The
organisational level encompasses factors related to an organisation’s security infrastructure, operations, policies, and
procedures. The individual level focuses on the attributes and characteristics of employees that directly impact their security
attitudes and behaviours. Each level is further divided into different dimensions. The framework thus distinguishes between
the organisational and individual levels, each consisting of multiple dimensions that collectively contribute to a comprehensive

understanding and evaluation of an organisation’s security culture.

Information security is also closely related to IT governance. The COBIT (Control Objectives for Information and Related
Technologies) framework, which was created in 1996 by the Information Systems Audit and Control Association (ISACA),
aims to ensure that IT investments and activities align with strategic objectives. COBIT 2019 29 is the latest version of the
framework and was used in this research. It involves establishing decision-making structures, defining accountability, and
setting policies and guidelines for managing IT resources and risks. It provides guidelines and best practices for organisations
to ensure effective control and governance over their IT processes and mitigate IT-related risks. The need to adhere to these
practices has led to the development of various software applications under the umbrella term “Governance, Risk and
Compliance” (GRC). This is portrayed as a structured way to align IT with business goals while managing risks and meeting
all industry and government regulations. It includes tools and processes to unify an organisation’s governance and risk
management with its technological innovation and adoption. It is emerging as a new software system produced by niche
players such as OneTrust B9 and Archer 1], or as a module within ERP systems like SAP 32 and Oracle 231,

A risk assessment of IT assets will normally entail the identification of vulnerabilities, threats, and asset values. As noted
above, UML can provide a useful communications medium for stakeholders to discuss and collaborate effectively during risk
assessment. The CORAS model-based method, noted above &, was one of the first methods for conducting security
analyses that adopted a graphical or model-based approach 241,
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Figure 1. An Extended Cyber Security Culture Framework based on Georgiadou et al. 28!

5. Information Security Regulations, Legislation, and International
Standards

In the USA, the new regulatory and compliance objectives issued by the Cybersecurity and Infrastructure Security Agency in
2022 331 put renewed emphasis on the importance of effective asset inventory and vulnerability management. Indeed,
vulnerability management is increasingly seen as an essential strategic necessity and was recently defined by cybersecurity
company Rapid7 28 as “the process of identifying, evaluating, treating, and reporting security vulnerabilities in business
processes, web applications, and systems (as well as the software that runs on them)”. The company also notes that “this
process needs to be performed continuously in order to keep up with new systems being added to networks, changes made
to systems and applications, and newly discovered vulnerabilities over time” (p. 3).

In Europe, EU member states have recently revised the 2016 Network and Information Systems (NIS) Directive in response to
several widely publicised and damaging cyberattacks. The NIS2 Directive 27 strengthens security requirements, and member
states have until October 2024 to comply; it obliges companies to routinely evaluate cybersecurity risks, set up protocols for
managing incidents, apply necessary technical and organisational safeguards, establish continuity strategies for business
operations, and fortify the security of their supply chains. These directives are designed to proactively handle cybersecurity
threats, efficiently manage cyber incidents, lower the chances of cyberattacks and information breaches, and guarantee the
resilience of operations and the security of the supply chain. To “identify, assess and address your risks” is a recommended
first step in achieving compliance 28 (p. 8). Further, the Digital Operational Resilience Act (DORA) 29 is a European Union
regulation that came into effect on 16 January 2023 and is set to be fully implemented by 17 January 2025. Its primary
objective is to strengthen cybersecurity measures in financial institutions, including banks and insurance companies. DORA
requires these entities to institute a comprehensive ICT risk management framework to safeguard against various threats,
such as unauthorised access. The management of these institutions is responsible for actively overseeing and updating this
framework. The overarching aim is to guarantee robust digital resilience and reduce ICT-related risks within the financial
sector. However, the DORA regulations do not offer any solution to the subjectivity issue related with the risk.

Of the international standards relating to risk management, international standard ISO 27001 2 requires organisations to
demonstrate their ability to manage various aspects of information security risk to attain the 1SO certification. This involves
providing evidence of managing information security risks, implementing actions to mitigate these risks, and applying suitable
controls. Risk assessments are essential for compliance with 1ISO 27001 standards. While 1ISO 27001 does not provide a
specific risk assessment methodology, ISO 27005 1 offers detailed guidance on information security risk management,
including the importance of accurately assessing and evaluating assets. ISO 27005 also guides organisations in identifying,
assessing, evaluating, and addressing security vulnerabilities. While it does not specify a method to calculate an asset’s
value, 1ISO 27005 underscores the importance of correctly understanding and evaluating assets in risk management. It also
acknowledges that risk assessments can be subjective, with uncertainties stemming from the evaluator’s judgments.
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ISO 27001 is also aligned with another international standard, 1SO 31000 42, which provides guidelines on how to organise
risk management in organisations. ISO 31000 defines risk as the impact of uncertainty on objectives. This definition highlights
that risk involves the potential for unpredictable events or conditions that affect the achievement of specific goals. It is not
focused solely on information security risks, but rather can be applied to a wider range of business risk scenarios. Kosutic 43!
has examined the relationship between the two standards and suggested a model demonstrating the overlap of some of the
main areas of risk in organisations (Figure 2). Here, reseaerchers are concerned with information security risk, which
encompasses all of cybersecurity and a part of information technology.

Figure 2. Information security risk and related risk areas. Source: Kosutic 431,
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