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User adoption and usage of end-to-end encryption tools is an ongoing research topic. A subset of such tools allows users to

encrypt confidential emails, as well as manage their access control using features such as the expiration time, disabling

forwarding, persistent protection, and watermarking. 

access control  confidential emails  email security tool

1. Introduction

Sharing of confidential information via email and text has become an ingrained aspect of day-to-day life due to the ease of

access and availability of high-speed internet, computers, and smartphones. A recent survey demonstrated that 70% of emails

contain sensitive information . However, although standard email, by default, is not end-to-end encrypted with tools such as

PGP and S/MIME, people still use it to share their personal information without any extra protections. This was shown by a

recent study that analyzed 81 million sent email messages and found that only about 0.06% of them were encrypted .

People are more concerned about data leaks from recipients’ devices rather than data during transit .

2. Virtru

Virtru is an end-to-end encryption platform that encrypts Gmail messages, attachments, and files stored on Google Drive,

including Google Docs, Google Sheets, and Google Slides . Virtru’s simple Chrome extension keeps emails and files secure

in Google Workspace, preventing Google and unauthorized parties from accessing information. Recipients can read a Virtru

encrypted email without Virtru installed. Virtru uses a secure reader platform that allows users to access it right in their web

browser by clicking on the Unlock Message button in their Virtru secure email. Upon verifying that they are an authorized

recipient of that email or file, they can read and reply to the secure email directly from their browser.

In addition to encrypting messages and attachments, the security options of Virtru (see Figure 1) allow users to perform the

following tasks:

Add persistent file protection (PFP) to the encrypted file: This feature restricts access to only authorized users, even if it is

shared or downloaded. New (unauthorized) users are allowed to request access to a file, and they will be forced to

authenticate in their web browser prior to seeing the secure file in Virtru’s Secure Reader. If someone requests access to a

file that a user owns, then the recipient will receive an email notification from Virtru. Unauthorized users will not be granted

access.

Set an expiration date for an encrypted email or file: Users can restrict access after a particular point in time. If a recipient

tries to access the content after its expiration, then they will receive a prompt indicating their access has expired.

Expiration can also be managed after an email has been sent.

Disable forwarding: This ensures that the recipients can access the encrypted content but will stop any additional users

from gaining access to the message. If the original recipient sends the email to a new party, then the new user will not be

added as an authorized user and will not be able to unlock the message.

Add watermarking to a secure file: Recipients will only have access to content inside the Secure Reader, and their email

addresses will be watermarked across the document. This feature prevents the recipient from downloading the file and

keeping a local copy.

Revoke (or reauthorize) access: Virtru even allows the sender to revoke access to specific recipients granularly at any

time. If recipient access is revoked, then users will receive a prompt indicating their access has been removed.
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Figure 1. Virtru’s email composition window along with its message security options.

Various universities and companies in the US utilize Virtru , allowing them to add an extra layer of security to their email

messages. While Virtru works for a few email providers, it does not work with all web applications . Furthermore, Virtru’s

private keys are associated with each device, and thus they cannot be used across devices. It also relies on a centralized

server to verify that users own their respective email addresses and deliver private keys . However, it uses a distributed

architecture for unique symmetric key generation for each email . By keeping content and encryption keys separate, only

authorized parties are able to access unencrypted content, making it impossible for Virtru to decrypt user content . In this

way, data are kept private, even from Google or unauthorized parties. Although Virtru provides email transmission security, it

does not protect against email accounts becoming compromised . Therefore, Virtru offers secure encryption alternatives to

portal-based encryption technologies. With these technologies, data can be encrypted, but this necessitates the use of

separate systems by the recipient and the user . This set-up may grant vendors access to their data, potentially introducing

the risk of data breaches.

3. Comparison of Popular Email Security Tools

This section contrasts 6 popular email security tools, namely Private WebMail (Pwm), Tutanota, PGP (Mailvelope),

ProtonMail, Gmail Confidential Mode (GCM), and Virtru. These tools can either be integrated with the major email service

providers (Gmail, Outlook, Yahoo, etc.) or need a separate website or tool from where the encrypted email should be

composed, sent, and received. Most of these tools provide end-to-end email encryption or other forms of access control.

Virtru provides both integration with email service providers and end-to-end encryption, as well as additional forms of access

control such as setting an email expiration date and time. Table 1 summarizes this comparison.

Table 1. Comparison of popular existing email security tools.
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Email Security
Tool

Integration with
Email Service
Provider

Security Features Threats

Private WebMail
(Pwm) 

Yes, with Gmail via
a browser extension

Automatic key
management,
end-to-end encryption

(1) An attacker that compromises the extension
software
(2) A malicious email service provider that
impersonates
the user or uses social engineering to obtain
sensitive data

Tutanota 
No, needs a
separate
website

Key pair generation,
end-to-end encryption,
digital signature

(1) A malicious email service provider that
provides
software to access the user’s data or to have
their secure
email account password guessed or stolen

PGP (Mailvelope)
Yes, with many
providers
via a browser
extension

Key pair generation,
end-to-end encryption,
digital signature

(1) An attacker who gains access to the user’s
email account
could attempt to convince the user’s contacts to
encrypt
messages with the attacker’s public key instead
of the user’s
true public key

ProtonMail Yes, with many
providers

Key pair generation,
end-to-end encryption,
digital signature

(1) An attacker that compromises the software
(2) A malicious email service provider that
impersonates
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3. Sharing Confidential Information

Users often need to share sensitive pieces of information, such as their social security number (SSN) and medical history,

with trusted entities or possibly unknown recipients. Even though secure communication mediums are available, when privacy

and security are considered minor factors, information will be shared without a formal security process . To investigate

sensitive data-sharing practices, Dell  commissioned a global survey of 2608 professionals handling sensitive data at

companies. The survey results showed that 72% of employees were willing to share sensitive, confidential, or regulated

company information without proper data security protocols in place. Also, Warford et al.  explored users’ experiences with

sending sensitive information via standard (unencrypted) email, which was the most common transmission method users

used when they sent their sensitive documents, such as their financial information, health information, and information related

to their children. Users could share sensitive health information on social media (Facebook), which can negatively affect

users’ privacy .

Recently, users have been using end-to-end encrypted messaging applications (e.g., Whatsapp or Signal) to communicate

privately. However, many users believe that SMS is more secure than WhatsApp and that they are not targeted by

government and special service surveillance . Users’ decisions are affected more by peer influence than secure messaging

apps’ security features . Similarly, even though WhatsApp users were informed that their messages were end-to-end

encrypted, the participants noticed it but failed to understand the implications correctly.

4. Adoption of Encryption Tools

Despite existing efforts toward raising user awareness about the security and privacy of their information and disseminating

knowledge of how to utilize security and privacy tools, the adoption of encryption tools remains low. Taking this issue into

account, Das et al. and De Luca et al.  investigated the social processes influencing people’s decisions to adopt a new

security tool or practice. They found that social processes played a significant role in adopting new security tools and were

effective at boosting security sensitivity. Two studies evaluated the differences in motivations for (not) following computer

security practices  and smartphone security measures  based on the rational decision model. They found there were

differences in users’ perceptions regarding the benefits, risks, and costs associated with their decisions.

In other studies , researchers explored the reasons why secure email tools are not widely used by users. Several

barriers have been identified within the workplace that prevent the adoption of encrypted email . As a result of technical

issues, usability issues, and social considerations, the participants did not consider using them frequently. In another study

, the researchers found that average users were more likely to adopt secure email tools (e.g., Virtru) when integrated with

webmail, such as Gmail. Ruoti et al.  evaluated three secure email systems, with Virtru being one of them. As a result of

users’ interactions with Virtru, fewer mistakes were made, and its perceived usability score was higher. 

5. Mental Models of Encryption

The cybersecurity research community has endorsed using secure communication methods to protect confidential

information. Abu-Salma et al.  explored users’ knowledge, experience, and perception of different communication tools.

They found that many participants did not understand the fundamental concept of end-to-end encryption, which decreased

their motivation to adopt secure tools. They identified several inaccurate mental models that underpinned participants’

reasoning and decision making. Gaw et al.  conducted a study by interviewing a sample of users from an activist

organization whose tasks required secrecy. The participants had different levels of technical sophistication and involvement

Email Security
Tool

Integration with
Email Service
Provider

Security Features Threats

the user or uses social engineering to obtain
sensitive data

Gmail Confidential
Mode (GCM) Yes, with Gmail

Email expiration time,
revoke access,
disable forwarding,
recipient authentication

(1) Lack of end-to-end encryption
(2) Screenshots and screen recording to save a
copy of the
document

Virtru Yes, with Gmail via
a browser extension

Automatic key
management,
end-to-end encryption,
email expiration time,
revoke access,
recipient authentication,
persistent file protection,
disable forwarding,
watermarking

(1) An attacker that compromises the extension
software
(2) A malicious email service provider that
impersonates
the user or uses social engineering to obtain
sensitive data
(3) Screenshots and screen recording to save a
copy of the
document
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with confidential information. They explored users’ decisions about whether and when to encrypt emails and hypothesized that

the organization’s employees would have a strong motivation to encrypt emails. They found that the participants perceived

only “paranoid people” or “people up to no good” would use encryption. Furthermore, a group of researchers  identified four

mental models of encryption as a problem that illustrated how users perceived encryption.

Whitten and Tygar  found that non-adoption of secure encryption tools is due to usability issues, such as users having great

difficulty using email encryption software. On the contrary, Renaud et al.  found that the non-adoption of secure encryption

tools might not be entirely due to usability issues. Their results showed several fundamental issues, such as misaligned

incentives, incomplete threat models, and insufficient understanding of encryption. They also mentioned that just expanding

the availability and usability of encryption functionality will not be enough to increase the adoption of end-to-end encryption.

They suggested that creating comprehensive end user mental models related to email protection could increase adoption.

Krombholz et al.  explored users’ mental models of the “HTTPS” protocol. They found that end users often mistake

encryption for authentication, significantly undervalue the security advantages of HTTPS, and neglect security indicators.

Recently, users began using Gmail’s Confidential Mode (GCM) to share confidential emails, believing it encrypts them .

While GCM does not encrypt email content, it does ensure confidentiality by using built-in access controls.
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