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This entry examines the critical issue of misinformation within online learning environments following the COVID-19
pandemic, focusing on its types, spread, and consequences. It identifies key drivers of misinformation, such as
reliance on unverified sources, limited media literacy, and emotional susceptibility during uncertainty. The entry
analyses the effects of misinformation on students, educators, and the broader educational ecosystem, including
behavioral disorders, reduced motivation, and misinformation-driven public anxiety. To address these challenges,
the entry proposes strategies such as enhancing digital literacy, fostering critical thinking, and encouraging social
interaction in virtual learning spaces. Ultimately, this work aims to equip educators, policymakers, and stakeholders

with insights to develop a resilient, informed, and equitable post-pandemic educational framework.

misinformation online learning post-COVID-19 education digital literacy critical thinking

The largest pandemic in the past century has raised numerous questions regarding its direct and indirect effects on
children and young people. Among student populations, severe dependencies were identified, manifesting as
behavioral disorders, a loss of motivation, and even complete disengagement from distance learning 12,
Furthermore, the online environment experienced an increase in cyberbullying, the emergence and diagnosis of
conditions associated with excessive Internet use, and other adverse outcomes directly linked to the prevalence of
false information and misinformation B4, These not only shaped the opinions of young people B but also

significantly influenced educators, who frequently rely on online resources &,

Additionally, during the pandemic, most children globally experienced extended interruptions in their regular
education, with some being out of school for a year or more. This was largely due to challenges and limited access
to alternatives for in-person learning &l Despite these difficulties, the shift to online education also fostered

innovation, leading to the development of new digital learning tools and expanded access to educational resources.

The rapid digitalization of education during the COVID-19 pandemic introduced unprecedented opportunities and
challenges within the educational landscape. One notable opportunity was, for example, the accelerated adoption
of digital learning tools, which helped expand access to education [ particularly for learners in remote or
underserved areas 19, Additionally, the shift to online learning fostered greater flexibility in how students could
engage with content and allow for more personalized learning experiences 2. Another key opportunity was the
rise of collaborative online platforms, which facilitated peer-to-peer learning and allowed educators to connect with
students in new, interactive ways 12, Furthermore, the pandemic highlighted the potential for educational content

to be delivered asynchronously, providing students with greater control over their learning pace 2. These positive
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developments paved the way for innovative approaches to education that continue to evolve. We can see that

significant consequences emerged from the time individuals spent online during this period [14],

Similarly, online media has become the primary source of information for a large portion of the population 22181117
often shaping educational practices and access to knowledge. However, the sheer volume of available content
makes it increasingly difficult to distinguish between credible sources and misinformation. The rapid spread of false
or misleading educational materials has significantly influenced student learning outcomes and educators’ reliance
on digital tools. In many cases, the prevalence of misinformation has led educators to question the reliability of
online resources, adversely affecting their trust in digital tools and the educational materials available through
these platforms. As a result, online media has undermined the relevance of online sources that were previously
trusted for accessing knowledge. Moreover, online media has amplified the risks of misinformation influencing

online learning and its outcomes.

For example, one of the less explored repercussions of the pandemic was the rapid normalization of unverified or
misleading educational resources, which found fertile ground in the haste to transition to digital learning. Under
time pressure and with limited digital literacy skills—the ability to navigate, evaluate, and create information using
digital technologies safely and effectively—many teachers and students often turned to online platforms lacking
credibility or peer-reviewed content. Studies have shown that this issue is widespread, with many educators
selecting educational technologies without fully assessing their credibility or reliability. For example, a report from
the University of Chicago and New York University highlights how schools often choose online platforms, which
may also lack credibility and peer-reviewed content 18, Similarly, the U.S. Department of Education provides
guidelines that warn against the use of unverified online educational services 19, Additionally, another research
found that the surge in the use of unverified online platforms significantly impacts the quality of education, as
educators and students increasingly rely on platforms that do not offer peer-reviewed or credible materials 2. This
proliferation of low-quality information exacerbated existing problems using unreliable educational resources,
leaving vulnerable populations at risk. Consequently, the phenomenon of misinformation in online learning not only

influenced academic outcomes but also undermined trust in digital tools and pedagogical approaches [21],

Moreover, alongside these platforms, sources of disinformation and conspiracy theories proliferated. These
sources proved not only unreliable but also dangerous, as they were linked to a heightened potential for influencing
users’ health-related behaviors and were associated with increased levels of negative effects, for example, public

anxiety (221,

This entry focuses on misinformation in online learning, specifically exploring its types, spread, and effects in the
post-pandemic period. It is conceptual in nature and does not rely on applied empirical research. Instead, it
synthesizes existing theoretical frameworks, scholarly discussions, and documented observations to analyze the

challenges posed by misinformation in online learning.

The paper explores how misinformation manifests within digital educational environments, the factors contributing

to its spread, and the consequences of misinformation on learning, critical thinking, and the broader educational
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ecosystem. The objective is to analyze the effects of misinformation on education in the aftermath of the COVID-19

pandemic and to identify effective strategies for mitigating its impact.

Let us add, in this entry, that the terms “educators” and “learners” are intentionally used to reflect the diverse roles
and participants within the educational ecosystem. The term “educators” encompasses not only traditional
classroom teachers but also a broader group of professionals involved in the design, facilitation, and support of
learning, including lecturers or trainers. This choice highlights the multifaceted nature of education, particularly in
the digital age, where roles extend beyond traditional teaching to include mentorship, content creation, and
technological facilitation. Similarly, the term “learners” is employed to represent individuals engaged in the process
of acquiring knowledge, regardless of age, formal enrollment, or learning environment. By using “learners” rather
than “students”, the study acknowledges the inclusivity of modern education, which spans formal settings, online
platforms, and self-directed learning pathways. We believe these terms collectively emphasize the dynamic and

interconnected nature of education, particularly in the context of online learning in the post-pandemic era.
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