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Drones are small and low-cost unmanned aerial vehicles (UAVs). With the decrease in the cost and size of drones in recent
years, their number has also increased exponentially. As such, the concerns regarding security aspects that are raised by

their presence are also becoming more serious.

drone UAV RF methods detection system defense system

| 1. Introduction

Technical innovations continue to manifest at an ever-increasing speed, causing fast and drastic changes to modern society.
These changes, driven by the possibilities offered by new technologies, affect citizens, governments, and all public and

private industry sectors.

As a result, the development of small, low-cost unmanned aerial vehicles (UAVs), commonly known as drones, has resulted in
an ever-increasing number of these devices being utilized in a variety of applications . UAVs have introduced new

participants in aviation, quickly evolving beyond their military origin to become powerful business tools 23!,

Applications of UAVs range from recreation to commercial and military applications, including enjoyment, hobbies, games with

drones, homemade entertainment videos, recreational movies HEI8 |ow altitude flying base stations [, and the operation of
UAVs for military purposes [EIRILLLL2]13]

2. The Necessity of Drone Detection and Defense Systems:
Incidents and Regulations

The drone industry’s rapid rise has outpaced the rules for safe and secure drone operation, making them a symbol of illegal

and destructive terror and crimes [24],

Drones have gained attention as a threat to safety and security since their entrance into civilian technology, which has fueled
the development of anti-drone (or counter-drone) technologies. Anti-drone systems are designed to protect against drone

accidents or terrorism, but they will need to evolve in order to deal with future drone flight systems [£3!,

UAVs have been used in a variety of military actions. Non-military UAVs have been accused of endangering airplanes, as well
as persons and property on the ground. Due to the potential of an ingested drone to quickly damage an aircraft engine 18,
safety concerns have been raised. Multiple near-misses and verified collisions have occurred involving hobbyist UAV pilots

operating when violating the aviation safety standards 22,

3. Drone Detection and Defense Systems: Classification, Sensors,
Countermeasures

3.1. Classification of Drone Detection and Defense Systems
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Firstly, it is necessary to classify drone detection and defense systems (DDDSs) in order to understand their capabilities, as it
is summarized in Table 1.

Table 1. Classification of DDDSs.

Category Definition

Ground-based:

fixed Systems designed for usage in fixed locations sl

Ground-based: . . . . . .
Systems designed to be installed on automobiles and operated while they are in motion (18]

mobile
Systems designed to be operated by a single person using their hands; the majority of these
Hand-held : [19]
systems resemble rifles
UAV-based Systems designed to be mounted on unmanned aerial vehicles (UAVs) 19

UAV-swarm-based Systems designed to use multiple drones 29

3.2. Classification of Detection Sensors

References
All of the types of sensors that are currently used in DDDS present specific advantages and limitations and, as a direct

dordBiitbnte 208NE FaidahubinWiFRiess B SaHFaLPRRANI pueanped As Hahi¥ebiciash & BRRIkGN g R aer
Challenges. IEEE Commun. Mag. 2016, 54, 36-42.
Ehwafﬁ(rje Eﬁﬁ%ﬁ‘ﬂg oanuF%r. %a%h%asteggaf fé?n%lrrporwgzﬁﬁsi%g%gl.eﬁ)zo. Available online:

https://www.weforum.org/comr_lr_la%qglgs/drone -and-t?morrow-s-aér%pace égf:cessed on 13 January 2022).

Pros and cons of sensors use DDD
3. Scott, G.; Smith, T. Disruptive Technology: What Is Disruptive Technology? Investopedia 2020. Available
Type Pros Cons References 2022).
» Covers the spectrum of 20 Hz—20
kHz; igraphy.
« Limited range; p. 150-
« Acoustic signature library could be
[21][22][23][24][25][26][27][28]
) updated easily from flight to flight; » Vulnerable to ambient noise;
Acoustic : g e : (29130]SUE2ABABABIZ ) 5 the
[37][38]
« Lightweight and can be easily » Susceptible to decoys.
associated with other types of
sensors. .
cing:
[39][40][41][42][43][44][45][46] 9
Imagin . isi ; ; .
ging Covers all of the visible and IR « Provides 2D images: T e pe——
spectrum (3 MHz-300 GHz); [55][56][57] )
« Limited performances by le ﬂymg
« IR cameras could operate in cloudy weather conditions and
weather and in day or night; background temperature;
+ Could be assisted by computer- « Dependent of georeference data don,
vision technologies.
2rocess.

viag. ZUlZ, 29, 8—11.
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1 Type Pros
1 « Bandwidth used: 3 MHz-300 GHz;
1 « Could operate in all weather and
day/night conditions;
« Offers information regarding the
1 velocity of the target;
1 » Can recognize micro-Doppler
Radar signatures (MDS)
« Offers high coverage;
1
« Good accuracy;
« Compact and high mobile, required
1 for tactical applications;
« High reliability.
1
1 « Capturing the communication
spectrum and signals UAV and
operators;
1
* Low complexity and easy to
implement;
Radio » Could operate in all weather and
2 Frequency day/night conditions;
(RF)
« Easier to improve due to modular
2 implementation of receivers and
2 digital signal processing units used
in implementation;
2 « Possibility to localize the pilot.

Cons References

LoS is required.

Large radar cross-section is

desired;

Difficult to differentiate UAVs

from birds;

Limited performance for low
[58][59][60][61][62][63][64][65]

[661[67[68][69][70][7L[72][73]
[74][75][76][77][78][79)[BO[BL]
[82][83][84][85][861[87]

altitudes and speeds (death

cone);

Could interfere easily with small

objects, especially birds;

LoS is required;

High cost.

Knowledge regarding UAV
communication specifications
(e.g., frequency bands,

modulations, etc.) is required;

Difficult to accurately determine

AO0A,;
[88][89][90][91][92][93][94][95]

[96][97](98]

Difficult to use in urban areas
due to fading and multipath

phenomena,;

Vulnerable to malicious or illegal
modified RF that will exceed

receiver capabilities.

2,22, 1.

and
ational

gs of the
2019; pp.

rime

, USA,

at Bard

13

" Internet

ens. J.

rones

24. Mezei, J.; Fiaska, V.; Molnar, A. Drone sound detection. In Proceedings of the 16th IEEE International
Symposium on Computational Intelligence and Informatics (CINTI), Budapest, Hungary, 19-21 November

2015; pp. 333-338.

ZIS. Hilal, A.A.; Mismar

4.Drone Detection and.Die

PSE.RYRIEMS,

Communication Conference (IEMCON), Vancouver, BC, Canada, 4—7 November 2020; Rp.
One of the most used methods for drone detection is the identification of the RF signals that are exchan

stem Based on Sound Ségnals Detection for Tracking and

ased on RE Metheds

8-11.
ged by the drones
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andliteesraing advanced acoustic cameras. Unmanned/Unattended Sens. Sens. Netw. XI Adv. Free. Space

Opt. Commun. Tech. Appl. 2015, 9647, 96470F.

Usually, drones operate on different frequencies, but most commercial drones operate in Industrial, Scientific, and Medical
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2% 0% ee (hé ;disegioB altidSntDeatiendd tbetikpe cising Congabutignalkeatr atengdwatksdiithtiec 0ustior FEFdate atutesls
implerRroedadinggaf the 15th IEEE International Conference on Advanced Video and Signals-based
Surveillance (AVSS), Auckland, New Zealand, 27-30 November 2018; pp. 1-6.
There are two main functions that are necessar\éfpr the detection of the drones, as follows: The identification of the presence

30. Bernardini, A.; Mangiatordi, F.; Pallotti, Capodijferro, L. Drone detection by acoustic signature. L
of t%e Iarones by 'scannihg the fredquency spectfrum panof ?ocallzat/on of the grones. ¥he anni %atllgn a}unctlon, which is
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impEeetriaad@antislrdosysadion. Technology, Faculty of Engineering, LTH, Lund University, Lund, Sweden, 2015.
32. Harvey, B:; O'Young, S. Acqugfic Igiecion Pl a esbiing U Rignes 088>

33. Yang, C.; Wu, Z.; Chang, X.; Shi, X.; Wo, J.; Shi, Z. DOA Estimation Using Amateur Drones Harmonic
Implemented SDR Platform Used (Including Manufacturer,

References Functions Methods City and Country) cessing
RF fingerprinting (SFS,
Identification WEE, PSE) ;
3 [99] ’ B
3 Localization AOA (MUSIC, RAP USRP-X310 (Ettus Research, Santa Clara, CA, USA) YSIS
MUSIC) USA,
(1007 Identification RF fingerprinting (DRNN)  USRP-X310 (Ettus Research, Santa Clara, CA, USA)
3 o Y . L re by loT
Identification RF fingerprinting (CNN) USRP-X310 (Ettus Research, Santa Clara, CA, USA)
2nce
(102] Identification RF fingerprinting (KNN) USRP-B210 (Ettus Research, Santa Clara, CA, USA)
3 [103] e RF fingerprinting (KNN, i n 13
Identification XGBoost)
[104] Identification RF fingerprinting (Wi-Fi) _
3 1g using
[105] |dentification RE fingerprinting LimeSDR (Lime Mlcrosystems, Guilford, UK) hop
(customized)
106 Identification RF fingerprinting
3 1g deep
107] Localization Recelvedisngr:)ll stength | spp N210 (Ettus Research, Santa Clara, CA, USA)
- AD-FMCOMMS5-EBZ Evaluation Board (Analog
[108]
3 LEEE PR R Devices, Wilmington, DC, USA)
[109][110]
111 Annihilation RF jamming BladeRF (Nuand, San Francisco, CA, USA)
ns.
112] Annihilation RF jamming Great Scott Gadgets HackRF One

41. Park, J.; Kim, D.H.; Shin, Y.S.; Lee, S. A comparison of convolutional object detectors for real-time drone
tracking using a PTZ camera. In Proceedings of the 2017 17th International Conference on Control,
Automation and Systems (ICCAS), Jeju, Korea, 18—-21 October 2017; pp. 696—699.

BSaehallenges antkdbutureaPerspectives, for DronecDetectionand
efellaﬁe &y&temsCeedings of the 2019 16th IEEE International Conference on Advanced Video
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sucsoaiff,aitgi&&cg@;ziffémportant characteristic for a DDDS. Depending on the sensors that are used in the system, the
possibility of detecting several target drones may or may not exist. A few examples of systems that include such a feature
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alsq GATETBISs SN/ B FRLRI SIBN PIRFFESHIB (RATRPHE S9N CUTENg) JD Y HiPFReAEHat 6T 27a%I88 fowstsrgultiple

target drones.
46. Chen, H.; Wang, Z.; Zhang, L. Collaborative spectrum sensing for illegal drone detection: A deep learning-

AnfIRSEShHNAER Hhapaifieaion AR NEREIBeHEMNMIRe 2020inklhiBl t¥system is installed is a residential area,

ARFHAIR SPVesYMtHER NRIISIBHORERRE RSIEBRYHIAC 'S SrRYRIkAYRHETRII0 AUIIBIRIE PSR RKISAMEIENt (in the
casgeRbEfo B HGIARA SR ATK! 17 IBFREEE UM GS \GUhe' BB EPEDK RSUHIRPENER BR E35% SUtBPYIoTeaTRISPdftdhS
casRQESYNIABITIESY BEE GRARHFopR Y e HJ IS HURNTEA IS ATC1U5e1Ph (e P61 (i Ne-gase of using a beamforming

approach, are very directive and targeted directly towards the target drone(s).
48. Craye, C.; Ardjoune, S. Spatio-temporal semantic segmentation for drone detection. In Proceedings of the

16th IEEE Inter@tional Conference on Advanced Video and Signal Based Surveillance (AVSS), Taipei,

| 6..DronEnd Detection and Defense System
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jamooig et RS Thp bidek@liddséit. of the implemented DronEnd ground defense system is presented in Figure 1.
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September 2017; pp. 1-6.

RF Cable

UART
51. Zhu, P.; Wen, L.; DUD. . Bian, R Ling, H.; : Cheng, H.; Liu, C.; Chenfeng, L.; et al.
VisDrone-DET2018: #he visi®f meets drone object detection in i challenge results. In Proceedings of
the 15th European Cme, Munich, Germany, 8—14 Septemfii |

52. Schumann, A.; SommeH_.., Klatte, J.; Schuchert, T.; Beyerer, J. Deg domain yirjg object
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. . . otorize ]
Advanced Vid§o anTlgnaIbasel Surveillance (AVSS 2017), Leccednl{gh/hém Allgusiashifagptember 2017;

pp. 1-6.

mount

53. Wang, L.;
computer
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iston. Qﬁpgﬁﬁsxgq%n’ 2024175, processing Motor USRP

54. Saqib, M.; [Khan, SBR; staeferm N.; Blumenstein, MPE study pn dete€@ndr@lones uBRQ0mai convolutional
neural networks. In Proceedings of the 14th IEEE IntI Conf. Adv. Video Signal Based S|Jrveill. (AVSS),
Lecce, Italy, 29 August—1 September 2017; pp. 1-5.
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on SDR platforms from the USRP family (USRP X310 (Ettus Research, Santa Clara, CA, USA) 121l equipped with Twin-RX
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and Challenges for C-UAV. In Proceedings of the 19th International Radar Symposium IRS 2018, Bonn,
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info?rr?ﬁ%ﬂ'a%gu %teep%(salrt}gh Ibﬂhezgr%ﬁé.l%iégt%%%%&%gperformed using AoA algorithms for detecting the angle of incidence
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G&énﬁmdtrl?élg'ivlﬁ%].g' H.-S.; Park, S.-O. Drone classication using convolutional neural networks with merged

Doppler images. IEEE Geosci. Remote Sens. Lett. 2017, 14, 38—-42.
66.3v Annihilationafitlie DroneldsingRIF Fammingg MATLAB; CRC Press: Boca Raton, FL, USA,

2013.
A final step is to transmit a jamming signal to the identified target drone in order to disrupt the communication between the
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and c}éTense sysEam ?r?an inte rate(? ana scalable Fatfgrm, Whl(:% can be reconflgulpec} depenc(ﬂng on the requ?rements of
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