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Biometric de-identification is an emerging topic of research within the information security domain that integrates privacy
considerations with biometric system development. A comprehensive overview of research in the context of authentication
applications spanning physiological, behavioral, and social-behavioral biometric systems and their privacy considerations
is discussed. Three categories of biometric de-identification are introduced, namely complete de-identification, auxiliary
biometric preserving de-identification, and traditional biometric preserving de-identification. An overview of biometric de-
identification in emerging domains such as sensor-based biometrics, social behavioral biometrics, psychological user
profile identification, and aesthetic-based biometrics is presented. The article provides a rich avenue for subsequent
explorations of biometric de-identification in the context of information privacy.
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| 1. Emerging Types of Biometric De-ldentification

We now introduce additional types of de-identification related to emerging biometric research domains. These include
sensor-based de-identification, social behavioral biometrics, emotion-based biometrics, and personality traits de-
identification.

1.1. Sensor-Based Biometric De-ldentification

Sensor-based Biometric De-identification: Sensor-based biometric de-identification can be defined as the introduction of
perturbation in sensor-based biometric data to obfuscate either traditional or auxiliary biometric traits or both of them.

Some of the common sensor-based biometrics involve gait sequences and brain signals. Motions of a subject’s body
joints, while they are walking, represent their gait sequence, and they can be captured using RGB cameras or wearable
sensors such as an accelerometer and a gyroscope or a marker-based sensor such as Vicon or a marker-less sensor
such as Kinect or a combination thereof 112l Brain signals are captured using an Electroencephalogram (EEG). EEG
measures electrical impulses from several electrodes that are attached to the subject’s scalp. The device can directly
measure neuronal activity and is the most effective method for measuring neurons . In the gait recognition domain, a
biometric de-identification system can be designed by considering the gait as a primary behavioral biometric and the
estimations of age, gender, emotion, or activity as auxiliary biometrics [@4IEl, Furthermore, spatial and temporal features
extracted over the gait sequence can act as the distinguishing characteristics for the identification of primary and auxiliary
biometrics. For brain signal de-identification, a person’s identity can remain recognizable while the information about their
underlying emotions can be obfuscated.

Widespread deployment of sensors in both indoor and outdoor settings resulted in the application development based on
biometric characteristics in domains such as kinesiology, physical rehabilitation, smart-home design, and search-and-
rescue operations S8l The appropriate architectural design of the biometric system can enable primary biometric
identification and auxiliary biometric estimation. Therefore, perturbations need to be introduced in the data in order to
obfuscate either the primary biometric trait or auxiliary biometric traits or both to ensure biometric de-identification. Prior
research conceals auxiliary biometric traits while preserving primary biometric traits within the data by introducing a deep
learning-based neural style transfer [&. Obscuring auxiliary biometric traits such as age, gender, activity, and emotion,
while retaining the ability to identify a person using their gait can be a topic of future work in sensor-based biometric de-
identification. Additionally, perturbing gait sequences to prevent gait-based identification while preserving the auxiliary
biometric traits can be another future direction of research. The performance of the de-identification methods of each of
the future works can be evaluated by using the established primary and auxiliary biometric identification and estimation
methodologies.



The methods for identifying the primary biometric or for estimating the auxiliary biometric traits are available in the
literature 19, A deep learning-based approach, such as Generative Adversarial Network (GAN) L can be utilized to
obtain the optimal perturbation scheme for sensor-based biometric data. In this method, the generator architecture of the
network would be responsible for the perturbation and the discriminator architecture would handle the estimation of the
primary and auxiliary biometric traits. The architecture of a gait-based behavioral biometric de-identification system is
shown in Figure 2. The GAN is trained for the person identification task using either the primary biometric traits or
auxiliary biometric traits depending on the desired de-identification mode. The random gait sequences which are
perturbed using the generator network are passed into two discriminators, which are distinctly responsible for primary
biometric de-identification and auxiliary biometric de-identification. The two discriminators are responsible for different
tasks: one is to determine the person’s Identity based on gait sequence and another is to estimate age, gender, or
emotion from the gait. In the current system, both discriminators are executed. However, there could be a different system
envisioned where only one of the discriminators is invoked.
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Figure 2. Architecture of gait-based biometric system that can identify both primary gait and auxiliary biometric traits.

In 2 the researchers proposed a method for person identification through gait videos. They found that wearing
accessories introduce variations in an individual’'s gait patterns. Hence, they designed the identification system to handle
gait sequences of a person wearing a jacket, holding a bag, or having a specific type of footwear. Hence, another
approach to de-identify gait sequences can be used to alter the appearance of the subject by adding artificial accessories
using GNNs. This might preserve the original gait information for emotion recognition while perturbing the soft biometric
traits. Table 1 summarizes the above mentioned sensor-based identification and de-identification research studies.

Table 1. Summary of sensor-based identification and de-dentification methods.

Authors Year Biometrics Dg-ldent_lfled U_nchanged Accuracy of Recognition
Biometrics Biometrics

Ahad et al 24.23% prediction error for gender estimation

121 2012 Gait None All biometrics and 5.39 mean absolute error for age

estimation
lwashita et . . . o . "
al, 121 2013 Gait None All biometrics 94.0% on gait recognition

Brki¢ et al. All traditional and o .

Io1 2016 Full body soft biometrics None Qualitative evaluation
Xuetal. 131 2017 Gait None All biometrics 8.92% mean absolute error on age estimation
Barietal. @ 2019 Gait None All biometrics 98.08% on person identification
Ah;\e[g et 2019 Gait None All biometrics 86.67% on emotion recognition

1.2. Emotion-Based De-ldentification

Emotion-based de-idetification: Emotion-based biometric de-identification can be defined as the introduction of
perturbation in emotion to obfuscate either traditional or auxiliary biometric traits or both of them.



Emotions are one of the most common auxiliary data that are frequently extracted from a human face; however, they can
also be deduced from gait and speech 4. For instance, the authors of 12 proposed a novel method to de-identify faces
and the soft biometrics while retaining emotions. They highlighted the difference between their proposed method and
naive approaches, such as blurring, pixelization, blindfolding, and inversion of the face images. Their adaptive filtering
algorithm smoothed the facial details until the software-based authentication rate fell to approximately half of the original
and the human recognition rate.

Thus, the authors of 18 masked original faces with donor-faces to de-identify an image of the original subject. The results
show that emotions such as disgust, surprise, and neutrality are preserved 100% of the time, while anger and sadness
are preserved more than 98% of the time. Lastly, fear and happiness are preserved only 79% of the time. Similarly, other

works used Generative Neural Networks (GNNs) to mask original faces by using donor faces while preserving emotion
un

The above research studies aimed to preserve emotion while concealing identities. A dual problem of concealing emotion
while preserving identity is also possible for consideration. The authors of 18 used Cycle Generative Adversarial Networks
(Cycle GANS) to transform a person’s voice to hide emotions while retaining the ability for personal identification and
speech recognition. Another less common parameter that can be estimated from a face is the body mass of a person 19,

Biometrics such as gait, Electroencephalogram (EEG), and Electrocardiography (ECG) are also gaining popularity for the
emotion recognition problem and being researched for personal identification EIl1229  Since recognition methods
involving these biometric traits are not studied as extensively as facial biometrics, experiments aimed at de-identification
of these biometric traits have rarely been conducted. The particular biometric features that play a vital role in person
identification are still uncertain; hence, not many have attempted to leverage those features. In [21, features responsible
for human activity recognition were compared by using different machine learning methods. In &, novel techniques for
identifying the most significant gait features for emotion recognition were proposed. Such works can be extended to learn
important features required for gait-based person identification. Therefore, the features exclusively important for
identification can be suppressed to achieve de-identification. Recently, many works attempt to identify person age from
their biometrics. Notably, a recent attempt based on gait is presented in 3. De-identifying age while preserving gait can
be a new direction of research. Table 2 demonstrates the works that were performed on emotion-based identification and
de-identification.

Table 2. Summary of emotion-based identification and de-identification methods.

Authors Year Biometrics Dg-ldent_lfled Unchanged Biometrics Accuracy of Recognition
Biometrics
Letournel et al. . . e
[15] 2015 Face Face Expression 56.4% on re-identification
0,
Jyotishi etal. 29 2016 ECG None All biometrics 97.3% on person
Signal identification
Meden et al. 27 2018 Face Face Emotion 0.016% on re-identification
Li et al. 18] 2019 Face Face Emotion 16.5% on re-identification
Aloufi et al. 18] 2019 Voice Emotion AII_rema||_1|ng 4.00% on re-identification
biometrics
o .
Ahmed et al. 8 2019 Gait None All biometrics 86.67% on emotion

recognition

Future work in the domain of emotion-based de-identification can include investigations of other biometrics such as voice,
signature, or a communication style in the presence of emotion-revealing traits.

1.3. Social Behavioral Biometrics-Based De-ldentification

Social Behavioral Biometrics-based De-identification: Social behavioral biometrics-based de-identification can be defined
as obscuring either traditional or auxiliary social behavioral biometric traits or both of them to hide the identity of the users.

As social beings, people communicate and interact with each other. Online social networking (OSN) platforms have
evolved to become important extensions of the social fabric. Platforms such as Facebook, Instagram, Snapchat, LinkedIn,
and Twitter, etc., emulate various facets of everyday social interactions within the personal, professional, and public



realms of our society. According to the definition of Social Behavioral Biometrics (SBB), these social interactions possess
many unique features that can be used as the person’s biometric signature [22. Social behavioral patterns provide
important biometric cues and hold discriminating capabilities with regards to an individual's identity 22, The area of social
behavioral biometrics aims to model distinguishing characteristics that manifest within a subject’s soft-biometric traits such
as the patterns in their behaviors, social interactions, and communications. Over recent years, increased adoption and
usage of online social platforms has meant that its users leave an ever-increasing trail of digital footprints in the form of
the content they share or the patterns in their interactions with other users and the platform. Therefore, privacy
preservation of these identifiable digital footprints is required in order to protect users’ privacy. SBB-based de-identification
refer to the original SBB traits and prevent person-identification.

The concept of Social Behavioral Biometrics (SBB) was introduced by Sultana et al. in 2015 22, The weighted networks
are generated from the shared URLSs, hashtags, retweeted, replied acquaintances, and the tweeting pattern of the users.
Li et al. proposed a user identification method across social networks based on the k-hop (k > 1) friendship networks by
considering the uniqueness of friendship networks 23, Brocardo et al. proposed a method using the Gaussian—Bernoulli
deep belief network to capture the writing style of the users obtained from the lexical, syntactic, and application-specific
features for continuous user authentication of Twitter 24, More recently, Tumpa et al. proposed an SBB system for user
identification using users’ linguistic profiles by applying score and rank level fusion (23],

Social Behavioral Biometrics de-identification is a new research avenue. For complete de-identification, all traditional and
auxiliary SBB features must be obscured or masked. For example, one of the traditional SBB features is linguistic profiles.
The linguistic profile of a user can be masked by hiding the writing style of a user, which also changes the sentiment and
emotion of the written contents 28, Thus, both traditional and auxiliary features are obscured. In the case of auxiliary
biometrics preserving de-identification, the sentiments of a user’'s tweets can be preserved while changing the
vocabularies of the tweets. The identity of the user cannot be identified by using the traditional biometric, namely linguistic
profile as this profile depends on the user’s vocabulary for identification. However, the tweets deliver the same messages
with the exact sentiments as the auxiliary biometrics are preserved. If the tweets of a user can be changed in such a way
that a machine is able to retrieve the original tweets but a human cannot, then this de-identification is considered to be an
auxiliary biometrics preserving utility retained de-identification. For the traditional biometric preserving de-identification,
the sentiment from a tweet can be removed so that others will obtain the information expressed in the tweet but will not
understand the sentiment of the user from that tweet. The examples are discussed considering linguistic profile as
traditional biometric and sentiment as auxiliary biometric. A similar idea can be applied by considering the reply, retweet,
URL, or hashtag network as traditional and tweeting behavior or emotion as auxiliary biometrics. The de-identification of
SBB systems will help to preserve the privacy of the users without interrupting the legal use of information. Table 3
summarizes the works that were performed on social behavioral biometrics identification.

Table 3. Summary of social behavioral biometrics-based identification methods.

Authors Year Biometrics DF-Ident.mEd U.nchanged Accuracy of Recognition
Biometrics Biometrics
Wu et al. [28] 2006 Writing style None All 72.43% on person
identification
Brocardo et al. L. 23.49% on user
[24] 2019 Writing style None All verification
0,
Tumpaetal. 281 2020 Linguistic profile None All 99.45% on person
identification
. . . o
Li et al, [28] 2020 Twitter friendship None Al 9_4.83/_o_on t_:ser
networks identification

| 2. Application Domains

This section summarizes the above discussion by providing a gamut of applications of emerging de-identification
research.

Cybersecurity: Gathering intelligence by surveilling suspects in cyberspace is necessary to maintain a secure internet
(27 Government-authorized agents have been known to survey the social networks, disguising themselves among
malicious users. Social behavioral biometrics-based de-identification can aid security agents in the covert observation and
anonymous moderation of cyberspaces.



Continuous Authentication: Continuous authentication refers to a technology that verifies users on an ongoing basis to
provide identity confirmation and cybersecurity protection 28l Social behavioral biometrics (SBB) authenticates users on
social networking sites continuously without any active participation of the users. The templates of users’ writing patterns
and acquaintance networks information must be stored in the database for SBB authentication. Instead of storing the
identifying templates directly, SBB-based de-identification techniques can be applied to the templates to ensure account
security and user privacy.

Protecting Anonymity: Authorized officials often publish case studies and written content of cybercrime victims to create
public awareness 29, In such cases, social networking portals and blogs are used as convenient media to disseminate
information. Typically, the identities of the victims are kept anonymous. However, the content written by the victim and
their social behavioral patterns may still contain identifying information. Therefore, de-identification of these published
materials helps protect user anonymity when their identity must be kept confidential.

Multi-Factor Authentication: Leveraging the discriminative ability of an individual's social data and psychological
information, a multi-factor authentication system can be implemented 39 As a remote and accessible biometric, aesthetic
identification can also provide additional security if the primary modality is suspected to be compromised. De-identification
in this context would preserve the security of the system when storing a user’s preference template.

Video Surveillance: Anonymization of primary or auxiliary biometric data protects the privacy of the subjects. If the
original biometric is perturbed such that primary biometric identification is successful while the auxiliary biometric traits are
not easily recognizable, or vice versa, this solution can be integrated with surveillance methods B |n such a situation,
the de-identification of primary biometric can ensure the data privacy of individuals who appear in the footage but are not
persons-of-interest.

Risk Analysis: The ability to estimate a person’s emotional state using the facial biometric or gait analysis finds potential
applications in threat-assessment and risk analysis 2. Analysis of emotional state can be applied in the surveillance of
public places in order to estimate the threat posed by an individual based on continuous monitoring of their emotional
state. Based on the necessity of data protection, primary biometrics can be obscured while preserving the auxiliary
information about emotions.

Health Care: Individuals can exhibit postural problems which could be diagnosed through static posture and gait analysis
B3] |n such a case, primary gait biometric can be readily de-identified while preserving auxiliary biometric traits, such as
age, gender, activity, and emotion.

Mental illness: Many applications predict and identify mental and/or physical illnesses by monitoring user emotions =,
De-identifying any sensitive patient biometric data using the methods in the applications discussed above would ensure
patient privacy, which could increase their willingness to opt-in for such services.

Adaptive Caregiving: The ability of an intelligent system to analyze user emotion information and exhibit realistic
interactions has high potential 2. De-identification of identity while still recognizing client emotions can preserve client
privacy.

Advertisement: One reason why many social media companies mine their users’ data is to identify customer interests
and gain insights that can drive sales 4. Naturally, this raises concerns with regards to user data ownership and privacy.
De-identifying the corresponding sensitive data while still understanding user’s preferences towards certain products can
supplement data mining.

Entertainment: Another possible usage of social behavioral information is adaptive entertainment experiences B3, For
instance, movies and/or video games that change the narrative based on the user’s emotional responses can be created.
However, such applications require the storage and analysis of user information. Users might be more willing to
participate when user data are protected and anonymized.

Psychology: Personality traits can be revealed from the digital footprints of the users (€. A personality trait de-
identification system can be used to protect sensitive user information and implement privacy-preserving user
identification systems. Furthermore, this concept can be applied in user behavior modeling problems such as predicting
the likeliness to take a particular action, for example, clicking on a particular ad. Moreover, personality traits-based de-
identification can be used in conjunction with other privacy-preserving measures such as data anonymization to further
ensure user privacy protection within OSNs.



Consumer Services: Replacement of traditional identification cards by biometrics is the future of many establishments,
such as driver license offices or financial services. De-identification of some real-time information obtained by security
cameras for identity verification would ensure additional protection relative to sensitive user data 28!,

| 3. Open Problems

The domain of biometric de-identification remains largely unexplored and has many promising avenues for further
research. The impact of the perturbation in the original data on the identification of primary biometric and the estimation of
auxiliary biometric can be further investigated. Moreover, the design of innovative deep learning architectures for sensor-
based biometric de-identification can result in the development of a practical solutions for privacy preserving video
surveillance systems. The acceptable obscureness of biometric data while preserving other biometric is open to
discussion. Since certain behavioral biometrics may change over time, the procedure to adapt with the updated behavioral
biometric in biometric de-identification requires further analysis in the future.

De-identification approaches for gait and gesture rely heavily on the blurring technique. In this scenario, retaining the
naturalness of the de-identified video after the individual’'s characteristic walking patterns are obscured is one of the main
challenges in gait and gesture de-identification. This represents one of the interesting open problems in the domains of
gait and gesture de-identification.

Research in emotion-preserving de-identification has been more prevalent with faces than with any other biometric. For
gait, EEG, and ECG, which are the most significant features for person identification, are unknown. Hence, the first step
with these biometrics will be to identify the biometric features that are crucial for personal identification. Consequently,
methods must be developed to obscure any personally identifiable information while retaining the features that represent
the subject's emotion in the data. Additionally, face emotion-based de-identification research has produced some
promising results. Hence, increasing person identification error is a likely future research direction for emotion
preservation-based facial emotion recognition systems.

In the domain of social behavioral biometrics, de-identifying friendship and acquaintance networks is an open problem.
The technique of changing the linguistic patterns of social media tweets while preserving emotions and information, and
vice versa, has not been explored previously. The reversibility to the original SBB traits after de-identification and
subsequent measures to increase the difficulty of reverse-engineering those traits are other interesting problems to
explore.

There are many open problems in applying the concept of psychological trait-based de-identification within the domain of
privacy-preserving social behavioral biometrics. While clinical research indicates the permanence of psychological traits
among adults, they change over time due to significant life events and circumstances. Considering time dependencies
and their effect on data preservation is another interesting open problem.

Psychological traits factorize a wide range of human behaviors into a fixed number of labels. Therefore, any de-
identification of psychological traits may result in the loss of a nuanced representation of user-generated content. This
loss of information may reduce the accuracy of the downstream prediction task. Mitigating this unwanted effect is one of
the open problems. Secondly, the degree to which a dataset is de-identified may not be directly measurable. As humans
may not be capable of inferring psychological traits from user content, it is difficult to ascertain if the information regarding
psychological traits is truly obfuscated from automated systems. This is another interesting problem that should be
investigated further.

Finally, multi-modal biometric de-identification has not been explored before. Common multi-modal biometric
authentication systems involve combining traditional biometric traits with emerging biometric traits using information
fusion. One potential open problem is to design a multi-modal de-identification system that conceals soft biometric traits.
As there can be several fusion methods for combining biometric modalities, experiments aimed at finding the most
suitable architecture in the context of an applied problem are needed. For multi-modal de-identification, some applications
may require all the biometric traits to be obscured, while some may need only particular traits to be modified. Formalizing
the underlying principles for the optimal design of multi-modal biometric systems offers a rich avenue for future
investigations.
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