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Businesses are reliant on data to survive in the competitive market, and data is constantly in danger of loss or theft.

Loss of valuable data leads to negative consequences for both individuals and organizations. Cybersecurity is the

process of protecting sensitive data from damage or theft. To successfully achieve the objectives of implementing

cybersecurity at different levels, a range of procedures and standards should be followed. Cybersecurity standards

determine the requirements that an organization should follow to achieve cybersecurity objectives and facilitate

against cybercrimes. Cybersecurity standards demonstrate whether an information system can meet security

requirements through a range of best practices and procedures. A range of standards has been established by

various organizations to be employed in information systems of different sizes and types. 

cybersecurity framework  cybersecurity standard  information security framework

information security standard  cybersecurity requirements  information security requirements

1. Introduction

A standard is described as an ideal condition with a minimum achievement limit . It also refers to technical

specifications that are required to be applied by a service facility to enable service users to acquire the maximum

function, purpose, or profit from the services . Many international organizations, associations, and consortia have

a vital role in the development of standards . According to www.standards.org.au (accessed on 1 February

2022), standards are represented as documents which define specifications, procedures, and guidelines, aiming to

ensure safety, consistency, and reliability of products, services, and systems. Moreover, based on the provided

definition by ISO/IEC, standards are documents or rules made based on a general agreement and validated by a

legal entity, which help to achieve optimal results, as a guideline, model, or sample, in a particular context . A

standard practically meets user demands, considers the limitations of technology and resources, and also meets

the verification requirements .

The most commonly used “standard” term refers to established documents by professional bodies to be used by

other organizations (i.e., technical standards, program standards), or standards of technical practice (i.e., practical

cybersecurity standards).

The sets of practices or technical methods that help organizations to secure their cyber environment are referred to

as cybersecurity standards . Cybersecurity standards include users, network infrastructure, software, hardware,
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processes, and information in system storage media that can be connected to the Internet network . The scope of

cybersecurity standards is broad in that it covers security features in applications and cryptographic algorithms that

mainly provide perspective toward security controls, processes, procedures, guidelines, and baselines . Security

experts recommend implementing cybersecurity standards as a fundamentally essential element consisting of a

collection of best practices to protect organizations from cybersecurity threats and risks .

The main aim of cybersecurity standards is to prevent or mitigate cyberattacks and reduce the risk of cyber threats

. The implementation of standards will provide benefits in saving time, decreasing costs, increasing profits,

improving user awareness, minimizing risks, and offering business continuity . Additionally, using standards

facilitates the compliance of an organization to industry best practices and procedures and provides the opportunity

to compare a security system on an international level . Hence, applying cyber security standards has been

established in different organizations or businesses to protect assets against cyber threats . As a result,

different cyber security standards have been developed by various organizations to ensure that organizations of

different size and nature implement appropriate measures to prevent and mitigate cyber threats . However,

since a considerable number of standards have been developed to cover different aspects of cyber security in

various organizations, it may be challenging for business owners to choose the appropriate standard that is the

best match for their business .

2. Cybersecurity Standards and Frameworks

Cybersecurity standards are generally classified into two main categories, including information security standards

and information security governance standards . Information security standards and frameworks mainly

concentrate on security concerns, such as the ISO 27000 series, ISF SOGP, NIST 800 series, SOX, and Risk IT.

Selecting the most appropriate standard or framework is a serious decision that should be made based on the

requirements of the organization to examine if it adequately suits the demands of the business. In some cases,

employment of a single standard does not suffice to meet expectations of a business. Thus, managers need to

examine whether they need to consider more than one standard .

Open standards and frameworks are easily available and optional to be employed. Thus, organizations can use

some parts or all of the guidelines, as required, or use them in combination, integrated with other standards, to

complement and strengthen other requirements . Performance standards can be a policy or law to be complied

with by certain countries. They may also be required by the responsible organization, association, or regulatory

body to be complied with by the implementing organization . A country or company is authorized to reject rules

or standards published by others, or to develop their own proprietary standards or local regulatory standards .

The effective implementation of cybersecurity standards as guidelines or techniques which include best practices

to be used in business or industry is not possible without the employment of the relevant cybersecurity framework

. Cybersecurity standards explain and provide methods one by one, specify what is expected to be done to

complete the process, and clarify methods to coincide with the standard, whereas a cybersecurity framework is a

general guideline that covers many components or domains that can be adopted by
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businesses/companies/institutions, which does not specify the steps that are required to be taken . Satisfactory

cybersecurity protection can be achieved by adopting a cybersecurity framework that describes the scope,

implementation, and evaluation processes, and also provides a general structure and methodology for protecting

critical digital assets . In fact, organizations can refer to cybersecurity frameworks to realize guidelines in the

successful implementation of cybersecurity standards to be better equipped to identify, detect, and respond to

cyberattacks .

Cybersecurity frameworks are flexible and can provide users with the freedom to choose some parts or the whole

model, methods, or technical practices, offering general and adoptable guidelines, as well as offering suggestions

to be applied within the organization . Implementation costs can be reduced as a result of the flexibility of

cybersecurity frameworks. This can be effective to protect the infrastructure against cyber threats and secure

critical sectors in the nation and economy. Therefore, cybersecurity frameworks (CSFs) have been developed by

academic institutions, international organizations, countries, and corporations to ensure cyber resilience .

Businesses that seek to successfully implement cyber security standards are dependent on cybersecurity

frameworks to harmonize policy, business, and technological approaches that are effective to mitigate

cybersecurity issues and address cyber risks . Thus, to ensure the protection of data and the infrastructure in

organizations, businesses, and governments, cybersecurity standards and frameworks are required . The

difference between a standard and a framework is summarized in Table 1.

Table 1. Difference between a standard and a framework.
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Standard Framework

Documents that determine procedures,

specifications, and guidelines to ensure the

safety, reliability, and consistency of services,

products, and systems.

Standards can be developed by a company or

country into a proprietary standard or local

regulation standard.

Standards are guides to comply with the

implementing organization in accordance with

legal or regulatory provisions.

Standards can be used together with other

standards to complement and strengthen other

requirements.

Frameworks are general guidelines that cover a wide

range of domains and components in organizations;

however, the steps to follow are not specifically

determined.

A framework determines the basics to establish

something or accomplish a goal.

A framework is employed for determining the quality

standards that should be achieved, describing the

scope, defining evaluation and implementation, and

summarizing the objectives and outcomes.
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3. Cybersecurity Standards—Information Security Standards

Cybersecurity standards, as key parts of IT governance, are consulted to ensure that an organization is following

its policies and strategy in cybersecurity . Therefore, by relying on cybersecurity standards, an organization can

turn its cybersecurity policies into measurable actions. Cybersecurity standards clarify functional and assurance

steps that should be taken to achieve the objectives of the organization in terms of cybersecurity. It may seem

costly for a business to invest in the implementation of cybersecurity standards; however, the confidence and trust

that it brings are more beneficial for the organization .

Written cybersecurity standard documents describe requirements to be respected by the organization and are easy

to be controlled by stakeholders or relevant auditors. However, standards do not include how to achieve the

standard requirements. The most popular and frequently used cybersecurity standards, are shown in Figure 1. In a

general classification, the ISO 27000 series, BSI, and SoGP are provided. Additionally, some standards that are

common in industry are presented in the Industry Related category.

▪

▪

Standard Framework

Some standards are “open” to all types of

businesses and government organizations;

others are “closed,” which means they are

specific to certain industries or businesses.

A standard is what must be done to comply with

the standard, by explaining and providing

methods one by one in order to complete the

process.
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Figure 1. Cybersecurity standards—information security standards.

The evolution of cybersecurity standards over time is also represented in Figure 2.



Cybersecurity Frameworks and Information Security Standards | Encyclopedia.pub

https://encyclopedia.pub/entry/25354 6/14

Figure 2. Timeline of cybersecurity standards evolution.

3.1. ISO/IEC 27000 Series

ISO/IEC 27000 concentrates on security in information systems management (ISM) and is published by the

International Organization for Standardization (ISO) and the International Electro Technical Commission (IEC) .

The family of ISO/IEC 27000 standards was initially recognized as BS7799 and then introduced as ISO standards

as soon as the ISO added it to the ISMS standards . Methods and practices to ensure effective implementation

of information security in an organization are described in detail in ISO 27001, focusing on providing a secure and

trustable exchange of data and communication channels. The main consideration of ISO 27001 in accomplishing

managerial and organizational objectives and sub objectives is through stressing risk approaches. However, the

ISO 27000 series has not been shown to successfully work as a complete information systems management (ISM)

solution to be integrated into larger systems. ISO 27001, which is the first series of ISO/IEC 27000 standards,
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dates back to 2005. However, four standards, including 27001, 27002, 27005, and 27006, are currently published

and widely used in organizations .

3.2. ISF Standard of Good Practice for Information Security

The standard of good practice (SoGP) was initially published in 1996 by the Information Security Forum (ISF),

which is an international organization based in London, with staff in New York City. The Information Security Forum

(ISF) is a non-profit and independent organization that concentrates on the development of best practices and

benchmarking in the information security area . Companies and individuals in manufacturing, financial services,

transportation, chemical/pharmaceutical, retail, government, telecommunications, media, transportation, energy,

and professional services from all over the world can join the ISF. The standard that includes best practices in

cyber security is also revised every two years to cover the most recent best practices in information security. The

standard is mainly designed to concentrate on six major aspects, including installing computers, application of

critical business processes, managing security and networks, developing systems, and securing the environment

for the end user .

3.3. BSI IT-Grundschutz

BSI IT is published by a German governmental agency called Bundesamt für Sicherheit in der Informationstechnik,

which is abbreviated as BSI. BSI is responsible for managing the security of computers and communication for the

German government, focusing on security of computer applications, cryptography, internet security, security

products, and security test laboratories . BSI has provided recommendations for approaches, processes,

methods, and procedures that are related to cyber security. It also covers key areas in information security that are

required to be considered while setting approaches for companies and public authorities .

3.4. Industry Related Standrads

Apart from the general classification of cybersecurity standards, a class of cybersecurity standards focusing on

their application in business and technology, including IEC 62443, ISO/SAE 21434, and ETSI EN 303 645, is also

provided here.

4. Cybersecurity Frameworks—Information Security
Frameworks

The cybersecurity framework is the structure that an organization needs with respect to becoming protected

against cyber-attacks. Some cybersecurity frameworks are mandatory and others are often strongly encouraged by

regulators . Thus, frameworks guide organizations in the implementation process to meet standard

requirements. The main goal of a cybersecurity framework is to reduce the risk of cyber threats through learning

from the best practices . The most popular and frequently used cybersecurity frameworks are shown in Figure 3.
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Figure 3. Cybersecurity frameworks—information security frameworks.

4.1. COBIT

As organizations have become more reliant on technology and communication, the likelihood of being threatened

by cyber concerns from internal and external sources has been increased dramatically . Hence, organizations[7]
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need to follow a consistent approach to ensure that they appropriately identify risks and accurately assess and

manage cybersecurity risks. This approach is essential for all organizations, regardless of their size, nature, and

sophistication in cybersecurity. With this intent, COBIT was developed by the ISACA, Information Systems Audit

and Control Association, which is an organization founded in 1967 in the USA in response to the growing concerns

of computer systems. COBIT was initially released in 1996 to help users and decision makers in IT systems by

developing and improving an authoritative series of information technology control objectives that are generally

accepted. Therefore, they can realize the level of required security and control to protect the assets of their

companies through the establishment of an information technology governance model .

In a general classification, COBIT is a high-level information technology standard in a governance and

management framework that concentrates on broad concepts of decision-making processes in IT management,

instead of focusing on details . COBIT, which includes 34 main IT processes, encompasses the best practices

and approaches regarding process, infrastructure, resource, responsibility, and control management. Each IT

process in COBIT includes a series of high-level detailed control objectives recognized as DCOs, totally 318

DCOs, and a range of control objectives recognized as COs. control objectives, are classified into four main

categories including planning, implementing, supporting, and monitoring and evaluating .

COBIT is the best choice to be implemented as an integrated solution because of its broadness. However, COBIT

is not the best solution in cases where the appropriate implementation of security controls is the first priority, since

it does not provide guidelines to achieve predefined control objectives .

4.2. The SP800 Standard Series

The SP800 standard series was developed by NIST, a non-regulatory federal agency established within the U.S.

Department of Commerce. NIST was founded in 1901, and its mission is to improve life and economic security

through the development of technology, science, and standards . Industries that are supported by NIST

standards and measurements include building and fire research, chemical science and technology, information

technology, electronics and electrical engineering, materials science and engineering, technology services,

manufacturing engineering, physics, neutron research, and nanoscale science and technology .

NIST published its group of 800 documents in 1990, which is considered the oldest publication in its information

security standards, covering a wide range of documents that support different aspects of information security .

This series of standards includes recommendations, guidelines, technical features, and reports that NIST publishes

annually about its cybersecurity activities. The SP 800 standard series was initially developed to address privacy

and security requirements in federal information systems; however, it was later used by non-federal organizations

as well. To employ the publication for national security systems, it is mandatory to get approval from the relevant

federal authority . The SP 800 standard series includes a range of different publications, such as the NIST risk

management framework (RMF), NIST cybersecurity framework, the NIST SP 800-39, NIST SP 800-53, NIST

privacy framework, and NIST SP 800-37, SP800-12, NIST SP 800-53R1, NIST SP 800-14, and NIST SP 800-30;
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however, SP800-12 is the most popular document in this series of standards, since it offers a good perspective of

the NIST approach .

4.2.1. NIST Cybersecurity Framework (CSF)

The “cybersecurity framework” was established by NIST after the executive order was signed by President Obama

in 2014. Furthermore, the role of the NIST was updated by the Cybersecurity Enhancement Act of 2014 (CEA)

aiming to cover the identification and development of cybersecurity risk frameworks for critical infrastructure

operators and owners. Existing business operations and cybersecurity concerns are covered in this framework.

Thus, it can be referred to as a foundation for a new a mechanism or cybersecurity program to improve an existing

program, which can be adopted as the best practices by organizations or private sectors to secure their own critical

organization .

The NIST cyber security framework (CSF) helps organizations to increase their cybersecurity measures and

provides an integrated organizing structure for different approaches in cybersecurity through collecting best

practices, standards, and recommendations. In other words, a framework providing a means of expressing

cybersecurity requirements can be effective to point out gaps in the cybersecurity practices of an organization.

4.2.2. NIST Risk Management Framework (RMF)

Every organization is required to follow a process with seven steps, including preparing, categorizing, selecting,

implementing, assessing, authorizing, and monitoring in order to manage its privacy and information security risks

. This process is designed to be a comprehensive and measurable process that is repeatable at different times.

This framework can be also employed in IoT-based environments to address growing privacy and security

challenges.

4.2.3. NIST Privacy Framework

The NIST privacy framework  concentrates on addressing the concerns of organizations to detect and respond

to concerns related to privacy and establish innovative services and products while considering individual privacy

. This framework is based on five major functions including identifying, governing, controlling, communicating,

and protecting. This framework can also help managers to address privacy concerns in IoT-based environments.

4.2.4. NIST SP800-12

The core principles of cyber security are covered in detail in SP800-12 . It was initially developed to be used in

governmental and federal agencies; however, it can also be employed in other organizations focusing on computer

security and controls . The approach of the NIST is summarized in the SP800-12 series of standards clarifying

the main elements, including the role of computer security in supporting the mission of the business, emphasizing

the role of computer security in sound management, the importance of performing cost effective computer security,

the importance of clearly defining accountability and responsibilities in computer security, emphasizing the role of

system owners outside of the organization, emphasizing the employment of an integrated and comprehensive
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approach, the importance of assessing computer security on a regular basis, as well as the relationship between

computer security and societal factors . Thus, the handbook covers cost considerations, significant concepts, and

the correlation between different security controls, eventually offering solutions to ensure that resources are secure

.

4.2.5. NIST SP 800-53

This standard mainly concentrates on privacy and controls in information systems and organizations aiming to

secure assets, individuals, and operations in organizations from different cyber threats, including human error,

hostile attacks, failures in structure, natural disasters, privacy risks, and threats from foreign intelligence entities .

4.2.6. NIST SP 800-30

This standard mainly concentrates on providing guidance for the development of information systems risk

assessment. Risk assessment plans are conducted using NIST SP 800-30 based on the recommendations and

principles of the NIST standard. This standard facilitates the understanding of cyber risks for decision makers in the

organization . When decision makers realize the risks and issues mentioned by a technician, they can make

smart decisions based on the available resources and budget .

4.2.7. NIST SP 800-37

This standard mainly concentrates on providing guidelines to apply a risk management framework in information

systems and organizations. This standard presents guidelines for organizations to implement and manage privacy

and security risks regarding the best practices in information systems. The responsibility to manage privacy and

security based on this standard belongs to the top management team .

4.2.8. NIST SP 800-39

This standard mainly concentrates on guiding organizations to develop a program that is integrated with the aim of

managing information security risks regarding the organizational mission, operations, reputation, functions,

individuals, image, and organizational assets . This structured and flexible approach specifically concentrates on

assessing and monitor risks and responding accordingly. Moreover, this guide towards risk is not intended to take

the place of other risk-related measures in organizations .

4.2.9. NIST SP 800-14

Commonly used security principles are described in NIST SP 800-14 to help users realize policies in cybersecurity.

This standard equips organizations with requirements that they should follow to secure resources of information

technology. Employment of NIST SP 800-14 ensures organizations of the readiness of their information technology

security solutions in case of cyber threats .
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