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COVID-19 has disrupted normal life and has enforced a substantial change in the policies, priorities and activities of

individuals, organisations and governments. These changes are proving to be a catalyst for technology and innovation. In

this entry, we discuss the pandemic's potential impact on the adoption of the Internet of Things (IoT) in healthcare. Our

perspective and forecast of this impact on IoT adoption is based on a thorough research literature review, a careful

examination of reports from leading consulting firms and interactions with several industry experts. For each of these

sectors, we also provide the details of notable IoT initiatives taken in wake of COVID-19. We also highlight the challenges

that need to be addressed and important research directions that will facilitate accelerated IoT adoption.

Keywords: COVID-19 ; internet of things ; healthcare

1. Introduction

The Internet of Things (IoT) is envisioned as a network of billions of devices that can sense, communicate and share data

which can then be analyzed to unlock a wealth of intelligence useful for planning, management, and decision making .

IoT promises huge benefits for healthcare. Despite the popularity of the IoT concept and its promised benefits, its adoption

 has been significantly slower than expected . Some of the major reasons behind this include: 1) security, privacy,

policy, and trust issues ; 2) organisational inertia, long capital cycles and shortage of specialist workforce needed to

successfully implement IoT ; and 3) lack of convincing use cases with clear return on investment (ROI) in some

sectors.

COVID-19 has impacted all walks of life so much that we may never return to the old normal. This pandemic  is proving to

be a catalyst for digital transformation because COVID-19 has created or expanded applications and use cases of digital

technologies . It has also forced governments, organisations and individuals to change/adapt their priorities, their

views on societal/ethical issues, and the way they operate.  In many cases, this has  addressed or mitigated many of the

above mentioned reasons behind the slower-than-expected adoption of IoT across many verticals. For example,

governments have invested huge amount of resources in IoT and other technologies to combat COVID-19. Lifestyle

changes brought about by COVID-19 such as work/study from home have also provided new use cases of IoT with clear

ROI such as remote asset control, workforce tracking and remote employee collaboration . Consequently, many

organisations have increased investment in IoT and the pace of their IoT projects . Also, the fight against COVID-19

has resulted in less strict stance on privacy issues, higher trust in technology and fast-tracked approval procedures. This

is also paving the way for accelerated adoption of IoT in healthcare.

In this entry, we discuss the potential impact of COVID-19 on the adoption of IoT in healthcare. To this end, we have

extensively analyzed recent relevant research literature and examined existing reports from Gartner, Yole, McKinsey and

other consulting firms. We find that COVID-19 has not necessarily positively impacted the adoption of IoT in all aspects, at

least in the short-term. Therefore, we discuss both the short-term and mid-to long-term impact of COVID-19 on IoT

adoption in healthcare. We also discuss new initiatives that are being taken, challenges that need to be addressed, and

important research directions that will facilitate IoT adoption.

2. Related Work

In the past year or so, numerous studies have  discussed key potentials of IoT and other digital technologies in the fight

against COVID-19 or future pandemics. Authors in  present a survey of IoT-based solutions used to fight COVID-19.

Researchers in  analyse the effect of this pandemic on various technologies and discuss their social impacts.   A

detailed review of digital health solutions used in countries with high COVID-19 cases is presented in . A consensus of

Chinese experts on IoT-aided diagnosis of COVID-19 and its treatment is presented in . Impacts of IoT implementation

in healthcare in terms of cost, time and efficiency are enlisted in . Applications of IoT, Big Data, Artificial Intelligence (AI)

and Blockchain in mitigating the impact of COVID-19 are explored in . Another research article  proposes some IoT
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applications that can be useful to combat COVID-19.    discuss how different industry 4.0 technologies (e.g., AI, IoT,

Virtual Reality, etc.) can help reduce the spread of disease. Applications of AI for COVID-19 have been proposed in . A

comprehensive review of the COVID-19 pandemic and the role of IoT, drones, AI, blockchain, and 5G in managing its

impact is explored in .  argue that contact tracing should be the responsibility of facilities and propose a contact

tracing architecture which is fully automated and does not depend on user cooperation.  discuss several IoT healthcare

applications during three main phases: early diagnosis, quarantine time, and after recovery. A recent survey  discusses

the use of Machine Learning (ML), AI and other intelligent approaches for the prognosis of COVID-19.

Potential IoT-based solutions to combat COVID-19 have been compiled in . They present a detailed study on the

capabilities of existing IoT systems at different layers such as perception layer, network layer, fog layer and cloud layer.

Moreover, they also discuss applications of IoT in diagnosing symptoms of COVID-19. A four-layered architecture based

on IoT and Blockchain technologies has been proposed in  to help fight against COVID-19. The Blockchain-based

method is proposed to ensure privacy and security of physiological information shared among IoT nodes. It also enlists

various applications that have been developed for detecting and tracing potential COVID-19 patients. The role of IoT in

existing digital healthcare infrastructure has been discussed in . It also debates on the implications of data generated

through IoT enabled healthcare infrastructure on the decisions made by policy makers. Moreover, existing enablers and

barriers in adopting IoT-based healthcare have also been enlisted.

A detailed survey on the contributions of IoT in healthcare in response to COVID-19 is provided in . This is a detailed

study enlisting recent developments in Healthcare IoT (HIoT). It also outlines comparison of different implementation

strategies for IoT systems before and during this pandemic.   present a survey enlisting early efforts for the adoption of

digital technologies in healthcare to fight against COVID-19, considering different categories such as diagnosis,

prevention and surveillance.  emphasize the dire need of using AI techniques to combat future pandemics. They also

highlight the limitations of the existing AI-based approaches towards eradication of the pandemic. Finally, they conclude

that there is a need to use data science in global health   to produce better predictions helpful for policy makers.  A

comparison of adoption of digital technologies in some specific regions of the world is provided in . 

The entry highlights that COVID-19 has acted as a catalyst for adoption of e-Health, e-Education and e-Commerce. 

present an analysis of how AI and IoT can be potentially used to fight against the COVID-19 pandemic.

3. Impact of COVID-19 on IoT and New Initiatives

COVID-19, as a macroeconomic shock, has impacted not only individual behaviours but has also enforced governments

and organisations to change their policies and priorities. This is fueling the adoption of IoT and other technologies in many

areas especially in healthcare.

In this section, we discuss the potential impact of COVID-19 on IoT adoption in healthcare. We also discuss the most

notable recent initiatives taken in healthcare in the wake of COVID-19. We also set alerts on Google Scholar so that we

do not miss recently published papers. Furthermore, we carefully examined reports from leading consulting firms such as

Gartners, Yole and McKinsey as well as relevant articles/reports from reputable online sources. However, while our

perspective and forecast on the impact of COVID-19 on healthcare presented in this article is often inspired by our

interactions with these experts, we support the claims by citing relevant research papers, reports or articles wherever

necessary.

3.1 Healthcare

COVID-19 is a healthcare crisis and hence the immediate impact on healthcare is more obvious. A study from Juniper

Research found that IoT platform revenue is expected to increase by around 20% in 2020, reaching $66 billion in 2020

from $55 billion in 2019, mainly due to its accelerated adoption in healthcare sector . Three main themes are

accelerating IoT adoption in healthcare sector as detailed next.

3.1.1 Wearable Devices

While wearables, such as smart watches, smart bands and finger rings, have been around for several years, COVID-19

has triggered a huge increase in their demand. Wearables can play vital roles in fighting against COVID-19 and other

future pandemics . For example, the data from wearable devices can be used to alert the users when changes in their

metrics match with those associated with COVID-19 or other diseases . The wearable devices can also be used for

broadcasting health knowledge , providing capabilities for tracking and contact tracing , ensuring social-distancing

, and providing mental healthcare  by tracking an individual’s cognition and mood in real-time, thus, enabling

personalised interventions . These and other similar applications are boosting the demand of wearables. Papa et al.

provide insights as to how the smart wearables would bring a revolution in healthcare. Research by GlobalData 
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estimates that the market for wearables is now on track to increase from being worth nearly $27 billion in 2019 to a

whopping $64 billion by 2024. Next, we briefly discuss some recent relevant success stories in the fight against COVID-

19.

WHOOP Inc. in collaboration with some leading research organizations has developed a COVID-19 identification system

based on their WHOOP strap which measures respiratory rate using Resting Heart Rate (RHR) and Heart Rate Variability

(HRV). The data from WHOOP strap is communicated to a mobile application and then forwarded to a cloud, collectively

called WHOOP system  . Their system identified 20% of COVID-19 positive individuals in the two days prior to

symptom onset, and 80% of COVID-19 positive cases by the third day of symptoms. Philips has also developed

disposable patches for early detection of COVID-19 patients  and disposable biosensors for early COVID-19 patient

deterioration detection  which measure and transmit various predictors of deterioration such as respiratory rate, heart

rate, activity level, posture and ambulation etc.

Researchers from MIT and Harvard University investigated whether COVID-19 subjects could be accurately discriminated

only from a forced-cough cell phone recording using AI . Their results are based on cough recordings of over 5000

subjects and demonstrate that their model discriminates officially tested COVID-19 subjects 97.1% accurately, with a

100% asymptomatic detection rate. In the past, cough recordings had also been used to accurately diagnose conditions

such as pneumonia and asthma . This shows the potential of integrating such solutions in wearables to enable a non-

invasive, real-time solution for disease diagnosis, pre-screening and outbreak monitoring.

The Scripps Research Translational Institute has conducted a study named DETECT (Digital Engagement & Tracking for

Early Control & Treatment) that collects data from smartwatches and activity trackers of consenting partners as well as

self-reported symptoms and test results . They recently reported  that the data from wearable devices along with

self-reported symptoms can be used for identifying cases of COVID-19 with greater success than looking at symptoms

alone. To help combat COVID-19, many other similar studies  have accelerated deployment to allow

interested individuals to voluntarily share their sensor and clinical data.

3.1.2. Changes in Regulations and Procedures

In the past, the adoption of IoT in healthcare had been slower than expected due to regulatory policies related to privacy,

data security and approval procedures. In response to COVID-19, emergency regulations are being adopted using fast-

tracked procedures and many new technologies have been given emergency approvals, which is accelerating IoT

adoption. For example, U.S. Food and Drug Administration (FDA) has issued an Emergency Use Authorization certificate

to the electrocardiogram low ejection fraction tool developed by Eko, a digital health company, to help clinicians assess

cardiac complications associated with COVID-19 . Handheld and portable ultrasound solutions in particular have

become valuable tools for clinicians treating COVID-19 patients due to their imaging capabilities, portability and ease of

disinfection. Philips has received clearance from FDA for Lumify, a portable ultrasound device . Lumify has a

transducer which needs to be connected with the user’s smartphone running Lumify application. Moreover, FDA has also

allowed Aidoc (a technologycompany) to use their AI-CT algorithms for COVID-19 detection .

The World Health Organisation (WHO) has warned of the risk of infections in crowded hospitals and emergency rooms

. Consequently, regulatory response to minimise hospital and clinic visits has accelerated the adoption of telehealth

and homecare. For example, many countries are encouraging the use of telehealth services and have added various

types of medical services on their public health programs (e.g., Medicare Australia) that can now be accessed via

telehealth . The sharp increase in the use of telehealth is encouraging the adoption of IoT and related technologies in

healthcare sector. Analysis on the relationship between IoT technologies, smart telemedicine diagnosis systems, and

virtual care for different age, race/ethnicity, gender, education, and geographic regions is presented in . Similar analysis

is performed in  for AI, Internet of Medical Things (IoMT) and Big Data enabled healthcare for monitoring, detection

and prevention of COVID-19. Recently, a novel IoMT platform has been proposed for remote health monitoring offering

emotional treatment suggestion to the doctors and patients . A detailed analysis of contactless health services in pre-,

during-, and post-pandemic periods can be found in . The study predicts that hybrid healthcare services would emerge

in the post-COVID-19 era, potentially with new advances due to the accelerating technological development.

There are various other changes in regulations and procedures that are accelerating the adoption of IoT. For example, to

combat COVID-19, some countries have introduced confinement measures and tracking of COVID-19 patients using

GPS, bracelets or other technological tools . Furthermore, many countries have introduced new regulations including

stricter cleaning requirements  and record keeping requirements for contact tracing . This has led to the deployment

of robots for efficient and effective disinfection  as well as technology-assisted record keeping and visitor

tracking/monitoring .
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3.1.3. IoT for Test and Trace 

IoT-enabled testing and tracing of COVID-19 can reduce the transmission which is critical in the fight against this

pandemic. Therefore, IoT is now being extensively used for test and trace applications which is accelerating IoT adoption

. For example, see  which provides an analysis of 13 technologies, to monitor users with COVID-19 symptoms, that

can be used by governments and other organisations to combat COVID-19 and future pandemics. A large number of

countries and regions have adopted digital test and trace efforts, including UK, South Korea, Germany, Spain, Vietnam,

Taiwan, etc. . While some of these efforts have not been very successful in tracing COVID-19, the countries that

have extensively used technology in their solutions have done much better in their fight against this pandemic. For

example, it was reported in  that UK’s test and trace system employing around 27,000 contact tracers was not able to

reach 21% of the people who were tested positive in the week of 2 July to 8 July 2020. Moreover, the 79% of the people

who were reached identified 13,807 close contacts but only 71% of these contacts were reached and asked to self-isolate.

On the other hand, Taiwan had better systems in place (due to the lessons learned from the 2003 SARS outbreak) and

was successful in curbing the first COVID-19 wave mainly due to quick and effective policy decisions and extensively

using digital technologies . Despite Taiwan’s initial success, there has been a surge of COVID-19 cases in Taiwan

recently which is attributed to the lax adherence to safety protocols, fewer tests (around 13 total tests performed per

thousand people as of 21 May 2021, in contrast, US has conducted around 1322 tests per thousand people ) and slow

vaccine roll out (only 1.26% of the population has received a COVID-19 vaccine as of 21 May 2021 ). This shows that

an advanced technology-based test and trace system can only be an effective tool to fight against the pandemic if all

other safety protocols are also followed and strict policy decisions are enforced.

Figure 1 shows an architecture diagram for a test and trace system similar to the solution employed by Taiwan. There are

mainly two layers of such advanced test and trace system, namely Data Acquisition and Data Integration.

Figure 1. An Example of a Test and Trace IoT Architecture

Data Acquisition: Mobility data is acquired from multiple sources including immigration department database, GSM and

GPS based mobile phone tracking, and QR code based tracking and so forth. This helps Taiwan in tracking international

as well as local travellers. Resources from smart city are also utilized including CCTV cameras based surveillance .

Credit card based payments are also detected and tracked to locate users and predict their activities . Similarly,

hospital visits of the individuals are also recorded and tracked to help contact tracing .

Data Integration:  In this layer, the data from different sources are integrated and shared with the relevant departments

. For example, the immigration database and National Health Insurance (NHI) database are shared with the Centers for

Disease Control and Prevention . Location information is shared with local authorities. For example, surveillance data

from smart city setup is shared with police officers for necessary actions . Data extracted from certain sources such as

public transport and shopping malls is also shared with public to help them make informed decisions about their daily

routines .

4. Challenges and Key Research Directions

COVID-19 has brought about opportunities as well as many real challenges forIoT adoption. From a macro perspective,

IoT adoption needs to cater to the profound societal and economic changes caused by COVID-19. Since the beginning of

the global pandemic, behaviors of individuals, communities and organisations have undergone a major shift .

Moreover, some of this shift will not be restored in the next few years or even beyond that. The focus of social

construction is on well-being during the pandemic and in post-pandemic world. In the context of financial constraints, IoT

adoption must be more effective, efficient, purposeful, and have a significant ROI.
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From a micro perspective, IoT technology requires faster and more revolutionary innovation to ensure the functioning of

society, promote civil construction, and respond to possible crises in the future. The global IoT market was growing before

the pandemic, but some of its shortcomings have been magnified during the pandemic such as the ease and economy of

device installation and data security. New specific problems are emerging in healthcare and effective IoT solutions for

these problems will be the key in accelerated IoT development and adoption in healthcare.

In this section, we discuss challenges as well as key research directions in IoT for healthcare. We also discuss key

research directions important to facilitate and accelerate IoT adoption in healthcare.

COVID-19 has made it even more important for healthcare to be ubiquitous, low threshold, and more efficient in

monitoring, testing and diagnosis. This brings about many new challenges. First, ubiquity means that IoT-based medical

services must be available on-demand and accessible to a wider population. However, most people do not own

professional medical equipment, whereas more affordable devices such as smartphones and wearables have limited

capabilities in healthcare. Second, the low threshold requires reducing the cost and difficulty of using IoT-based medical

services. However, medical service processes are typically complicated and expensive. Moreover, many people find it

hard to adopt and use new technologies such as IoT systems for healthcare. Third, it is important to address energy

requirements and computational efficiency of healthcare sensors, e.g., to enable continuous monitoring and high-quality

testing/diagnosis. Based on these challenges, below we enumerate some promising R&D directions for healthcare IoT.

4.1. Financial Constraints

A large number of companies, organisations and individuals are facing financial stress which is one key factor negatively

affecting IoT adoption. Many organisations have reduced or stopped altogether their investment on many new or planned

initiatives such as IoT projects. Another financial challenge caused by COVID-19 is the increasing labor costs for device

installation under social contact restrictions.

A key challenge that needs attention is to reduce the cost of IoT system development, installation, and usage.

Convergence of IoT and cloud services is important, making the IoT infrastructure that is heavily related to geographic

space a virtualized and sustainable resource. Furthermore, open source IoT data processing software, analytics tools and

testbeds need to be developed to enable organisations to avoid/reduce the cost of outsourcing or developing these in-

house.

It has become ever more important to develop IoT sensors and devices that are cheap and easier to install and maintain.

For example, it is important to invent devices that operate on minimal power  as this can reduce the maintenance cost,

i.e., replacing batteries. One such example is the Ultra Low Power SoC for battery powered IoT devices , developed by

Dialog Semiconductor, which can provide more than one year battery life for many IoT applications. It is also critical to

develop cheap plug-and-play sensing devices  that can be easily integrated into ordinary facilities without additional

hardware investment and deployment cost. It will also be helpful to explore self-configuration and self-adaptation of IoT

devices  as well as intelligent human-computer interaction  to ease the installation and usage of IoT systems.

4.2. Data Security and Privacy

Many countries have introduced various emergency regulations during the pandemic such as limits on people’s

movements, social distance requirements and less strict privacy obligations . Once the pandemic is over, such

regulations will need to be carefully reviewed to ensure people’s rights and privacy are protected [64]. In order to be better

prepared for future pandemics and emergencies, the research community needs to work on robust data access policies,

security protocols and privacy-preserving solutions for tracking, monitoring and analytics etc. Also, instead of conventional

data centers, decentralized data pools at personal devices may be considered to give more control to the end users over

their own data. IoT sensors do not actively collect and upload data but transfer the created data to user devices. Users

can choose to distribute data peer-to-peer to their trusted users or third-party applications for data analysis and decision-

making. Moreover, lightweight but reliable encryption and network transmission technology are needed for personal

devices. The solution should be efficiently integrated with emerging technologies such as 5G, edge computing, and

Blockchain .

4.3 Upgraded Wearable Technology

There is a need to make wearables more comfortable to wear/carry. Some recent studies  have pointed out that the

product design of wearables should be optimized for different groups with different lifestyles and circumstances. For

example, to adapt to the needs of patients with respiratory diseases, Ruth et al.  incorporate an optical sensor array

into a wearable face mask for continuous cardiovascular monitoring. There is also a need to develop energy harvesting
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sensors for wearables since smart algorithms on wearables can drain its battery quickly. Therefore, energy harvesting

technology utilizing thermometric principle can be applied to wearables, e.g., Kim et al.  demonstrate the feasibility of

operating a commercial glucose sensor using only the body heat as its energy source.

4.4 AIoT (AI + IoT) for Healthcare

Algorithms currently running on off-the-shelf IoT devices (e.g., smartphones and wearables) must be able to provide

quality comparable to medical grade equipment . In the recent years, AI for healthcare has achieved remarkable

progress in screening, disease diagnosis, and telemedicine, using machine learning models driven by massive health

data . It is important to accelerate the integration of IoT and AI for healthcare. However, one urgent issue to solve is the

model training and deployment on IoT devices that have limited computational and memory resources. There are

preliminary works in this direction. Zhuang et al.  discuss the split AI architecture for mobile healthcare systems, where

lightweight AI solutions can work locally on the client side. Liu et al.  present a multi-task convolutional network on an

ARM CPU to enable real-time cardiovascular and respiratory measurement based on mobile videos. However, there are

preliminary efforts and more work is needed in this direction.

4.5 Making Health Services More Accessible

People may be unwilling or unable to invest in specialized medical devices or wearables. To make healthcare services

accessible to a wider population, a multi-faceted approach is needed. For example, there is a need to establish

community-based un-manned clinics . Similarly, it is important to develop low-cost and self-help medical solutions that

work on off-the-shelf devices such as smartphones and home audio systems. A recent survey  found that most existing

studies rely on expensive research-grade wearable devices and there is a need to replace these research-grade

wearables with the current smartwatches. Some recent breakthroughs in making health services more accessible include

COVID-19 screening using cough recording , smartphone-based capture and interpretation of Rapid Diagnostic Tests

, and on-device vitals measurement .
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