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Blockchain technology is an information security solution that operates on a distributed ledger system. Blockchain

technology has considerable potential for securing Internet of Things (IoT) low-powered devices. Because IoT

devices are typically low-powered battery-powered devices, the energy consumption of any blockchain node must

be kept low. IoT end nodes are typically low-powered devices expected to survive for extended periods without

battery replacement. Energy consumption of blockchain algorithms is an important consideration in any application

that combines both technologies, as some blockchain algorithms are infeasible because they consume large

amounts of energy, causing the IoT device to reach high temperatures and potentially damaging the hardware;

they are also a possible fire hazard.
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1. Introduction

Blockchain technology and the Internet of Things (IoT) are innovative technologies that are proving useful in

industries as diverse as healthcare, automotives, finance, and supply chain logistics . Security features including

the decentralised nature of blockchain technology may address many cybersecurity issues in those respective

industries. Aged care is one area that has recently started using IoT technology . Aged care is primarily

concerned with the health and wellbeing of elderly people. Lack of information transparency and data leakage in

aged care could be life-threatening. The IoT industry uses low-powered microcontroller devices to develop ambient

assisted living systems for the aged care industry, and potential data corruption or miscalculation can put lives at

risk .

The combination of blockchain and IoT technologies creates intrinsic benefits. Securing IoT end devices, which has

been a challenge, is one of the key benefits. Blockchain technology has also benefited from microcontroller

developments in the emergence of energy-efficient IoT devices and blockchain algorithms . As low-powered

microcontroller devices are portable and cost-effective, the IoT industry uses these microcontroller devices to

develop and manufacture sensor-based IoT devices. Connected IoT end devices may process a large amount of

sensitive sensor data, and it may be difficult to locate the source of a data leak in an event of a cyber threat .

Blockchain technology may help ease the potential security and scalability issues of sensor networks. Blockchain

technology adds another layer of security to data transmission, and makes it more difficult for cyber attackers to

gain access. Additionally, it brings transparency to network access . Alongside increasing the trust between
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parties involved, the blockchain can have other benefits, including the elimination of specialist gateways solely

intended to secure IoT sensor networks .

However, the integration of blockchain technology and microcontroller technologies can be a challenge due to

energy consumption requirements . Blockchains require significant computational resources, and thus consume

additional energy in energy-constrained sensor devices, leading to higher temperatures. These higher

temperatures may damage hardware devices and cause possible fire hazards. Fire hazards can put lives at risk.

Understanding potential device temperature levels will contribute to preventing possible fire hazards. Additionally,

the size and complexity of the blockchain network can also play a role in the energy consumption and temperature

variations of hardware devices. A larger network with more nodes and transactions requires more energy to

maintain and process .

2. Blockchain Technology and Energy Consumption

Blockchain technology gained public recognition with the first blockchain algorithm, Bitcoin, which was established

in 2008. In the last decade, blockchain technology has developed considerably, with a wide range of applications

including Ethereum, Monero, Hydrachain, Duino Coin and Hyperledger Fabric . Blockchain technology was

invented as an information security solution for cryptocurrency, operating as a digital ledger system. However,

researchers have realised that blockchain technology holds the potential to address many cybersecurity issues

beyond cryptocurrency .

A blockchain forms a shared network among end devices which are called as blockchain nodes. There are three

main different blockchain networks.

2.1. Public Blockchain Networks

Public blockchain networks provide unrestricted user access for all blockchain users to the blockchain network and

security features. These public blockchain networks are called permissionless blockchain networks . Users can

read, write or alter transactions as per their requirements. These types of blockchain networks are self-governed

networks that allow users to use security features such as encryption, time stamps, anonymity, and hashes. Figure

1 shows the architecture of a public blockchain network . The green-coloured dots indicate the users who have

access to the blockchain network and services. As per Figure 1, all users have access to the blockchain network

and its services in public blockchain networks.
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Figure 1. Public blockchain network.

2.2. Private Blockchain Networks

Private blockchain networks provide restricted access wherein only authorised users can have access. Participants

can only join these private blockchain networks through an invitation, and are required to verify their identification

. User validations are controlled by automated smart contracts . Private blockchain networks are called

permissioned blockchain networks. Additionally, only selected or authenticated users can access the shared ledger.

Figure 2 shows the architecture of a private blockchain network . The green-coloured dots in Figure 2 indicate

the users who have access to the blockchain network and services, and the red-coloured dots indicate the users

who do not have access to the blockchain network and services. As Figure 2 shows, only authorised users have

access to the blockchain network and its services in private blockchain networks.
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Figure 2. Private blockchain network.

2.3. Hybrid Blockchain Networks

Hybrid blockchain networks are a combination of private blockchain networks and public blockchain networks.

They blend essential blockchain components and protocols of both private and public blockchain networks. Any

blockchain user can access the blockchain network, but only certain users can access all security features and

services . Hybrid blockchains are owned by a private user who can grant access to the public via smart

contracts. The structures of hybrid blockchain networks are highly customisable, and users can choose their

desired type of transactions. Figure 3 shows the architecture of a hybrid blockchain network . As Figure 3

indicates, the green-coloured dots indicate users who have access to the blockchain network and services. The

red-coloured dots show the users who do not have access to the blockchain network and its services. Figure 3

shows that every user has access to the blockchain network, but only certain users have access to blockchain

network services.
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Figure 3. Hybrid blockchain network.

Blockchain technology has primarily been designed for computers with high processing power. However, with the

development of the IoT industry, some researchers have begun to focus on energy-efficient blockchain solutions for

low-powered IoT devices . In particular, the aged care sector has started using IoT sensor-based devices to

develop ambient assisted living systems . As the aged care sector uses low-powered microcontroller devices to

implement ambient assisted living systems and health sensor networks, blockchain algorithms must be energy-

efficient . The development of blockchain algorithms for IoT low-powered devices is an increasingly active

research area .

However, very little research has been conducted to identify blockchain energy consumption variations in low-

powered microcontroller devices. Blockchain energy consumption in microcontroller devices is a significant factor

that needs to be evaluated, as IoT end nodes are expected to run for long periods without battery replacement. 
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Modern, IoT solutions also focus on renewable energy solutions. As a result of this, low-power IoT devices and

energy solutions have been significantly improved by researchers . Understanding the energy requirements of

blockchain technologies will contribute to the use of suitable renewable energy sources for low-powered sensor

networks. Different blockchain algorithms may consume different amounts of energy, and energy consumption is

an important consideration when choosing which blockchain algorithm to use on low-powered microcontroller

devices. Low-powered IoT device performance and energy consumption may also be correlated. If the energy

consumption of a particular blockchain algorithm is high, the performance of the microcontroller device may be

negatively affected .

To establish maximum blockchain functionality in a microcontroller device, the utilisation of energy may be

necessary. Understanding the energy consumption of low-powered microcontrollers and different blockchain

algorithms is important, because it affects battery life and microcontroller performance. 
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