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The Internet of things (IoT) accommodates lightweight sensor/actuator devices with limited resources; hence, more
efficient methods for known challenges are sought after. Message queue telemetry transport (MQTT) is a
publish/subscribe-based protocol that allows resource-efficient communication among clients, so-called brokers,

and servers.

authorization HOTP loT MQTT

| 1. Introduction

Many electronic devices containing sensors/actuators are integrated with networking capabilities to enable
communications and enhanced automation. Many such devices can also establish Internet connections, resulting
in the emergence of the Internet of things (IoT) concept. The devices that constitute the 10T may include sensors,
actuators, interfaces, robotics, and storage. They gather, generate, store, and disseminate data and further
exchange them with other devices connected to the internet. They may even manage themselves with no or little
human interaction. Wireless sensor networks (WSNs) [l the premise of the 10T, may include a large number of
sensor nodes that are low-cost, small-sized, and have limited bandwidth, so they can communicate over specific
lightweight protocols. Many modern IoT deployments include devices, functionalities, and goals similar to that of a

WSN. This is why they also have similar constraints, although they support the Internet Protocol (IP) to some
extent [2I314],

The number of devices connected to the Internet is dramatically increasing, thanks to the loT and its industrial
applications. Examples of current research topics include the relation between energy availability, sensing quality,
and the overall throughput in cognitive radio networks powered by energy harvesting techniques B and maximizing
packet collection performance in wireless-powered loT networks 8. Those highlight the significance of efficient
energy management and data transmission strategies in 10T networks. On the other hand, IoT devices with limited
bandwidth, memory, and computing capabilities are also vulnerable to security threats. Due to their limitations,
traditional security mechanisms used in computers are unlikely to be implemented in loT devices. In addition, the
sensor nodes can reach out to the Internet via some gateways running on the application layer 4. Therefore, the
gateways need to be designed to interpret many different protocols. For the gateways and other intermediary
elements, this poses many design challenges. Message queue telemetry transport (MQTT) (no longer accepted as
an acronym since version 5.0) is a lightweight communication protocol widely adopted in 10T applications due to its
resource efficiency, flexibility, and scalability [l. However, it lacks advanced security measures that are highly

desired in critical applications.
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The constrained application protocol (CoAP), an alternative to MQTT, is also popular in loT. It utilizes the user
datagram protocol (UDP) & and is comparable to the hypertext transfer protocol (HTTP) since it is a web-based
scheme. It provides reduced packet header sizes for resource-constraint devices. However, the CoAP header size
is four bytes, whereas the MQTT header size is only two bytes (19, Moreover, MQTT reportedly demonstrates
better performance than CoAP in terms of packet losses and transmission latencies under increased network traffic
(11 Hence, MQTT is apparently more “lightweight”, and thus, it is preferred over CoAP. Before proceeding to the
details of the problem statement and the novel contributions, researchers provide some background regarding

MQTT and other referred concepts.

1.1. Background

An introduction to the MQTT protocol and its security features is provided in this part. There is also a brief

discussion on using a hash-based message authentication code (HMAC)-based one-time password (HOTP).

1.1.1. Overview of MQTT

The MQTT protocol was developed by IBM in 1999 and was standardized by the organization for the advancement
of structured information standards (OASIS) in 2013 12l to provide lightweight machine-type communications.
Thanks to its publish/subscribe-based architecture, MQTT is a convenient communication protocol for most 10T

scenarios. It is preferred for devices with limited resources [13114115]

Nodes in an MQTT-driven network may have different roles. The clients (i.e., mostly sensor/actuator devices) can
either be publishers or subscribers for any information flow (e.g., sensed temperature data). Such flows of
information are tagged with topic labels (called a “topic”) considering their context (e.g., temperature). Hence, some

clients may subscribe to certain topics and discard the rest.

There are also intermediary nodes, called brokers, responsible for distributing the information disseminated by the
publishers to the interested subscribers. The broker keeps an up-to-date record of which client is interested in
which topics. So, it shall forward the incoming data to the subscribers of that topic by filtering out the access rights.
The publishers and subscribers do not have prior knowledge of each other. All the communication is carried out
through the broker(s). A publisher and subscriber(s) do not have to be connected to the same network
simultaneously 28], Occasionally, a broker may also be a client at the same time 17, Likewise, a publisher of one
(or more) arbitrary topics may be a subscriber of others. Other types of nodes (e.g., servers, databases, etc.) may

optionally co-exist in the ecosystem.

MQTT’s message packets include three components: a mandatory 2-byte fixed-length header, an optional variable-
length header, and an optional payload. The fixed-size header consists of the control field that contains the 4-bit
message type field, the 4-bit control flag, and the packet length field. MQTT supports 14 unique message types
that are connection request (CONNECT), connection acknowledgment (CONNACK), subscription request
(SUBSCRIBE), subscription acknowledgment (SUBACK), unsubscription request (UNSUBSCRIBE),
unsubscription acknowledgment (UNSUBACK), publish data (PUBLISH), publish acknowledgment (PUBACK),
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publish received (PUBREC), publish released (PUBREL), publish complete (PUBCOMP), ping request
(PINGREQ), ping response (PINGRESP) and disconnection request (DISCONNECT).

1.1.2. Security Features in MQTT

Due to its lightness, there is no advanced security mechanism built into the MQTT protocol, except for a basic
authentication scheme involving a username and password- control over a user database. When there are no
resource-constrained devices in the network, the transport layer security (TLS) protocol can also be used with
MQTT. It is the most secure way to provide data confidentiality and integrity X8, However, this may not be
applicable if lightweight devices are included, because allocating a secure end-to-end channel via TLS requires
complex and heavy computations. If no security mechanism is implemented along with MQTT, then the subscribers

may grant access to all the messages.

Moreover, a malicious publisher may act as an attacker and may cause a denial of service (DoS) attack. The use of
access token(s) was already recommended to provide authentication and authorization mechanisms in the existing
literature 9, but there is no viable security mechanism between the clients and an authorization server, except for
the TLS-based hypertext transfer protocol secure (HTTPS). HTTPS allows using tokens to manage access control
(261 Furthermore, no prior studies have yet suggested a client-side authentication of the broker(s), which is
necessary to achieve mutual trust and security within the ecosystem. This study provides a two-step mutual
authentication and authorization mechanism using a “trusted” third-party authentication server that runs OAuth 2.0
(201 1t is also challenging to manage role-based access controls due to the potentially high numbers of connected
devices. Since MQTT has no native security mechanism to address these issues, a dynamic token scheme that

includes the scopes (i.e., authorized topics) of the clients is considered via the OAuth 2.0 protocol [21],

1.1.3. Using HOTP with MQTT

An authorization server (as discussed above), HOTP 22 and hash chains can be used to verify the identities of the
client nodes and the broker(s) communicating via the MQTT protocol. HOTP already became a standard in 2005
(23] and is used to provide mutual authentication, as well as to prevent replay attacks without requiring time
synchronization (24123, |n the background, it relies on the HMAC, a unique secret (K), and also a counter value (C)
that must be kept synchronized with the HOTP generator (and validator). A HOTP is generated through the

truncation of a pre-computed HMAC-SHA-1 value, as shown below:
HOTP (K, C) = Truncate (HMAC_SHA-1 (K, C)) (1)

The broker implements the HOTP generator role by combining the HOTP with Lamport’s backward hash chain
scheme 22, Nonetheless, since the exponentiation of such hash functions needs exhaustive computations on the
clients (that are presumed to be constrained devices), a critical problem arises with Lamport’s original scheme. A
feasible solution to that issue is to move the computationally heavy phases of the scheme to the brokers.
Therefore, the hash chain is generated N-times by the broker itself, whereas the clients act as the HOTP validators

and merely store the hash chain values [28. The clients validate the broker while N decrements until reaching zero.
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They have (HOTP (client ID, 3)) value; ‘3’ is considered due to the handshaking procedure. The broker generates

the HOTP hash chain value N-times in total, as given below, where h is the hashing function
p=h(h(... h(HOTP (clientID, 3)) ...)) (2)

Last but not least, the advanced encryption standard (AES) 270 (or equivalent) is required to provide data
confidentiality in the links between the clients and the broker(s). In this way, subsistent data integrity can be

offered, too.

| 2. Message Queue Telemetry Transport

The effectiveness of the related works is elaborated on, and unresolved issues are pointed out. Fremantle et al. (24
integrated the OAuth 2.0 protocol to provide means of access control to the MQTT communications. They claim
that conventional authorization and authentication systems are not suitable for 10T scenarios because it is difficult
to manage each device using a username—password pair and related role credentials, but they did not provide any
user interface or interaction scheme between the machine(s) and the developer. The access token and the
scope(s) are obtained by each client using the OAuth 2.0 protocol, that is, to manage the authentication and
authorization mechanisms whenever a client connects to the MQTT broker. The MQTT protocol runs over the
transmission control protocol (TCP), so it can utilize TLS to provide a secure channel in between, but most IoT
devices are limited in terms of battery, storage, and computational power. Likewise, in their work, the connection
between the clients and the MQTT broker is established without TLS due to using an 8-bit Arduino as the client
device. Refreshing the token is challenging because of its limited storage. However, merely using the same token
leads to security vulnerabilities such as eavesdropping, spoofing, and denial of service attacks. Moreover,
exchanging the scope is also impossible since each scope is paired with an access token. Although it is an
inspirational work, a viable solution must make use of dynamic tokens or passwords. Later, in 2015, Singh et al. 28
provided means of security to the MQTT protocol using lightweight elliptic curve cryptography (ECC) to encrypt the
broadcast messages. The ECC was preferred to optimize the complexity. First, the publisher prepares an access
list to send to the broker and demands an encryption key from the broker. It also adds some information about the
user access rights to decrypt the messages and sends them to the broker. If a subscriber holds access permission
for a specific message, it also gets the key from the broker and then decrypts the message with this private key.
However, no information was given regarding how the key would have been generated. Furthermore, the publisher
sends the access tree (a tree-formed data structure representing the access policy) to the broker and gets the key
from the broker over a non-secure channel, so that an attacker may easily reach this information by

eavesdropping.

In a home automation setup proposed by Upadhyay et al. 22, an access control list (ACL) plugin is added on top of
the MQTT protocol to prevent access to sensor data. An ACL is a list file that includes usernames, encrypted
passwords, and topic permissions in their model. This approach comes with two major consequences. First, in a
dynamic and crowded ecosystem, the addition or removal of devices would be typical and continuous. This

behavior naturally causes the addition or removal of new usernames, passwords, and access rights to the list.
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Hence, the list has to be updated and re-shared repeatedly between the devices, which shall cause an undeniable
overhead. Second, this approach only provides authorization but does not enforce any specific authentication
control. An MQTT access control system was proposed by Niruntasukrat et al. B9, |t is based on OAuth 1.0
authorization protocol to avoid exhaustive computations. In addition, one more authentication factor was
implemented to disseminate a piece of unique credential information over an HTTPS connection to secure the
tokens. However, the security issues they addressed are only a portion of the possible risks, as they argued as
well. Although providing authorization, the system lacks confidentiality aspects regarding the shared information. It

is vulnerable to eavesdropping as well as replay, man-in-the-middle, and denial-of-service attacks.

Zamfir et al. B have made a comparative analysis of the security aspects of MQTT and CoAP protocols based on
the pre-shared key approach and the use of raw public keys. The pre-shared key approach relies on symmetric
encryption and the use of TLS between both ends of the communication. It can be used simply with CoAP but is
not natively supported in MQTT. Such uses of TLS increase computational costs, too. The same limitations also
apply to the raw public key method. Both protocols support certificates, but they require devastating computational
power (and energy). However, payload encryption is made by AES. Yet, there is no extra computation or use of
non-secure channels for key generation and distribution. Rajan et al. 32! proposed a mechanism where the broker
uses a secure user profile-based data privacy by hierarchical inner product encryption (HIPE) for data subscription.
So, they managed to allow access only to clients who are authorized in real-time video sharing. The study
concludes that HIPE encryption and decryption lead to some delays in data transmissions. In addition, role-based

access control that requires a tree-like hierarchy is not usually suitable for IoT scenarios.

The RES-256 algorithm introduced by Nagarajan et al. (23 offers an access control mechanism to enhance the
security of healthcare systems, based on the so-called Internet of medical things, including advanced encryption
mechanisms (e.g., RC6), secure key exchange protocols (e.g., ECDSA) and SHA256. Using RC6 for encryption,
ECDSA for key exchange, and SHA256 for data integrity can contribute to securing sensitive data and ensuring the
integrity of healthcare information as they are well-established cryptographic algorithms. However, the proposed
mechanism does not mitigate the vulnerabilities associated with weak or short passwords due to relying on
SHA256. Alshammari 4! proposed another method in the health domain, where the pre-shared public key is
distributed to clients by the broker and the username, and the passwords are verified from the database by the
broker. Fathy et al. 23! considered an 10T scenario centered on agricultural irrigation with sensors and actuator
devices, where the authentication between clients and brokers needs to be ensured. They provided confidentiality
solely between clients by utilizing the expeditious cipher (X-cipher) without emphasizing access authorization. The
study also compared the runtime memory usage performance of the X-cipher, AES, and PRESENT encryption

algorithms.

Shilpa et al. 281 proposed the use of secure reliable message communication (SEC-RMC) protocol along with
Mosquitto to perform MQTT data transmission more securely. In the study, a public—private key exchange is made
between Mosquitto and clients while it is encrypted via AES for the confidentiality of the data. The broker only
verifies the topic information with the database and then shares it with the subscriber. Unlike this scheme, MARAS

provides the right to access the topic and the client’'s permission to publish or subscribe via OAuth 2.0 protocol. In
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relation to that, B compared the runtime performances of lightweight encryption algorithms in terms of encryption
and decryption operations on MQTT payloads. The study evaluates AES-128 Galois/counter mode (GCM), GIFT-
combined feedback (COFB), Romulus N1, and Tiny JAMBU. While payload encryption provides confidentiality for
the data transfer, it does not address other crucial aspects of secure communication, including authentication,
integrity, and protection against attacks like replay and impersonation. Relying solely on payload encryption is
insufficient for comprehensive security in MQTT communication. MARAS approaches security holistically and

addresses all aspects of secure communication to mitigate potential risks and vulnerabilities effectively.

When asymmetric encryption is preferred, ECC stands as another powerful alternative. Ref. [8 describes
implementing a public-key encryption system based on ECC to secure data in an MQTT-based energy
management system. Since ECC uses elliptic curves over finite fields to provide strong encryption with relatively
smaller key sizes compared to other encryption algorithms, for future work it may be preferred for resource-
constrained devices like Raspberry Pi in 10T applications. Patel et al. B2 also advocated the use of ECC. They
proposed a new authentication approach for 10T applications, namely, a two-factor level-dependent authentication
for generic 10T (LDA-2I0T), where they utilized elliptic curve cryptography. The proposed approach allows users at
a specific level within the hierarchy to access sensor devices deployed either below or at the same hierarchical
level. The study conducted a validation of the LDA algorithm within a communication environment based on MQTT
over TLS as its secure channel, involving users, gateways, and sensor devices. Using ECC for encryption, Saqib et
al. 2% introduced a framework to address significant security concerns in loT-based networks. Their approach
combines elliptical curve cryptography and hash chains to establish a signature-based 3-factor authentication
system tailored for 10T environments. MARAS uses a dynamic session key for mutual authentication to prevent
known session key attacks. Payload encryption and access authorization play a crucial role in ensuring the security
of their MQTT communications. While the study may not have specifically highlighted these aspects, it is

imperative to address payload encryption and access authorization when implementing a secure MQTT protocol.

A 2017 study by Katsikeas et al. [l applied payload encryption using different AES modes to the data carried by
the MQTT protocol. They have concluded that the AES-CBC is the best choice for constrained loT devices. The
study provides a solid knowledge base regarding AES-based encryption schemes (though it does not cover the
AES-CFB mode). However, the research merely focuses on confidentiality and ignores other security aspects; yet,
there is no explanation regarding the preferred key generation and distribution mechanisms. Without employing
any authentication scheme, a malicious subscriber may capture all published information on any topic. Moreover, a
malicious publisher can continuously flood spam messages and may eventually cause a DoS attack. Bhawiyuga et
al. #2 have used a JavaScript object notation (JSON) web token (JWT) authentication server to authenticate the
devices in the MQTT network. This was carried out via a direct token exchange between the clients and the broker;
the broker then validates the tokens by sending them to the authentication server. However, although mentioned
superficially, their work does not elucidate how a legitimate client device can maintain (or re-establish) its
connection after its token is expired. Apparently, both the broker and the authentication server reject the connection
requests in such a case. More importantly, while the token is a static one involving a hash algorithm to be protected

against integrity attacks, it can still be obtained by eavesdropping. Hence, the token can be reused by malicious
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nodes repeatedly with a replay attack until it expires. To mitigate such vulnerabilities, a two-step authentication

scheme involving a dynamic password mechanism must be implemented.

Bashir et al. 48l recommended using a trusted third-party server to handle key generation and distribution on
MQTT. The server generates unique client IDs and distributes them to the clients. Thus, they are used as a pre-
shared key for the encrypted transmission of a second key. The payloads of the clients are then encrypted with this
second key. In their scenario, the initial distribution of the IDs will require a TLS connection unless they are sent as
cleartext (which is worse). Further, this solution does not prevent replay attacks and flooding of vast messages by
malicious nodes. So, attackers may easily overload the message traffic because the broker does not have a
suitable device authentication mechanism. In their 2018 study, Wardana et al. 44! presented a prototype of an
access control mechanism for |0oT devices, which is based on the use of tokens along with the Redis authorization
server. In addition, a secure socket layer (SSL) certificate was issued to provide data integrity and confidentiality
between the cloud and the MQTT broker(s). The proposed mechanism is very concrete to its extent; nevertheless,
it does not include a procedure for broker authentication (by the clients). Another novel security solution for MQTT
was suggested by Calabretta et al. 42, They offered a new approach for the MQTT protocol, based on the
augmented password-authenticated key agreement (AugPAKE) algorithm over the ActiveMQ middleware. They
also proposed a way to generate authorization tokens for each topic to provide topic-specific access control. Their
study supersedes a similar prior work also based on the use of AugPAKE without TLS, published by Shin et al. [4€],
which lacks authorization features. Despite being broader, 43 ignores the authentication of the broker(s) by the
clients, which is critical.

A paper written by Bali et al. 42! points out that a ciphertext-only attacker may also be able to listen to the traffic and
decrypt the password right after the broker authenticates the first publisher and subscriber. They proposed a
chaotic lightweight algorithm as a precaution against the mentioned ciphertext-only attacks. The algorithm ensures
that the key is updated periodically by both the broker and the client(s). This steady work has two minor flaws: first,
it uses TLS for the initial authentication; second, it stores a list of topics and authorized clients on the broker.
Sundarrajan et al. 48 used advanced multiple encryption systems (AMES) based on the Hardy Wall encryption,
requiring less bandwidth and minimal memory while utilizing the MQTT protocol. This is proposed to ensure the
secure communication of messages without any packet loss. I0T device IDs and user IDs are also to be encrypted
by the Hardy Wall encryption to provide authentication to some extent. However, their model presupposes an
unjustifiable trust between the nodes. The paper also lacks information regarding security vulnerabilities, related
attacks, and their potential effects, which are vital in such works. Public key cryptography is already a working
solution to the authentication problem in MQTT, but key distribution is a major issue in this case. Aknin et al. 42
proposed an architecture that integrates blockchain and smart contracts into an MQTT setup to ensure data
immutability and to automate authentication, publishing, and subscribing processes. In their architecture, MQTT
protocol authentication relies on the use of one-time passwords (OTPs). To securely transmit the keys required for

OTP generation and message encryption, TLS is utilized during the initial phase.

Sanjuan et al. B9 Jike B9 have proposed using smart cards to distribute keys to clients and brokers. They

provided mutual authentication and payload encryption. Although reliable against most remote attacks, their
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method is vulnerable to physical attacks, like simply capturing the nodes and the smart cards. On the other hand,
Amoretti et al. B have utilized a cloud server and a token-based authentication scheme. They also added support
for multiple brokers via broker bridging. However, their scheme lacks mutual authentication and payload
encryption. The issue of securing the MQTT protocol still remains up-to-date, as Blazy et al. in 2021 52 proposed a
comprehensive framework for securing the protocol beyond its basic encryption scheme. Their authentication
mechanism relied on attribute-based signatures. While this framework could work well for many IoT systems, it
might be too heavy for a network populated with lightweight sensors due to the quasi-complex computation
requirements. In 4, the use of multiple MQTT brokers and the authentication of these MQTT brokers were
suggested with JSON web tokens. Since the study does not cover security requirements, i.e., client-broker
authentication, data confidentiality, and client authorization, it may be exposed to various attacks such as

eavesdropping, man-in-the-middle attack, and impersonation attack.
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