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Several critical infrastructures are integrating information technology into their operations, and as a result, the
cyber attack surface extends over a broad range of these infrastructures. Cyber attacks have been a serious
problem for industries since the early 2000s, causing significant interruptions to their ability to produce goods or
offer services to their clients. The thriving cybercrime economy encompasses money laundering, black markets,
and attacks on cyber-physical systems that result in service disruptions. Furthermore, extensive data breaches

have compromised the personally identifiable information of millions of people.

computer networks cyber attack signal detection machine learning smart grid

| 1. Introduction

The projection shown in Figure 1 was conducted from the data collected by the Center for Strategic and
International Studies (CSIS) in Washington, D.C. The CSIS provides a significant cyber attack list 1. The CSIS
defines a significant cyber attack as one that results in at least USD 1 million in damage. Significant cyber attacks
are defined as cyber attacks on government agencies, defense, and high-tech companies, or attacks on other Cls
that cause losses of more than USD 1 million Figure 1 shows the total number of significant cyber attacks
measured and includes a projection of expected attacks through 2025. The projection, using polynomial
regression, shows that there will be more significant cyber attacks in the next five years than the combined
significant cyber attacks since 2005. The list from CSIS was further analyzed based on a keyword search to relate
the cyber attack to a specific critical infrastructure. For example, if the cyber attack targeted a military base, it was
attributed to the military Cl, and if an attack contained the words financial or banking, it was included in the financial
Cl. The significant attacks per-Cl are shown in Figure 2. The following sections expand on the discussion of the
disruptive cybercrime economy. The sections also enumerates the various top-level cyber attack types with some
of their sub-variants.
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Figure 1. Estimate: cyber attacks will increase exponentially.
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Figure 2. Significant cyber attacks by the CI sector since 2006, analyzed from the CSIS incidents list.

| 2. Cybercrime Economy
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The cybercriminal economy has emerged worldwide, enabling many types of cyber attack functions as a service.
However, while the focus is on cyber attacks in these sections, the cybercrime economy enables many other types
of criminal activity. In [, a literature review yields an extensive and consistent survey of the services used by the
cybercrime business, organized using the value chain perspective, to understand cyber attacks systematically.
Further, an understanding of the specialization, commercialization, and cooperation in coordinating a cyber attack
is developed. They identify 24 value-added activities and their relations in the cybercrime market. These can be
offered “as a service” for use in a cyber attack. The framework in [ of cyber attacks “as a service” helps us
understand the modern cybercriminal ecosystem and hacking innovations. Some services that facilitate cyber
attacks include training and recruiting, development of exploitative software, scanning networks, denying service,
phishing, target ranking, and money laundering. These services are provided as subscriptions, licenses, pay-per-
records, or commission-based services [EE8l. The prominent concern for Cls is APTs. APTs are groups that are
supported by their host nations and perform long-term targeting of the victim’s Cl. The general goal of APTs is to
steal data from the victim. However, they also target the control management systems and components & of CI.
The critical importance of the power infrastructure to the socioeconomic stability and the effect of blackouts make
the smart grid a primary target 4. APTs represent a subset of the cybercrime economy, and an APT is often a
benefit to the host nation’s economy, as they are compensated for their actions. This is due to the subterfuge of
critical infrastructures slowing the economies of competitors to the host nation. An emergent factor for the electrical
infrastructure is electricity theft, which is a major contributor to nontechnical losses in the distribution systems of the
smart grid &,

Money Laundering, Theft, Black Markets, and Ransom

One role of the cybercrime economy is in money laundering. This activity is evident in the use of cryptocurrencies
for financial exchange from the victims to the attacker. A cryptocurrency transaction occurs, such as a ransom
payment, and it is exchanged into another currency by the attacker. Cryptocurrencies lend themselves to this
practice as they are functional currencies for communication networks that operate outside of traditional banks €.
Trojan malware can facilitate information theft. If an enterprise system is compromised and the database is
accessed to steal personally identifiable information, this information can be sold online. Online black markets
exist, and they are frequently pursued by law enforcement and shut down. However, popular and well-known digital
black markets commonly re-emerge at a new location, as moving software frameworks throughout different IT
infrastructures is easily facilitated [EI& Another example of the function of the cybercriminal economy involves the
ransom of critical computer systems. These ransomware-based attacks are targeted against critical services, such
as utilities and hospitals (22, The reasons for targeting these services are clear. They are critical for the public, and
victims are willing to pay significant amounts of money to free their computer systems from ransomware. This is
simply because it is less expensive for them to pay the ransom and recover their systems than remain out of
operation 1],

| 3. The Ransomware Cyber Attack
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A ransomware’s malicious action is to either encrypt, lock, or exfiltrate data, and the ransomware will be
specialized for the target platform. The variety of operating systems means that system-specific libraries and
functions will be used by the ransomware to perform malicious actions. Mostly, they will target PC/workstations with
a Windows operating system 12 Within the cybercrime economy, some groups operate as Ransomware-as-a-
Corporation (RAAC). Attackers operating as RAAC frequently issue press releases and use corporate language in
their communications. If the ransom is not paid, then the victims’ operational systems will remain inaccessible, and
any critical personal information that has been exfiltrated will be posted on a dark web leak site to damage the

company’s reputation and business processes .

Although current ransomware campaigns do not target CPS, the installation of more intelligent electronic devices in
the field by CI makes the Cl and its CPS a more likely target for ransomware. As smart technologies continue to
expand and integrate into homes, transportation, buildings, and throughout cities, they will become a growing
target in the future development of ransomware that targets this new environment. Thus, ransomware that targets
industrial CPS intelligent electronic devices will become more prevalent [12113][14][15]

Most commonly, e-mails are the delivery method of ransomware. Malicious e-mails carry ransomware as an
attachment, which contains the malware. These messages are often sent as spam broadcast to as many e-mail
addresses as possible or can be directed and tailored to specific individuals or organizations. The attachment can

provide a link or file that initiates the installation of ransomware 121,

Encryption ransomware prevents victims from accessing their files by encrypting them with a secret key. The key
and decryption software are then used for ransom. With advances in ransomware design, more targeted algorithms
are used in encryption to specifically target file types of higher value to the victim. This reduces the time needed to
perform the malicious encryption action after infecting the victim’'s computer. Locking ransomware has a similar
goal to encryption-based malware, but it targets locking mechanisms designed to lock a system, such as a master
boot record lock, screen lock, or computer desktop lock. The malware uses built-in security systems to lock the
victim out of their computer system 1€ Finally, an information theft ransomware exfiltrates personally identifiable
information (PIl) from a victim’s computer. The stolen Pll is advertised to the victim as blackmail, and ransom is

paid to prevent the publishing of the PII.

Supply Chain Ransomware

This type of ransomware is distributed through a trusted software distribution mechanism, particularly through a
software updater provided by an IT service company. The attack was worldwide and affected businesses such as
pharmacies, railways, and storefronts. The attack exploited a vulnerability in the IT service company’s software

updating system, which compromised the businesses that relied on it for updates 7.

| 4. Denial of Service
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In the DoS attack the attacker prevents the intended user from accessing a resource. The attacker can reduce the
intended user’s access to the server by flooding the network i.e., increasing the traffic to disrupt access to a
service. The attacker also attempts to break the connectivity between two systems 18, Flooding services make the
system receive too much traffic for the servers to handle. Flooding a system slows the system down and can

ultimately halt the system.

The implication of DoS-based electricity theft against the energy Cl is shown in the experimental results. The
growing installation of intelligent electronic devices in CPS and the Internet of Things (lIoT) domestic devices, such
as connected homes and smart appliances, also increases the potential damage to Cl from DoS attacks. The

proliferation of more internet-connected grid technologies creates an increased vulnerability to such attacks 221,

4.1. Flooding in Mesh Networks

A utility can implement advanced meter infrastructure (AMI) using large wireless mesh networks. However, delays
in wireless sensor networks can be caused by network flooding attacks. A malicious node in a wireless mesh
network can tamper with messages that are sensitive to flooding attacks, resulting in a saturation of the AMI
network. The DoS attack will come from a malicious node or nodes in the mesh network, sending excessive
unnecessary data packets throughout the network and issuing excessive requests for communication. This traffic
congests the mesh network and forms the basis of the flooding attack, which is identified as a DoS and impacts the

network by increasing the latency of the communications 29211,

IEC 62351 assigns digital signatures as a requirement for low-latency critical communication in ICS. However,
digitally signed messages in wireless mesh networks are vulnerable to flooding DoS attacks, as demonstrated in
(22 in which a model of phasor measurement data collection and transmission was subjected to flooding DoS. The
flooding blocked the phasor measurement unit from transmitting data to the load flow control center. This type of
interruption can affect the decision-making processes of the control center and generation control centers. In 19,
an experiment with a consumer meter was performed, in which the meter was subjected to a flooding cyber attack.
The flooding attack caused the meter to under-report the average watt-hour consumed at a rate of 1.77% less
reported power consumption after four days. Other intelligent electronic devices may also be targeted. In [23],
experimental signal jamming is performed on wireless networks against IEC 62351-based technologies. The
GOOSE substation protocol is evaluated on a WiFi-based wireless power network, and the reactive jamming
resulted in an 88% degraded throughput. Time-critical messaging is affected, resulting in latency overshooting the

maximum message delay constraints.

4.2. Incidents of Denial of Service Attack

In 2000, a DoS attack on Yahoo rendered the site non-operational for more than 3 h. The attack was based on a
Smurf attack and a Tribe Flood Network Technique. Through this attack, Yahoo received data requests of around or
greater than one gigabyte per second 8, Another DoS attack on the electric grid operations of Los Angeles

County in California and Salt Lake County in Utah interrupted the electrical system operations for more than 10 h. It
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affected the computer systems used within the electrical utilities responsible for running the office functions. The
attack had little impact on power delivery, but it raises concerns about the future if proper steps are not taken to

mitigate such attacks 24,

| 5. Man-in-the-Middle

This Man-in-the-Middle (MITM) cyber attack is a kind of cyber attack where an outsider enters between two
communication nodes and tries to remain undetected. The MITM can change the routed information before the
information reaches the other node. This cyber attack accesses, reads, changes, or modifies the secret information
without the victim’s detecting manipulation. One capability involves injecting new messages and another involves
the capacity to intercept all messages. Despite cryptography, a successful MITM attacker compromises exchanges
between two systems. The MITM is either a passive listener or imitates one of the parties and manipulates the data
sent. There may be many objectives for an attack either using the data overheard for a subsequent action or
changing the data before it reaches the other party. The attacker extracts information to be used in many ways:

fraud, unapproved support exchanges, blackmail, credential theft, and spying 221,

A MITM attack intercepts the victim’s activity through the attacker’'s system before it is routed to its intended
destination. The attacker gains access to an unsecured network, often targeting networks in public areas such as
Wi-Fi access points 22, This provides the attacker with an avenue to deploy tools that intercept information
between the victims, often targeting personal computers where their connection to websites is monitored. This can
result in credentials, financial details, and personally identifiable information being captured 2. There are several
types of MITM attacks, and the man-in-the-browser variant injects malicious software into the victim’'s computer or
mobile device through phishing. Upon clicking on a phishing e-mail link or opening the attachment, the user loads
the malware, and the malware installs itself on the browser without the user’s knowledge. The malware enables the
attacker to capture the information between the victim and specific websites. Exploits that are used to enter a
MITM include internet protocol (IP) spoofing, address resolution protocol (ARP) spoofing, global navigation satellite

system (GNSS) spoofing, and domain name system (DNS) spoofing [28],

5.1. IP Spoofing

In IP spoofing, the attacker modifies the source address in the IP packet header to make the receiver believe that
the packet was received from a trusted site. From the victim’s side, the packets will be received as though they
were sent from a trusted source. However, the IP source reported in the packet is modified and does not represent

the actual source 22,

5.2. ARP Spoofing

ARP spoofing involves sending a false ARP reply message to the default network gateway, claiming to associate
the MAC address with the target’s IP address. This ARP protocol translates IP addresses to MAC addresses. MITM

ARP packets transmit over LAN by sending malicious ARP packets to a default gateway on the local area network
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(28] The re-association request from the attacker can enable them to appear as the default gateway for traffic; thus,

all other hosts in the network will transmit their data through the MITM.

5.3. DNS Spoofing

In DNS spoofing, the IP address in a DNS record is replaced by an IP address in the control of the attacker. This

redirects internet traffic to fraudulent websites that resemble intended destinations [221(391(31]

5.4. HTTPSISSL Hijacking

Stolen data can be decrypted using several methods, including HTTPS spoofing, SSL hijacking, SSL stripping, and
others. In HTTPS spoofing, the attacker uses a domain that appears identical to the target website’s domain. In
SSL hijacking, the attacker passes the produced authentication keys to both the client and application during a
TCP handshake 2. This seems, by all accounts, to be a safe association when the MITM controls the whole
session. In SSL stripping, the attacker sends a decoded form of the application’s site to the client by maintaining

the anchored session with the application. Meanwhile, the client’s whole session is noticeable to the attacker.

| 6. Phishing and Remote Execution

Phishing and remote attacks rely on social engineering methods designed to have the victim reveal sensitive
information or use malicious software. Phishing is highly prevalent in cyber attacks on Cls and it is identified in
many of the significant cyber attacks in Table 1. Attackers send fraudulent communication to coerce a victim into
sharing classified credentials or other information. Credentials obtained can be used to perform other attacks, such
as the installation of malware, remote access, or the theft of information. Attackers may ransom credentials through
the threat of publication [23](341(35],

Table 1. Abridged list of significant cyber attacks in recent years.

Adversary Types of Cyber .
Technique Attacks Used Cl Impact on Cl Operations
Initial Access FUEIIERLUIES
Execution La;teral Desktop, Energy Opened breakers in substations in Ukraine,
’ BlackEnergy3 (2015-2016)  causing 230,000 customers to lose power.
Movement, Impact
(FDIA)
Fuel shortages for Southeast US with gas
Initial Access, Energy prices rising (9—16 cents per gallon) and
Execution, Impact Ransomware (2021) 10,600 stations without gas. The Colonial
Pipeline billing system shutdown for six days.
Initial Access, igtiz?;;Worm, IT (2009— Shutdown of uranium enrichment facilities in
Execution, Impact y 2011) Natanz, Iran.

Vulnerabilities
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Impact

~

Adversary Types of Cyber .

Technique Attacks Used Cl Impact on Cl Operations
Initial Access, Troian Laziok
Execution, reci) nnaissan’ce Energy Gathered information from devices on the
Persistence, (2014) network that has vulnerabilities.

. malware

Collection
Data of customers, suppliers, and employees
Initial Access, were stolen. Productivity was reduced, access
Execution, Ransomware Food (2021) to some systems was blocked. AUSD 11
Collection, Impact million ransom was paid. Operation servers
were shutdown and operations halted.
All Hospital appointments and radiology
” services were impacted, the ransomware
Initial Access, Healthcare . .

. Ransomware affected Windows operating systems. The

Execution, Impact (2021) . . .
failure was experienced across national
networks.

. Phishing and . . Trading services of exchange halted and

Initial Access, Financial S )

. Ransomware maintained offline, as computer systems were
Execution, Impact . (2019) -

(Roobinhood) maliciously encrypted.
. . . The Equifax data breach resulted in the theft of

Initial Access, Financial . .

. _— : personal data belonging to 140 million
Execution, Phishing (Disclosed . :
Collection 2017) Americans and caused the company’s share

price to drop by 13%.

Initial Access, . .

. . . The malware recorded debit cards and their
Execution, . Financial . . .

. Trojan Malware pins from compromised ATM machines.

Persistence, (2016) .

. Approximately USD 194,000 was stolen.
Collection
Initial Access, WannaCry Ener Worldwide Microsoft Windows operating
Execution, Ransomware (201%3/ systems were ransomed using an older
Collection, Impact Cryptoworm Windows systems vulnerability EternalBlue.
Initial Access, Phishin The Accellion data breach and ransomware
Execution, 9 IT (2021) attack led to the theft of data in the Accellion

. Ransomware .

Collection data management service.

Initial Access, Over 1500 businesses and organizations

Execution, Lateral Supply Chain IT (2021) halted operations. A software updater released

Movement, Impair Ransomware by an IT company, operating as a managed

Process Control service provider

Initial Access, Ransomware Municipal Required over 5000 government computers to

Execution, Inhibit Services be shut down for 5 days to resolve the attack.

Response Function, (2018) Affected servers that were used to issue police

warrants and employ new hiring processes, as

2 B8] The

2020 Federal Bureau of Information’s Internet Crime Report lists phishing as the most common cyber attack

performed against US citizens by a wide margin, likely due to the increasingly sophisticated methods that
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Adversary Types of Cyber : rime was
Technique Attacks Used Cl Impact on CI Operations .

well as official city complaints could not be
submitted.

. . 1 Ne lead-up 10 Lnrnstimas In Zuld, auackers took full
control of remote terminal units in the Ukrainian power distribution grid and used them to change the set points on
breakers. This action triggered the opening of critical breakers, de-energizing around 225,000 customers for an
extended duration B8 Phishing was the initial means by which attackers gained access to perform remote
connection sabotage. Furthermore, in December 2016, attackers disabled energy delivery from a Kiev transmission
station by using phishing to initiate remote sabotage, which caused a one-hour outage 2. The flow of the phishing
and remote execution cyber attack against the energy distribution system CI is shown in Figure 3. The attack
sequence is framed as a separation of the cyber and physical planes, highlighting the sequential process of the
attack by the APT. The process starts with reconnaissance, followed by a phishing campaign, gaining access,
tunneling into OT, installing malware in OT, and finally using human-machine interfaces to sabotage physical

systems in the field. The flow is captured in Figure 3.

Spear F'I1|:.h||11_5|

Enterprise Structure Login ControliOperation Structure

lgﬂ_ﬂ ﬂ
EEEE | R BlackEnergy

Physical Plane
L
) Y Y [ ) Y
| Substation ] | Substation | [ Substation | | Substation | ’ Substation ] | Substation

Figure 3. Targeting employees with socially engineered phishing campaigns, leading to remote sabotage.

6.1. Bulk Phishing

The most common form of phishing (bulk phishing) involves broadcasting messages through emails that are not
personalized or targeted towards a specific individual or company. Attackers typically impersonate banking

services, email/cloud providers, and streaming services to obtain credentials from potential victims.
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6.2. Spear Phishing

In contrast to bulk phishing, ‘spear phishing’ includes methods of attack intended to target a specific organization or
person with tailored communication. To increase the chances of deceit, attackers gather and use personal
information about their target. Spear phishing targeted Hilary Clinton’s 2016 presidential campaign by Threat
Group-4127 49,

6.3. CEO Phishing and Whaling

Whaling and chief executive officer (CEO) fraud represent two specific types of spear phishing tactics. Whaling
involves phishing targeting CEOs or senior executives. CEO fraud is a reciprocal tactic in which the phishing

attempt is made to impersonate the CEO 411,

6.4. Clone Phishing

Clone phishing is another phishing attack; in this tactic, attackers manipulate the link/attachment files included in
an otherwise legitimate email. Using a previously delivered email, attackers will attempt to clone an email and
include malicious attachments in place of original files and links. This form of phishing typically requires that one of

the parties, either the sender or the recipient of the email, has previously had their account compromised 31,

6.5. Additional Phishing Tactics

Phishing is practiced in attacks outside of email communication, as well. Voice phishing involves attackers spoofing
a phone number to resemble a trusted institution. Attackers will dial large quantities of phone numbers and play
automated recordings that try to coerce sensitive information to help resolve an issue on the victim’s account 42,
Finally, page hijacking is another form of phishing in which attackers will compromise or mimic legitimate web

pages and redirect users to malware or an exploit kit utilizing cross-site scripting 2!,

| 7. False Data Attack (Parameter/Command Injection)

False data injection is an attack that attempts to corrupt the control data. FDIA is presented in three types 441:

» Targeted constrained FDIA: In this type of attack, data are injected after clear analysis, with a known amount of

data inserted to appear realistic.

» Targeted unconstrained FDIA: In this type of attack, the attacker attempts to corrupt the values of some

variables, and those variables in turn corrupt the remaining dependent variables.

 Random FDIA: In this type of attack, data packets are randomly distributed without consideration of the real

values.
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7.1. Protocols without Encryption in the CI

Digitization and ubiquitous computing have found their way into areas once solely operated by electromechanical
controls. False data injection in CI control systems of the energy sector can damage the power electronics
hardware. Protocol-level challenges in securing cyber-physical systems within the energy distribution grid are
apparent in Distributed Network Protocol 3 (DNP3), GOOSE, and Modbus, as these protocols transmit data without
encryption 2. These systems should operate on physically isolated networks. An additional method to enhance
their security is through the use of bump in the wire, an encryption hardware that encrypts the transmitted data
before they travel the wider network. A methodology for layer-by-layer analysis of protocols to identify
vulnerabilities is provided in 2. Understanding protocol-level weaknesses is key to a secure network. Cyber-
physical systems that utilize data generated from sensors in their processing and interact with information are
prime targets for FDIA attacks. The cyber-physical system uses sensor data to implement the network and control
adjustments of power electronics. In certain cases, these systems also require low latency in communication,
which can make encryption of communications impossible, such as in the IEC 61850 GOOSE standard. If voltage

is incorrectly controlled, it can cause damage to the power electronics.

7.2. Automatic Generator Control

FDIA on automatic generator control is a vulnerability that enables the manipulation of data in closed-loop control
of generator control signals. This type of attack can cause significant damage to the generation and transmission
equipment of the power grid, potentially leading to blackouts. This control system—if attacked by FDIA—uwiill lead to

overloading transmission lines by excessive power generation 48],

7.3. Parameter Modification in Inverters

As the power grid becomes increasingly dependent on renewable energy sources, new grid services will emerge
based on smart inverters (SI) connected to these sources. The settings of these smart inverters are critical for
these grid services to operate optimally. The settings of these inverters represent a point where FDIA can be
particularly damaging to the smart grid 4. A S| attack can affect the SI functions for volt—var, volt-watt, and a
constant power factor. Such attacks potentially impact voltage profiles, system losses, and the operation of voltage

control legacy devices. In such cases of FDIA, the severity depends on the prevailing Sl functions 47,

| 8. Worm and Trojan Malware

A computer worm is a computer virus that is characterized as a self-replicating malware that spreads across

networks executing disruptive payloads 48], A worm targets hosts by following these scan types:
e An active selective random scan or sequential scan, in which the worm scans for vulnerable hosts.

« A hit-list scan, where the worm creates a target list and then searches for susceptible hosts.
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« Aroutable scan, which utilizes information about a network to select and scan the IP address space 48!,

Using a routable IP address allows the worm to propagate quickly and effectively, avoiding some detection
methods. Another characteristic of a worm is the target space or medium through which it propagates. This
includes the internet, email, P2P, USB local, and more. The worm propagates either as self-carried or through a
second channel. In the second channel method, the main malware payload is remotely downloaded by the base
installer. The activation of a worm on a system uses a vulnerability in the host, and the worm may protect itself by

modifying its binary code with encryption (42,

The Stuxnet Worm

Stuxnet is a computer worm that was initially found in Iran but has since spread worldwide. This worm targets the
control systems of a nation’s critical infrastructure, and a successful attack by Stuxnet can result in the
manipulation of the control system, causing disruption and damage to critical infrastructure and posing a threat to
modern society. In 2010, Iran identified over 30,000 infected industrial computer systems, with Stuxnet specifically
targeting nuclear power plant operational technology (OT) computers. The initial infections were at reactor core
sites with flash memory used to introduce the worm locally. The worm targets an industrial control system that runs

on Windows from Siemens 29,

| 9. Trojan

A Trojan can be installed on a computer through phishing or a local device. The purposes of a Trojan can vary, but
often this malware hides its files under well-known directories, such as the user’s documents, under the name of a
trusted program, such as a web browser. Trojans are commonly used as a backdoor device to collect information
from the infected computer. A keylogger is a type of data collection Trojan that can operate over a network or

locally through a universal serial bus (USB) as an insider threat attack vector BL52](53],

Additionally, hardware Trojan attacks refer to malicious modifications of electronic hardware at various stages of its
operation. These attacks are a serious security concern for the electronics industry as they can lead to control
interference and the leaking of secret data. The growing global demand for electronics makes it a larger point of

vulnerability. It requires the adversary to have physical access to the integrated circuits 241531,
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