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Industrial Control Systems (ICS), which include Supervisory Control and Data Acquisition (SCADA) systems,
Distributed Control Systems (DCS), and Programmable Logic Controllers (PLC), play a crucial role in managing
and regulating industrial processes. However, ensuring the security of these systems is of utmost importance due

to the potentially severe consequences of cyber attacks.

industrial control systems SCADA DCS Industrial Automation and Control Systems (IACS)

| 1. Introduction

Industrial Control System (ICS) is an encompassing term that refers to various control systems and their
associated instrumentation. It encompasses a diverse array of equipment, systems, networks, and mechanisms
employed for the purpose of managing and automating industrial operations . Virtually every commercial building
and industrial facility, including those in production, transportation, power generation, and water treatment, relies on
ICS devices and protocols. These systems heavily depend on the automation of mechanical and electrical
processes. However, their connectivity to the internet poses a significant vulnerability, making them susceptible to
cyber-attacks [2. The global ICS market is experiencing substantial growth, primarily driven by the rising emphasis
on automation, cloud computing, and digitization across various industries . More innovative technologies are
being developed, enabling remote access and control over the internet and within Information Technology
environments. This shift towards increased automation and connectivity aims to achieve substantial business
benefits. However, it also presents a challenge, as integrating Industrial Control Systems with external networks,
such as the internet, expands the attack surface, making them more susceptible to cyber threats without proper
security measures 4. Over the past decade, cyber attacks on Industrial Control Systems have notably increased
due to their heightened vulnerability to off-site attacks. Previously, these systems operated in isolated
environments, relying heavily on human intervention. However, the growing inter-connectivity has exposed them to
potential risks from remote adversaries. Consequently, ensuring robust security measures has become paramount

to safeguarding ICSs from cyber threats [2!.

An overview of an ICS contains several control loops, remote diagnostics, maintenance tools, and human
interfaces built on layered network architectures using various network protocols. A summary of the basic

components and process of an ICS is shown in Figure 1.
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Figure 1. The basic components and operation of an Industrial Control System.

| 2. Industrial Control Systems Technologies

ICS has different technologies such as SCADA, DCS, Industrial Automation and Control Systems (IACS), PLCs,
Programmable Automation Controllers (PACs), HMI, RTUs, control servers, Intelligent Electronic Devices (IEDs),
and sensors 8. The integration of these features contributes to the widespread adoption of Industrial Control
Systems, leading to a market value of USD 130,060 million in 2022. The market is expected to experience a
Compound Annual Growth Rate (CAGR) of 7.55% from 2023 to 2030, primarily driven by the increasing demand

for energy-efficient and safe operations 2.

2.1. Supervisory Control and Data Acquisition

SCADA is among the most widely utilized technologies in Industrial Control Systems [&l. It functions as a software
application designed to control industrial processes by collecting real-time data from remote locations, allowing for
the management of equipment and conditions 2. SCADA systems are composed of both hardware and software
components. The hardware gathers and sends data to field controller systems, which subsequently transmit the
data to other systems for real-time processing and display through a HMI. Additionally, SCADA systems maintain a
comprehensive record of all events, enabling the reporting of process status and any encountered issues. These
applications also include alarm functions that notify operators when hazardous conditions arise, ensuring prompt
and appropriate responses 19, SCADA provides organizations with the tools to make and deploy data-driven
decisions regarding their industrial processes 11, Applications of SCADA include the below [12!:

» Electricity generation, transmission, and distribution;
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» Manufacturing industries or plants;

e Food and pharma productions

» Telecom and IT-based systems;

o Traffic control;

 Lift and elevator control;

e Oil and gas systems;

» Mass transit and railway traction.

SCADA employs a central computer to store information related to local and remote devices, enabling the control
of industrial processes and facilities. The typical components of SCADA can be classified based on their respective

definitions, as depicted in Figure 2 below.
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Figure 2. SCADA components.

» Supervisory control: Supervisory control serves as the fundamental role of the HMI. HMI software serves as an
interface responsible for overseeing industrial processes. On the other hand, a master terminal unit (MTU)
functions as a central supervisory controller that communicates with lower field devices, such as RTUs, through
the ICS network;
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» Data acquisition: Data can be acquired from two primary sources in the context of SCADA system as PLCs and
Remote Telemetry Units (RTUs). Both the PLCs and RTUs interface directly with actuators and sensors in the
field. RTUs are specifically designed to interface with sensors and collect telemetry data, which they then
transmit to a primary system for further action. On the other hand, PLCs interface with the actuators to maintain
and control industrial processes based on the telemetry data collected by the RTUs 13, PLCs and RTUs act as
physical interfaces between SCADA systems and field devices. However, their communication with the SCADA
system differs. RTUs are well-suited for wide geographical areas due to their use of wireless communication

methods. In contrast, PLCs are more tailored to local control applications [14];

» Data storage: The majority of SCADA systems employ a Structured Query Language (SQL) database for
storing data with timestamps. A historian is a fully integrated SCADA software that collects real-time data from

various SCADA devices and stores them in a database, such as mySQL;
« Data exchange: Communication protocols are used to exchange data between SCADA components.

SCADA Architecture

There are four generations of SCADA architecture in detail and summarizes the security strengths and

vulnerabilities of each.

(a) First generation-Monolithic: The first generation of SCADA systems was developed when networks were not yet
in existence. These early systems were not designed to connect with other systems, and communication was
typically limited to Wide Area Networks (WANS) interacting with remote terminal units (RTUs) 22|, |t defines
application in remote areas within a factory where the conditions are unsafe, and physical access is restricted
[16] |n the early-generation systems, redundancy was achieved by deploying two mainframe systems with
identical configurations. One was designated as the primary and the other as the backup. These two systems
were connected at the bus level. The standby system’s main role was to act as a monitoring entity for the
primary system and would smoothly take over if it detected any indications of failure. Consequently, the standby
system usually operated in an idle state, performing minimal to no processing tasks until a fail-over event

became necessary [17. Figure 3 shows a typical first-generation SCADA architecture.
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Figure 3. Monolithic SCADA system.

(b) Distributed SCADA system: Control functions were distributed across multiple systems during second
generation 8, Distributing the individual functions of the SCADA system across multiple systems resulted in a
collective processing power that exceeded what could have been achieved with a single processor 2. During
the 1980s, SCADA systems harnessed the widespread adoption of proprietary local area networks(LAN) and
more compact yet potent computers. This facilitated enhanced sharing of operational data not only within the
plant but also at broader levels. These individual stations were used to share real-time information and
command processing for performing control tasks to trip the alarm levels of possible problems. Only the
developers cared about the SCADA security 29, Figure 4 below shows the Distributed SCADA architecture [21],
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Figure 4. Distributed SCADA system.

(c) Internet of Things (IoT): loT introduces a distinct approach to SCADA systems, substituting the requirement for
PLCs with an emphasis on data modeling and advanced algorithms. This transition signifies a departure from
the traditional reliance on mainframes or server in a facility, as data goes to cloud-based servers for sharing and
storage 22, 10T SCADA systems are flexible and easy to maintain and integrate. 10T brought several other
advantages to SCADA, such as ease of use, flexibility, availability, cost efficiency, big data processing, and

scalability 23, Figure 5 below shows the loT SCADA architecture.
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Figure 5. Internet of Things (IoT) SCADA system.

(d) Networked SCADA Architecture: During the third generation, the monitoring process heavily relied on the
involvement of PLCs. They were integrated into the SCADA system, providing efficient and reliable data
acquisition and control capabilities. This integration of PLCs enhanced the overall functionality and
responsiveness of the SCADA system, enabling real-time monitoring and control of industrial processes across
a distributed network. The third-generation SCADA architecture thus facilitated greater flexibility, scalability, and
accessibility, making it more adaptable to modern industrial demands [24!. It can connect to the internet and
third-party peripherals. Additionally, this architecture enhanced the performance level of SCADA by allowing
several servers to run in parallel to handle several tasks 22, Figure 6 below shows the description of the
Networked SCADA architecture.
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Figure 6. Networked SCADA architecture.
2.2. Distributed Control Systems (DCS)

Distributed Control Systems are comprised of controllers, sensors, and actuators that are distributed across
different spatial locations 28], The entire system’s sub-components are controlled by multiple controllers, e.g., PLC

(271 DCS is frequently employed in various industrial process industries, including but not limited to the following:
» Agriculture;

e Chemical plants;

o Petrochemical and refineries;

e Nuclear power plants;

» Water and sewage treatment plants;

» Food processing;
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« Automobile manufacturing;
» Pharmaceutical manufacturing.

Within the domain of DCS, automatic control revolves around the exchange of signals, facilitating bidirectional
information flow, and the computation of control actions through decision-making processes [28. DCS is also
defined as an architecture where the subsystems are geographically distributed and functionally integrated 29,

DCS coordinates and supervises a complete plant of many variable processes. See below a distributed control
system in Figure 7.
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Figure 7. A distributed control system.

2.1.2. Function and Components of DCS

Components of DCS consist of the basic components, as listed below:

» An engineering workstation: This is the supervisory controller for the DCS as a whole. The station comes with
configuration tools that empower users to undertake activities such as generating new loops, establishing
input/output (1/0) points, and configuring distributed devices BY;

« An operator station: A station operator is a location where the user observes the ongoing process. At the station
operator’s interface, the operator can access process variables, control parameters, and alarms, which are
essential for retrieving the current operating status 81;
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e A process control unit: This control center acts as the brain of all process control by performing all the
computation process algorithms and running all logical expressions. The control module takes an input variable
that will be controlled, calculates it, and the results are compared with the set point, which is the value expected
of the process. If the calculation results differ from the set point, the value must be manipulated and the results
sent to the actuator B, This controller, which relies on microprocessor technology, is specifically engineered for

automatic and compound loop control;

e A communication system: This system facilitates the transfer of data from one station to another, a crucial
function in distributed control systems. The network protocols employed encompass Ethernet, Profibus, and

DeviceNet;
» Smart devices: These refer to intelligent devices or bus technologies employed to substitute older 1/O systems.

2.3. Programmable Logic Controllers

PLCs are industrial computer control systems designed to constantly monitor the status of input devices and make
decisions according to a customized program in order to manage the status of output devices 2. Early PLCs were
able to execute tens of instructions per second; modern PLCs can perform bit operations in nanoseconds. They
can function as autonomous systems, optimizing processes intelligently and independently B3, PLCs rely on a
programmable memory that stores instructions for executing a wide range of operations, encompassing logic
functions, sequence control, timing, counting, and arithmetic calculations. Using digital or analog input and output
interfaces, this memory supervises and manages a variety of mechanical equipment and production processes 34,

Industries that rely on PLCs include the following:

Oil and Gas;

» Food and Beverage;

o Automotive;

e Pharmaceuticals;

« Transportation;

o Off Road Construction;

« Lifts and escalators;

» Medical applications;

« Automatic gate systems;
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» Heating control systems.

2.3.1. Versions of PLCs

PLCs have evolved significantly, with a version incorporating Ethernet protocol based network connectivity that
enables them to share data with a variety of devices and systems such as other PCs, SCADA, and even cloud-
based platforms 22, This enhanced connectivity and data sharing capability has further signified their pivotal role in

ICS, as seen below.

» Real-Time Monitoring and Control: PLCs facilitate real-time monitoring and control of industrial processes. With
their network connectivity, they can provide immediate data feedback, allowing for rapid decision-making and

adjustments;

» Data Aggregation and Analysis: PLCs can collect and transmit data to centralized systems for analysis. This

data is essential for process optimization, predictive maintenance, and quality control;

» Remote Accessibility: Connectivity enables remote accessibility to PLCs, allowing engineers and operators to
manage and monitor processes from different locations, improving operational efficiency and reducing the need

for onsite presence.

This version of the Ethernet protocol-based PLCs has several limitations despite its data sharing capability. These
PLCs lacked standardization, leading to compatibility issues between devices from different manufacturers. They
also present with data handling, processing, and storage limitations for more advanced applications. PLCs have
become an integral part of the broader industrial landscape, especially within the frameworks of Industry 4.0 and
the Industrial Internet of Things (IoT). A team of researchers proposed an I0T-PLC version that possesses
regulatory control features, incorporates fog computing capabilities for tasks such as data filtering, field data
storage, and supports various wireless interfaces that can be managed autonomously B8l Their incorporation into
these paradigms is of utmost importance and have solved the earlier mentioned limitations with the below

capabilities, hence resulting into robust and secure solutions for modern industrial automation, as seen below (37],

» Enhanced Automation and Smart Manufacturing: PLCs contribute to the automation and intelligent control of
industrial processes, aligning perfectly with the objectives of Industry 4.0 and industrial 0T, which aim to create

smart and interconnected factories;

» Optimizing Resource Utilization: PLCs, as part of ICS, contribute to optimizing resource utilization, reducing
energy consumption, and minimizing waste, which are central to sustainable and eco-friendly manufacturing

practices;

» Data-Driven Decision Making: In Industry 4.0 and industrial 10T, data is a valuable asset. PLCs’ connectivity
enables them to generate and share data, which is the foundation for data-driven decision-making, predictive

maintenance, and process optimization.
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2.3.2. Components of PLC system

Figure 8 below shows the components of a PLC system.
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Figure 8. Components of a PLC system.

« Power Supply Unit: The power requirements are contingent upon the particular type of PLC employed in the
application. This unit converts AC to DC voltage suitable for PLC. This unit comprises short-circuit protection

switches at all levels, control transformers, switching power supply, and other components [2&!;

e Processor or CPU: This component includes a microprocessor, system memory, serial communication ports,
and a LAN connection. A power supply may also be included in specific cases to deliver the necessary power to
the CPU;

» Input/Out modules: Input and output modules serve as the connection points between the control environment’s
field devices (comprising both input and output equipment) and the processor. The input devices encompass
sensors, push buttons, limit switches, and similar items, while the output devices consist of motors, relays,
solenoid valves, and the like. I/O devices can be broadly categorized into two groups: discrete or digital

modules and analog modules;

» Programmable devices: As seen in Figure 8 above, Programming tools are utilized to load the specific program

into the CPU’s memory.
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