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Organizations must be committed to ensuring the confidentiality, availability, and integrity of the information in their

possession to manage legal and regulatory obligations and to maintain trusted business relationships. Information security

management systems (ISMSs) support companies to better deal with information security risks and cyber-attacks.

Although there are many different approaches to successfully implementing an ISMS in a company, the most important

and time-consuming part of establishing an ISMS is a risk assessment.
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1. Information Security Management Systems and Benefits

According to Haufe et al. (2016) , information security is considered a subset of IT governance. Based on this

statement, here can understand the importance of information security in the business strategy of a modern and

competitive company. A company can process or maintain different kinds of data classified under different categories of

information. From the client’s and staff’s records to accounting-related data, all this information should be available and

accessible for the proper functioning of a company. All this information should be protected, and quoting a company

should select and apply the appropriate shields to safeguard its physical and financial assets, reputation, legal standing,

staff, and other physical and non-physical assets . This is where an ISMS comes in handy. However, what is the

purpose of an Information security management systems (ISMSs)?

In the literature, there are several discussions on the purpose of ISMS. Diesch et al. (2020)  and Paananen et al. (2020)

 point out that the primary aim of information security is to safeguard an organization’s information, software, and

hardware, which are its valuable resources. According to Von Solms and Van Niekerk (2013) , the plan, application, and

process of ISMS should be able to stop and protect the hardware, software, and users’ information from being

endangered externally and internally, even when the company or organization is under threat.

In light of the above, an ISMS is vital since it can protect its critical assets. However, implementing an ISMS is not an easy

task, and poor planning can negatively affect a company. More specifically, it is possible to adopt processes or policies

that create barriers in its functions while implementing an ISMS. It may be more difficult or time-consuming for the staff to

perform everyday tasks since more time will be required for the information security checks. Furthermore, the workload

will be increased due to the restrictions in information access. Moreover, it may not be possible to maintain work

standards before adopting an ISMS, and the work quality may be lower. Finally, either the existing staff will need to

dedicate time to processing additional checks regarding information security, or another team will be required to take over

these tasks .

For the above reasons, regulation and cost-effectiveness are essential components of an effective ISMS. The procedure

of ISMS as an essential component of every ISMS must be in agreement with an organization’s goals and its mission .

This should be taken into consideration in the process of designing a successful ISMS and not at a later stage in order to

avoid additional costs, increased workload, or lower quality. The fundamental concept of an ISMS is to ensure

confidentiality, integrity, and availability of all information and data. Confidentiality refers to the idea that information and

data should not be accessed by unauthorized people . Companies work with financial records, know-how,

proprietary code, client data, personal information, etc. Integrity refers to unauthorized changes in data and information.

Although an ISMS cannot assure the accuracy of information and data stored, it embeds processes and tools that verify

that changes are intended and correctly applied and are not fraudulent events . Availability refers to information and

systems that should be available upon request, at all times. The most common threats are denial-of-service and loss of

data processing capabilities. Denial-of-service refers to user or intruder actions that clog computing services. In contrast,

loss of data processing capabilities refers to the destruction of computing hardware or software resources, either
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physically (due to natural disasters or human actions) or through software unavailability (due to malevolent system access

or operator error).

Even though a company will implement controls to ensure the physical, technical, and administrative environment, the

importance of the balance between confidentiality, integrity, and availability should not be overlooked .

The golden ratio is difficult to be achieved, and it appears to be the Achilles’ heel to external attacks. For example, to

ensure high availability, confidentiality might be in danger. On the other hand, if the company enforces confidentiality,

availability might become too complicated.

Companies’ dependency on Internet connectivity is increasing more and more. In contrast, simultaneously, companies

operate within a highly complicated and advanced security threat landscape that exposes their information infrastructure

to a spectrum of security risks. This leads to the appearance of unprecedented challenges and finally leads companies to

establish more secure information technology (IT) infrastructure . Cyber-attacks on a company can lead to severe

damage to the affected company’s reputation and investments. Even though the number of attacks is growing, the

economic impact of security incidents are less clear. Still, it is doubtless that a single security infringement can give rise to

irretrievable damage to a firm concerning corporate liability, loss of trustworthiness, and reduced income 

.

Although all participants are affected by security incidents, at the same time, to rephrase , employees do not realize the

importance of a company’s data confidentiality, and they do not take actions needed to reassure that no breach will occur.

Although corporations, organizations, and companies recognize the importance of analyzing, evaluating, and effectively

mitigating risks, duties and plans for dealing with information security threats, are generally not comprehensively

established. Implementing an information security information system such as ISO 27001 is an effective and vital way to

confront these threats and handle data safely and securely.

According to Velasco et al. (2018) , Diesch et al. (2020) , Hsu et al. (2016) , and Shojaie et al. (2016) , the

benefits of ISO 27001 are as follows: ISO 27001 can provide numerous significant benefits for a company or an

organization. By implementing ISO 27001, companies protect and manage their confidential data consistently by setting

up a transparent handling process for information access, controls, and handling. To achieve this, the data handling

process should be unambiguous and constantly managed. Furthermore, with ISO 27001, a company’s reputation is

increased. Since clients are more willing to trust their data with an ISO 27001 certified company, this is also interpreted as

increased profits and market share. Thus, the company becomes more confident and competitive to grow and attract

more clients. Another factor worth mentioning is alignment with international regulations such as the General Data

Protection Regulation (GDPR) and compliance with legal requirements. Legal penalties due to leakage of confidential

information can result in long-lasting legal battles and enormous financial loss.

An ISO 27001 certified company can avoid all the adverse effects of data breaches. Based on ISO 27001 provisions, a

mature information security incident response system should be set up. This means that there is a system in place that

will report and tackle any information security threats as early as possible. Cyberattacks can happen every day, and it is

crucial to spot them at an early stage. For example, in the case of Target stores’ data breach, it took the company more

than a week to spot the attack. If the attack were identified sooner, the amount of data leaked would have been less,

affecting fewer customers. An information security incident response system could have helped identify and tackle the

attack at an earlier stage .

Moreover, an ISO certified company will analyze the root causes of similar attacks or incidents regularly through tests that

will expose any system weaknesses before an actual attack takes place. Identifying vulnerabilities before an actual attack

happens gives valuable time to the company to prepare itself for any data breach scenario. Finally, an ISO 27001 certified

company should have an established disaster recovery plan. This would be activated in the event of an emergency—in

other words, when an attack has already happened. It is vital to have a plan to follow to recover after an attack. If a

company manages to proceed with its usual functions as soon as possible, the losses due to the attack will be minor.

Every day that a company is not operating costs a significant amount of money, which is connected to the income and

activities of the company .

2. ISO 27000: 27001, 27002

ISO/IEC 27001:2013 presents itself as the standard that stipulates the conditions for setting up, applying, sustaining, and

constantly developing an ISMS within a company’s framework. It also comprises prerequisites for the evaluation and

handling of information security dangers designed to meet the organization’s desires. The conditions set out in ISO/IEC
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27001:2013 are non-specific and are expected to apply to all organizations, irrespective of type, size, or nature. It is a

well-respected and internationally recognized security standard .

The ISO 27000 standards provide guidelines for fair practice for a complete ISMS. ISO 27000 provides a summary and

terminology, whereas ISO 27002 provides overall guidance for information security actions and controls by extending the

rules of practice for an ISMS. In early 2007, ISO 17799 was renamed as ISO 27002, which comprises of management-

level suggestions for IT security handling. Toward implementing ISMS, ISO 27002 is a reference point for choosing

generally acknowledged controls centered on the particular information security risk conditions of a company or

organization .

To become certified for ISO 27001, a company needs to have implemented all security controls as they are mentioned in

ISO 27002. The authorities in ISO 27002 are named the same way as in Annex A of ISO 27001—for example, for ISO

27002, control 6.1.2 is called “Segregation of duties”, while for ISO 27001, it is termed “A.6.1.2 Segregation of duties”.

The dissimilarity is found in the level of detail. Segregation of duties refers to generic guidelines on how employees’ duties

should be distinguished to achieve greater responsibility. More specifically, ISO 27002 explains the controls that must be

implemented in the organization (e.g., clear distinction of responsibilities through clear job descriptions of employees),

providing the necessary tools for companies to embrace ISO 27001 more efficiently and with widely accepted means 

.

Without the details presented in ISO 27002, the controls outlined in Annex A of ISO 27001 cannot be carried out.

However, without the management structure from ISO 27001, ISO 27002 would remain the remote effort of a few

information security experts, with no recognition from the board of directors and no actual impact on the organization.

These two standards exist separately because if they existed as a single standard it would have been too complicated

and broad for practical application.

3. ISO 27001: Risk Assessment

According to Cavusoglu et al. (2015) , within the framework of information security, a well-structured security

investment intent offers top executives a set of conditions to rationalize corporate financing of information security.

Organizations could consider both the economic and non-economic consequences of investment decisions. Financial

requirements, such as return on investment (ROI), permit evaluations of the economic viability of control concerning the

value of properties to be safeguarded by the control and the value of the investment. Non-economic conditions are

customer cooperation and emphasize organizational and operational viability. The organizational and management

literature also proposes that a well-outlined strategic investment purpose is an essential component of the development

processes, giving rise to organizational acceptance and change .

Risk is the keyword and the answer to the concerns above, while risk management defines prioritization. As contained in

ISO 27000:2013, an ISMS maintains the privacy, integrity, and accessibility of information by using a risk management

process that gives assurance to concerned parties that risks are effectively handled. Risk assessment is a tool for

analyzing and interpreting risk. It refers to recognizing and evaluating the organization’s susceptibilities . It

requires defining an evaluation scope and procedure, gathering and data analysis, and going through risk evaluation

reports. The implementation team should collect and analyze the risk data. To accomplish this, all assets, risks,

susceptibilities, safeguards and their importance, residue, and the probability of successful attacks must be identified 

.

Risk assessment should not be limited only to existing challenges but also to future ones by considering novel systems

and inventions that are already in existence and those yet to come . Implementing the risk assessment also

leads to in-depth knowledge of the organization and its operations. The risk assessment team tries to understand how

systems and procedures interact , allowing the company to identify gaps in its processes. It needs to be noted

here, though, that the people who will run the risk assessment process need to have a clear, expanded view and

extensive knowledge of the whole company.

Risk management is the next step and is the selection and implementation of the appropriate controls to mitigate risk to a

level acceptable to the organization . Just like the rest of the ISO 27001 aspects, there is no intensifier or mandatory

template to follow when it comes to risk assessment. An information security team can perform a risk assessment that

makes sense for the organization’s structure.

A risk assessment, as described in ISO 27001 under the clause 6.1.2, establishes and maintains information security risk

criteria; produces consistent, accurate, and relative results; identifies the risks in collaboration with the risk owners; and
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analyzes and evaluates those risks. During the risk assessment, the following activities can be implemented: identification

of the assets that are at risk and definition of the status of importance according to value, sensitivity, and criticality;

identification of potential threats; labeling of how possible it is for a threat to occur to a specific asset; definition of the

impact, which usually includes the expected losses, damage, and recovery cost; reduction in risk by embedding risk

management into the design of the asset; and limiting controls that are accepted by the company concerning the budget,

such as introducing new policies and procedures, exporting the conclusions, and developing an action plan .

4. ISO 31000: Risk Management

The ISO 31000 Risk Management Standard is one of the risk management standards that is a series of international

standards for applying risk management guidelines issued by the International Organization for Standardization. As is the

case with the majority of other ISO management standards, ISO 31000 establishes a structured framework that is

intended to suit the demands of companies of all sizes and types . Additionally, it has been suggested that the ISO

31000:2018 standard be used as an appropriate basis for dealing with uncertainties when assessing risks in industrial

activities. The ISO 31000:2018 risk management framework has recently been presented as a viable foundation for a

thorough risk management examination. Although the standard is primarily used by industry participants, it is adaptable

and not industry or sector specific. The ISO 31000:2018 definition of risk is distinct from other risk definitions used in

traditional risk assessments in that risk is not defined solely in terms of the probability of bad or undesirable outcomes;

rather, the emphasis is on risk management .

ISO 31000:2018 risk management is an iterative process that entails the following steps: (1) scope, context, and criteria

definition; (2) risk assessment (including risk identification, risk analysis, and risk evaluation); (3) risk treatment; (4) data

collection and reporting; (5) monitoring and review; and (6) communication and consultation . ISO 31000 establishes

a distinction between the risk management framework and two other components of an organization’s risk management

system—namely, risk management principles and risk management process. The risk management architecture is

composed of these three components. The risk management framework is a collection of components that serve as the

foundations and organizational structures for developing, implementing, monitoring, reviewing, and continuously

improving risk management across the company. Certain risk management frameworks—for example, ISO 31000—are

also referred to as risk management standards. Organizations frequently use these two names interchangeably. Risk

management is a process that focuses on risk management—namely, communicating, consulting, establishing context,

and identifying, assessing, evaluating, treating, monitoring, and reviewing risk .

ISO 31000 establishes fundamental principles, a structure, and methods. It is not intended to impose uniformity on risk

management systems, but to define the risk management process in any given business, including security. It provides

organizations with risk management standards that may be utilized to create and achieve their objectives, regardless of

their size or type of business. The ideas, framework, and processes are applicable to both public and private

organizations, as well as to all types of groups, associations, and enterprises. It establishes a uniform approach to risk

management that is neither industry- nor sector-specific. Any form of risk can be managed using the risk management

approach. It is applicable across the organization’s lifespan and to any activity, including decision-making at all levels 

.

Risk reduction, risk anticipation, and risk management are all components of managing an organization that has risk

management integrated into its business plan. As a result, enterprises frequently turn to ISO 31000 for assistance with

this task. ISO 31000 can be utilized to make strategic decisions at the organizational level, as well as to manage

processes, operations, projects, programs, goods, services, and assets .
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