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The supply chain ecosystem is becoming fragile and difficult to manage due to the complexities in its interlinked functions

such as planning, procurement, production, logistics, distribution, and sales. Organizations have started embarking on

“Industry 4.0 technologies”, a name used to denote transformative modern-day technologies such as Artificial Intelligence,

Machine Learning, automation and robotics, Internet of Things, Big Data Analytics, Blockchain, and so on to make faster

decisions, optimize current practices, provide end-to-end transparency, increased collaboration, and superior warehouse

management, which can collectively make it an “Intelligent supply chain”. 
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1. Introduction

The transformation of industrial practices into new techniques dominated by the technologies available at that time is the

Industrial Revolution. The world has so far witnessed three industrial revolutions. The first industrial revolution began in

the middle of the 18th century when steam-powered engines and mechanization were introduced, which made the people

leave their villages and migrate to nearby cities to work in factories. The mechanization of agriculture, textile industries,

railroads, machinery, internal combustion engines, and electric power were the technologies behind the second industrial

revolution that started in the middle of the 19th century. The third industrial revolution began in the 1950s and was driven

by the invention of transistors and microprocessors that also introduced computers and electronic devices into the

factories. Currently, we are living to see the fourth industrial revolution, or Industry 4.0, slowly unfolding around us. This

revolution can be called the computerization of manufacturing, in which advanced digital technologies are married to

industrial machines and processes to achieve operational efficiency, productivity, and automation to the highest possible

extent. The foundation of Industry 4.0 was built over four important modern technologies as Networking, data, and

computational (Smart sensors, IoT, Blockchain, and cloud computing), Analytics and Intelligence (Artificial Intelligence,

Machine Learning, and Big Data Analytics), Human-machine interaction (Automation, Robotics, COBOTS, and Drones),

and Advanced manufacturing (Additive manufacturing) as shown in Figure 1. Given that the fourth industrial revolution

would radically change the entire production process, it is also expected that supply chain and logistics functions would

undergo a drastic transformation .[1]



Figure 1. Foundation of Industry 4.0 technologies.

Gone are the days when supply chain and logistics management were considered a network of functions that worked to

convert raw materials and deliver a finished product to the end user or customer. The scope of the modern supply chain

has grown beyond conventional boundaries and is pounded every day with new challenges which strive to improve

business competitiveness and growth. The entire supply chain is tangled with numerous internal and external factors

which put an enormous amount of pressure on the everyday functioning of a business. For instance, more than 70% of

the survey participants from 17 countries that were a part of the Geodis supply chain survey 2017 have responded that

their supply chain is either ‘very’ or ‘extremely’ complex, and achieving extended visibility is one of the major objectives to

efficiently manage it, which nicely sums up the complexity involved in supply chain management  and the need for

digital technologies. The extended supply chain visibility and transparency can be categorized into six major parts. They

are visibility in procurement and inventory management, operations, logistics finance, quality control, sales, and customer

service .

However, in the coming years, the various Industry 4.0 technologies are believed to act as the main driving force in supply

chain management, such as supply planning, logistics, performance management, order management, stakeholder

relationship, and strategic supply chain. They can provide multidirectional communication across the supply chain network

and bring a transformation in service, cost, capital, and agility to a traditional supply chain. The various enabling

technologies and their application are discussed in the following sections. Although there are numerous advanced digital,

computing, and networking technologies developed in the last decade that can bring a transformation and help address

contemporary supply chain challenges, only the most popular technologies are discussed.

2. Artificial Intelligence

Artificial Intelligence (AI) is an algorithm-based intelligence fed to machines to provide problem-solving abilities and

decision-making skills and perform human-like assignments. In other words, the technique makes machines think and

behave like humans. It is a combination of several digital and software technologies that acts as the driving force of

Industry 4.0 . Although the origin of the technology can be traced back to the 1940s , with numerous incremental

advancements, it has gained widespread acceptance and implementation in the past decade in almost all sectors.

Implementing the technique in supply chain management can provide an integrated end-to-end solution from purchasing

to sales to increase efficiency and productivity. The ability of AI to analyze a huge volume of data in a shorter time, provide

granular level visibility to data, reduction in cycle time, improve operational efficiency, continuous process improvement,

and data-driven decision-making capabilities would help in the complete transformation of the function.

Although many different AI techniques were applied by scholars to address the supply chain-related challenges, studies

have shown that Artificial Neural Networks (ANN), Fuzzy Logic (FL), Multi-Agent and Agent-Based Systems (MAS and

ABS), and Genetic Algorithm (GA) are the most used techniques. In addition, data mining, case-based reasoning, swarm

intelligence, support vector machines, decision trees, k-means clustering, and Bayesian networks are a few other

techniques used by scholars . Mobarakeh et al.  have applied a bootstrapping method to address unpredictable and

irregular demand forecasting challenges of a business aircraft supply chain and concluded that the technique can result in

significant cost savings. An IoT-based risk monitoring system and fuzzy logic approach was successfully applied by Tsang

et al.  to control the quality of product and reduce safety-related issues in a cold supply chain. Similarly, Ignaciuk and

Wieczorek  have applied a Genetic Algorithm for inventory control strategies and optimizing the goods flow process in

logistic networks and proved that the technique is highly effective even in scenarios that have high analytical and

computational complexities. An agent-based simulation framework was successfully applied by Ferreira and Borenstein

 for supply chain production planning problems, which can also be used for inventory control. The major challenges

faced by organizations across the globe during unpredicted events such as the COVID-19 include suppliers not meeting

delivery obligations, fluctuations in customer demands, and the spike in demand due to panic buying. However, AI can be

used to identify and mitigate risks, enable sustainable supply chain processes and logistics, and provide supply chain

resilience, risk management, data-driven supply chain, decision model, technology management, network design, and

optimization algorithms to improve supply chain efficiency . Table 1 shows the different studies from the literature that

have applied different AI techniques for various supply chain and logistics-related challenges, as reported by Toorajipour

et al. .

Table 1. Application of AI techniques in various functions.
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Field of

Research
Subfield and Related Literature

Marketing

Sales forecasting , Sales management , Sales promotions , Pricing models , Market

segmentation , Customer segmentation , Marketing decision support , Direct marketing , and

Industrial marketing 

Product

design
Design specifications of new products  and Product life-cycle management 

Logistics
Container terminal management , General logistics , Inbound logistics processes , Logistics

systems automation , Lot-sizing , and Logistics workflow 

Production

Assembly line balancing , Assembly automation , Production monitoring , Production

forecasting , Production systems , Production planning and scheduling , Production data

management , Integrated production management , General production management , Flexible

manufacturing systems , Decision support systems , Manufacturing problem solving , Quality

control and improvement , Quality monitoring , Product line optimization , Workflow

management , Product-driven control , and Low-volume production 

Supply

chain

Demand forecasting , Facility location , Supplier selection , Supply chain network design ,

Supply chain risk management , Inventory replenishment , Crisis management , Global value

chains , Supply chain process management , General supply chain management , Supply chain

integration , Supply chain planning , Maintenance systems , and Sustainable supply chain 

3. Internet of Things (IoT)

The modern supply chain function is bombarded with a myriad of challenges due to varieties of reasons, such as the

presence in multiple geographical locations, which makes it vulnerable to regional issues, ever-changing customer

demands, product customization, price competitiveness, increase in product complexities, adaptation to changing

technological advancements, fluctuations in socio-economic and political factors, and natural calamities . In recent

years, technologies such as the Internet of Things (IoT) have been seen as a critical enabler for efficient and flexible

supply chain management and support smart factory ecosystems or Industry 4.0 . It is a system of interconnected

machines, artificial intelligence utilities, or people . While the aim of Industry 4.0 is to transform industrial production to

the next level, the objective can be fully realized only when the supply chain and logistics become data-driven and fully

digitized using technologies such as IoT. The typical data flow from various supply chain sources collected using IoT

devices to a secure cloud server is shown in Figure 2.

Figure 2. Data flow from various supply chain sources to the cloud using IoT devices.
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The Radio-Frequency Identification tag (RFID) that was previously used to read, identify, and track products is seen as

the precursor to IoT technology. It can provide an unprecedented level of visibility to the supply chain by connecting and

creating a network of “things” (physical objects) that are a part of the supply chain. In other words, it integrates physical

objects with the digital world through various advanced sensing, networking, and computing technologies. This enables

the physical objects to communicate with each other using the “internet” (hence the name Internet of Things), and the

real-time data collected from them can be used for the predictive and preventive analysis of various supply chain

situations that requires immediate actions that in turn improves supply chain efficiency. It also allows remote management

of supply chain operations, improved coordination between the partners, and provides accurate data for effective decision

making. End-to-end visibility of data is critical in achieving a transparent supply chain that can withstand a massive

disruption such as the COVID-19 pandemic or war. The recent increase in the penetration of IoT sensors is creating a

massive network that can communicate with each other while generating an unprecedented volume of data that can be

used for real-time monitoring and information gathering. Especially the food and perishable goods supply chain has

already started realizing the true potential of IoT technology in their supply chain and logistics which provides insight into

information such as real-time production planning and inventory management, temperature, pressure, and humidity inside

shipping containers, tracking the exact location of goods at various stages with tamper-proof time stamping, and delivery

tracking. By tracking a system’s utilization details, the technology can also help in improving the overall operational

efficiency of the system. Developing suitable algorithms and inventory management mathematical models can help in

reducing wastage and shortage of such products .

The SCOR model (Supply Chain Operations Reference model) is a standard framework developed and endorsed by the

Supply-Chain Council to improve supply chain processes in various organizations. To translate the business strategies

into execution plans and policies, it has divided the supply chain management into various stages such as Plan, Source,

Make, Deliver, Return, and Enable . Accordingly, the various research studies based on using IoT in these supply chain

processes, as summarized by Ben-Daya , are shown in Table 2.

Table 2. IoT in supply chain management.

Process Role of IoT Relevant Literature

Source

Connect with suppliers to improve supply chain

visibility.

Track activities in real time and obtain inspection

details from suppliers to improve product quality.

Supply chain data collection for strategic planning.

Verdouw et al. , Ng et al. , Yu et al. .

Make

Transparency on the status of parts and raw

materials to minimize lead time and cost.

Combine product and after-sales service to reduce

cost.

Real-time quality and maintenance data from the

customer to improve product design.

Remote preventive maintenance to increase product

life and customer satisfaction.

Wang et al. , Rymaszewska et al. , Putnik

et al. , Ondemir et al. , Chukwuekwe et al.
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Process Role of IoT Relevant Literature

Deliver

Inventory tracking to reduce logistics time.

Information sharing and joint ordering for

collaborative warehousing, on-time delivery, and

inventory accuracy.

Autonomous decision making to reduce time and

cost.

Quality monitoring and quality-controlled logistics to

eliminate waste and improve quality.

Reaidy et al. , Qiu et al. , Choy et al. ,

Kong et al. , Yao , Mathaba et al. .

Return

Ease reverse logistics to reduce cost and lead time.

Enable traceability to improve visibility and reduce

cost.

Monitoring product data while in use to improve

customer satisfaction.

Gu and Liu , Parry et al. , Thürer et al. .

Such studies show that the availability of the right data at the right time would enable the supply chain participants to

make an improved and timely decision that can enhance the operational efficiency of organizations .

4. Big Data Analytics (BDA)

The enormous amount of data generated from various devices is big data, and big data analytics is the process of

analyzing the data to reveal information such as hidden patterns, correlations, market trends, and customer preferences,

which can be used by organizations to make data-driven decisions. It is not just the amount of data that is generated and

collected using various advanced technologies such as smart sensors and IoT, but it is also critical to use appropriate

techniques to use data as a strategic tool to drive changes and make the right decisions. Usually, the data can be either

structured, semi-structured, or unstructured in the form of numbers, texts, images, audio files, or social media feeds that

are collected from various sources such as radio-frequency identification (RFID), global positioning system (GPS), point-

of-sale (POS), smart sensors, IoT devices, instant messengers, or social media. Although data analytics is a combination

of mathematics and statistical techniques, BDA is a technique used to analyze a huge volume of data to obtain meaningful

insights and turn them into business intelligence .

Historically, supply chain managers and scholars have applied statistical and operational research approaches to manage

and solve supply chain challenges . However, the recent progress in digital and computing technologies such as BDA

has opened a new avenue in approaching and solving the challenges using data-driven techniques. The BDA techniques

used in the supply chain are also termed Supply Chain Analytics, and they are used for descriptive, predictive, preventive,

and prescriptive analytics with little or no human intervention . Unscheduled machine maintenance can lead to reduced

Overall Equipment Effectiveness (OEE), which leads to reduced machine utilization and operation losses . Richey et al.

 have performed a systematic investigation on deploying Big Data across all the supply chain partners and studied its

influence on the performance of the supply chain along with their obstacles. Literature studies have shown that data

collection, improved interconnection and collaboration across various functions, agile inventory and warehouse

management, manufacturing automation, predictive analytics, process control, data-driven decision making at various

functions, and superior financial and manufacturing management are a few other potential applications of BDA .

However, the four important requirements to enable BDA in an organizational supply chain are developing data generation

capabilities at every source, integration of data across all supply chain functions and participants, developing appropriate

analytics capabilities, and management accepting data as a decision-making tool and implementing data-driven culture

.
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5. Blockchain

A blockchain is a digitally managed, distributed, and decentralized ledger used to record transactions in an immutable

format. It is a combination of various technologies such as computing, networking, cryptography, and mathematics .

The unique characteristics and features of the technology, such as immutability, decentralization, distributed ledger, and

consensus mechanisms, make it attractive for all applications in which a transaction is performed. Studies have shown

that the technology can be used to manage upstream, operational, downstream, and external supply chain complexities

. The application of blockchain technology in various supply chain and logistics functions, as discussed by Santhi et al.

, is shown in Figure 3.

Figure 3. Application of blockchain in supply chain and logistics .

At present, most organizations do not have a reliable system to track down the life cycle of a product from the raw

material stage till the finished products reach the customers. This is primarily due to the reason that various key functions

of the supply chain, such as demand forecasting, scheduling, purchasing, production, quality assurance, inventory

management, information management, logistics, and customer service, use conventional standalone technologies that

do not communicate or collaborate . In addition, such centralized technologies are prone to hacking and do not provide

visibility to data across the entire supply chain participants, which can lead to reduced performance of the supply chain.

For example, a large-scale manufacturer having no visibility to data of their supplier network that is spread across the

globe can lead to poor planning, delayed production, poor warehousing and inventory management, and inferior

performance .

However, integrating blockchain technology across all the participants of a supply chain network, such as suppliers,

manufacturers, logistics providers, distributors, wholesalers, and retailers, enables the data collection from all the sources

that can be stored in one place in a transparent, tamper-proof, and digitally distributed format which can be accessed

without any intermediaries. Providing only the required access to the participants can ensure that they can view or add

only the information that they are supposed to view or add. The technology also provides the facility to have digital proof

of possession of assets which can help avoid counterfeiting and dual contracting . Various systems such as sensors,

GPS (Global Positioning System), RFID (Radio Frequency Identification) tags, NFC (Near-Field Communication), bar

codes, QR (Quick Response) codes, APIs, and IoT-enabled devices can be used for data collection . Almutairi et al. 

have shown that Blockchain technology can provide benefits such as trust, transparency and accountability, cooperation,

information sharing, financial exchanges, and supply chain integration. Such transparent and immutable data can lead to

superior supply chain performance and higher overall customer satisfaction. It also gives prominence to information such

as raw material sourcing sites (ensuring minerals are sourced from conflict-free mines), quality (avoiding duplicate parts),
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and avoiding unethical practices which are currently invisible to customers . In addition, decentralized blockchain

technology can be used by organizations to monitor various processes such as workflows, remotely identify and validate

connected devices to avoid data tampering, and share legal, proprietary, and compliance data between the participants.

Through a case study, Dehshiri et al.  have shown that efficiency, coordination, cooperation, information sharing, and

cost reduction can be achieved in the automotive supply chain by implementing Blockchain. Other studies have also

shown that a private blockchain can provide benefits such as high security, a high degree of trust, low implementation and

operational costs, and data privacy. A blockchain-based digital identity enables fool-proof sanctions, thus preventing rogue

nations from importing dual-use products or technologies .

In summary, improving traceability of products or services, immutability, providing provenance to ensure product source

and quality, providing transparency and security to data, simplifying reverse logistics to support a circular economy,

ensuring compliance and ethical practices, error-free inventory management, shipping details, and avoiding duplicate

payments are few of the benefits of blockchain technology in supply chain management. Asset tracking and self-

executable smart contracts that get executed automatically when predefined conditions are met are a few other potential

possibilities of the technology that can help multi-organizational enterprises such as supply chain, logistics, and financial

units to a greater extent.

6. Automation and Robotics

Although the terms “automation” and “robotics” are often used interchangeably, automation refers to the software

program, machine, or technology that is used to carry out a certain task automatically with minimal manual intervention,

whereas robotics involves programmable machines that can replace humans from labor-intensive, monotonous, and

hazardous environment. In other words, robots are machines that can perform a wide variety of tasks, but automation

refers to a special-purpose program, machine, or system that only performs a specific task. Software automation, Robotic

Process Automation (RPA), and industrial automation are the three different types of automation, while robots can be

categorized into semi-autonomous and autonomous robots. Although it was predicted long ago that robotics would

become an integral part of the supply chain until now, they were working only in the production environment to automate

certain processes . The various technological and organizational challenges have delayed their implementation in the

other functions of a supply chain. However, with the advent of Industry 4.0 technologies such as Artificial Intelligence,

smart sensors, machine vision, IoT, and additive manufacturing, the current era would belong in the digital and computing

technologies in which robotics is poised to take a giant leap into the industrial system. Especially autonomous robots are

expected a play a critical role in supply chain and logistics management. In addition, the development of next-gen

collaborative robots, also called COBOTS, are capable of collaborating with humans that can sense their surroundings,

adapt, and learn rapidly. As the cobots are small, cost-effective, and highly flexible, they can easily adapt to the changing

requirements on a shop floor and fit into various departments.

Automation and robotics would become an integral part of the self-steering supply chain of future industries that are highly

efficient, flexible, and cost-effective . The key differentiator between the traditional industrial robots and the new-gen

cobots is the application of the latest technologies such as machine vision, smart sensors, superior navigation and

communication channels, and advanced algorithm-based neural networks, which improves a cobots’ ability to auto-learn,

flexibility to adapt to changing requirements, and agility . With the introduction of cobots, the current targeted

application for complex and routine tasks would see a transformation into end-to-end deployment throughout the supply

chain. Automated and uninterrupted manufacturing, intra-logistics using robots, material handling, unmanned assembly

line and fabrication, robotic warehousing and packaging, autonomous trucks , automated last-mile delivery, reverse-

logistics using drones, and delivery robots  are a few of the supply chain areas were automation, and robotics are

expected to see significant growth in the current decade.

7. Additive Manufacturing (AM)

The Additive Manufacturing (AM) technology was developed in the early 1980s to replace the traditional manufacturing

processes such as machining, casting, injection molding, forging, and so on. The process is used to convert a 3-

dimensional CAD model (Computer-Aided Design) directly into a finished part by adding layers of material one over the

other to obtain the required shape and size . Hence, it is also called 3D printing or rapid manufacturing. The flexibility

in using a wide variety of raw materials such as polymers, metals, ceramics, and so on makes the process a suitable

alternative to traditional manufacturing processes. Especially process is attractive for making prototypes, reducing

complexity in assemblies with lesser parts, and products that have limited lot sizes. As industries around the globe and

across sectors have started realizing the benefits of Industry 4.0 technologies or smart factory technologies, a very high

level of automation and product customization are expected as the key benefits, and AM is believed to play a major role
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. Kunovjanek et al.  have grouped the benefits of AM technology in the supply chain context into different

categories in line with the SCOR model, as shown in Table 3. Their study shows that reduction in production,

transportation, and packaging costs, reduced ecological footprint, lead time reduction in product development, increase in

supply chain throughput, and lower maintenance costs are a few important benefits of AM in the supply chain. They have

also shown that aerospace and industrial, and consumer goods manufacturing companies have shown significant interest

in AM technologies. However, other studies have shown that the automotive, healthcare, bio-medical, and energy sectors

are the other key beneficiaries .

Table 3. AM in supply chain management.

Field of

Research
Subfield and Related Literature

Plan Process integration and simplification to reduce overall lead time in planning.

Source Lesser inventory and transportation lead time due to reduced assembly parts.

Make
Reduction in raw material usage, lesser assemblies, and highly customizable parts to meet

customer demand.

Deliver Reduction in the dependency on multiple suppliers can reduce delivery lead time.

Return Reduction in scrap and recycling of unused AM material.

Especially, AM technology became a crucial part of the supply chain due to the unforeseen disruptions caused in

manufacturing companies due to the COVID-19 pandemic. It was used across various sectors to counteract the

interruptions significantly by increasing the production of certain critical medical implants, offsetting the challenges caused

by the non-availability of unskilled labor, and reducing the time to make complex and highly customized parts . In

many critical aerospace and defense applications, the technology has reduced the lead time to a few days from the

current lead time of nearly a year due to blockages in forging and casting supply chains . This gives product-based

organizations the flexibility to adjust rapidly to fluctuations in demand, freedom of design, shorter development time,

reduced component weight, and less inventory cost. As the AM can eliminate or significantly reduce secondary finishing

operations such as machining, the overall energy requirement to manufacture parts is reduced, which also helps

organizations to achieve their sustainable manufacturing targets.

8. Conclusions

In the last few decades, the supply chain has seen numerous challenges, which also resulted in the incorporation of many

novel technologies and strategies which completely transformed the function. Implementation of advanced Industry 4.0

technologies such as Artificial Intelligence, Internet of Things (IoT), Big data and analytics, blockchain, automation and

robotics, and additive manufacturing provides the opportunity for industries to achieve the highest level of operational

efficiency, agility, innovation, and customer service, which transforms it into a digital supply chain. In simple words, by

automating every process, placing sensors in every asset, and creating a closed network, the technologies collaborate to

achieve the highest possible performance. The vertical and horizontal integration of these technologies into the product

life cycle can bring a transformation across the supply chain network and build a resilient supply chain. The focus of

digitizing the supply chain is to provide advanced forecasting techniques, granular data access to customer preferences,

predictive analysis in upstream and downstream activities, reduced lead time, real-time production with high flexibility to

adapt to changing customer behavior, flexible logistics and delivery processes, real-time and end-to-end transparency,

and visibility to the entire supplier network, a high level of automation throughout the supply chain to improve quality and

process efficiency, and data-driven decision-making possibilities at every stage. The study shows that Industry 4.0

technologies can give agility, transparency, and resilience to the supply chain, which would make it customer-centric,

demand-driven, and automated. In addition, the review shows that although the benefits of implementing Industry 4.0

technologies into supply chains are well recognized, the application, related research, and real-life use cases are still

[107] [108]

[109]

[110]

[111]



scarce, but it is clear that businesses that fail to embrace the technologies would eventually cease to exist. If the

pandemic has exposed bottlenecks in our supply chain practices, integrating advanced Industry 4.0 technologies is the

solution. Therefore, the question that organizations face is not “if” to adopt the technologies” but “when”.
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