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Definition
The Smart Grid is a modern intelligent network adapted to a new global paradigm. Intelligent systems bring
together energy and information and communication technologies, improving performance, quality, generation,
transmission, distribution, and marketing services. Regarding the influence of intelligent networks in the
transformation of human activities, it is essential to know the resources and systems of sensors, IoT and, in
general, the devices that improve people’s quality of life. Today, there is a growing need for society to take care of
its health by integrating the use of technology. Human Activity Recognition (HAR) allows monitoring of people’s
quality of life and, in time, more features and functionalities emerge in this area, relying on a wide repertoire of
hardware and software components. Proof of this is the implementation of several solutions in indoor environments,
which capture the data generated from people’s interactions with an intelligent environment. Data collected from
heterogeneous sensors implemented in intelligent environments or from sensors connected to the body (wearables)
are stored in datasets and the information obtained from intelligent devices is integrated into a larger set, the
intelligent network that brings together an environment, a community, a city, and, in general, a joint strategy to
improve the quality of technology and life in our society.

1. Introduction
The design of electrical installations in a given environment poses a challenge for the improvement of energy
management in our society. In the year 2019, one of the main objectives of the United Nations Climate Change
Conference–COP25–held in Madrid was the development and transfer of technology to achieve a sustainable evolution
of energy consumption worldwide, with the main objective of reducing greenhouse gas emissions [1].
Today, there is a growing need for society to take care of its health by integrating the use of technology and numerous
studies and research efforts offer interesting works on this topic [2][3]. The technology that we design and build in
intelligent environments must be a climate-focused technology; that is, technological developments must drive energy
consumption through renewable sources, control and measure consumption, reduce greenhouse gas emissions, and
alert and prevent inappropriate energy consumption. In short, household technologies should integrate the processes of
energy efficiency and environmental sustainability.
Electrical and energy networks in general are designed, planned, and installed with the objective of providing highquality electricity supply to users. This energy travels enormous distances to reach the final point, which is the
consumer. People are essential in this scenario and play a key role in interacting with the energy networks when it
comes to designing better installations and improving quality.
The Smart Grid is a modern intelligent network adapted to a new global paradigm. Intelligent systems bring together
energy and information and communication technologies, improving performance, quality, generation, transmission,
distribution, and marketing services [4][5].
Regarding the influence of intelligent networks in the transformation of human activities, it is essential to know the
resources and systems of sensors, IoT and, in general, the devices that improve people’s quality of life. Today, there is
a growing need for society to take care of its health by integrating the use of technology. Human Activity Recognition
(HAR) allows monitoring of people’s quality of life and, in time, more features and functionalities emerge in this area,
relying on a wide repertoire of hardware and software components. Proof of this is the implementation of several
solutions in indoor environments, which capture the data generated from people’s interactions with an intelligent
environment [6]. Data collected from heterogeneous sensors implemented in intelligent environments or from sensors
connected to the body (wearables) are stored in datasets [3] and the information obtained from intelligent devices is
integrated into a larger set, the intelligent network that brings together an environment, a community, a city, and, in
general, a joint strategy to improve the quality of technology and life in our society.

In 2010, the Conference of the Parties, the supreme decision-making body of the United Nations Framework
Convention on Climate Change, established the Technology Executive Committee (TEC) with the objective of
accelerating and enhancing the development and transfer of climate technology. This committee consists of 20 experts
representing developed and developing countries. The Technology Executive Committee analyses climate technology
issues and develops balanced policy recommendations, supporting countries to accelerate action on Climate Change
(Figure 1). The Technology Executive Committee brings together a range of institutions, non-governmental
organisations, government experts, the United Nations, and others [7].

Figure 1. Focus areas of the Technology Executive Committee [7].
In 2018, the European Commission published the document: “A Clean Planet for all”. A European strategic long-term
vision for a prosperous, modern, competitive, and climate-neutral economy, in which it presented a strategy for the
transition to a zero-net-emission economy in 2050. According to the European Commission, the energy system of the
future will integrate the systems and markets for electricity, natural gas, air conditioning, and mobility, with smart grids
that put citizens at the centre [8].
Technology, and its development, is not only an effective tool in the fight against climate change, but it is also an
essential mechanism for the evolution of life on earth and the improvement of human health and the condition of the
planet in general. Technological design in this context will be key to the future of humanity.
The technological design of the environments where we live, move, and work must also be the subject of a detailed
analysis related to climate technology. Human beings produce and emit greenhouse gases as a product of our activity;
hence we must design sustainable and efficient spaces.
The design of smart homes and houses must be adapted to existing regulations on electrical engineering and
automation. These regulations have become obsolete and are sometimes not suitable for efficient and sustainable
climate design. As is often the case, technological research and innovation are evolving faster than regulations [9][10].
Based on the above, in this work, we will focus on studying the interaction between intelligent systems integrated in
human environments and the recognition of human activities that can be observed in such spaces in a multidisciplinary
way, with the purpose of carrying out a systematic and comprehensive review of the existing research in this field and
contributing new ideas to these advances

[11][12]

.

2.
Results
2.1. Quantitative Analysis
We begin this point by indicating that a time frame of full years has been chosen, from 2015 to 2019. In the year 2020,
at the date of completion of this work, there are some very interesting references related to our research, but because
they do not comply with the time parameter, they have not been included in the data tables and quantitative and
qualitative analyses. A total number of 29 works that could meet the objectives of this research have been located in the
databases analysed. The work done by Dileep can be highlighted

[13]

, as it offers a comprehensive and detailed

analysis of all the components of the intelligent network, its applications, benefits, and opportunities, also taking into
account the importance of the users.
We continue analysing Table 1, where it can be seen that 481 results were obtained in the first block of data extraction,
while applying the corresponding filters resulted in a lower number, 180 results. The first column indicates the name of

the analysed database, the second column, Results, indicates the number of gross results obtained. The columns for
Filter 1, Filter 2, and Filter 3 present the screening results. In the last column, Revised Results, all 180 results are
included.
Table 1. Summary of search results and filters.

Search String
Model

Library

Results

Filter
1

Filter
2

Filter
3

Revised
Results

Duplicates

IEEExplore

129

74

72

0

72

IEEExplore + WOS +
SCOPUS

3

WOS

34

23

22

0

22

IEEExplore + WOS

9

SCOPUS

318

165

155

−69

86

IEEExplore +
SCOPUS

6

481

262

249

−69

180

Total

Revised
Results Final

18

162

By filtering out the works that are repeated over several databases, we obtain the final number of articles to be reviewed
in a qualitative way, this being 162.
As we can see in Figure 2, representing the results from the Scopus database, there is a remarkably large percentage
of articles in the areas of Computer Science (41.1%) and Engineering (35.9%). These data coincide approximately with
those of the WOS and IEEExplore databases.

Figure 2. Analysis of the Scopus database results by area.

2.2. Qualitative Analysis
2.2.1. Analysis Strategy 1. SG Architectures, Models and Studies
There are numerous sources that propose their work as an analysis of architectures, models, prototypes, and studies
on SGs and their relationship with communication systems for the automation of low-voltage electrical networks in
intelligent indoor environments.
If we analyse the documents [14][15][16][17][18][19][20][21][22], we find relationships between the fields of work studied. For
example, a multi-zone control scheme for data and energy flow management was designed and evaluated in [14] using
real data on load demand and energy prices from the household power grid. A reduction in energy demand was
deduced.
In the IEEExplore database, some works in the field of SGs, sensors, and applications in the intelligent home have been
selected to be studied [23][24]. In [23], educational training in SGs and the use of advanced sensor technologies are
analysed. This document presents a test bed in the smart home based on the project-based learning (PBL) pedagogical
model for undergraduate education. The proposed test bench enables undergraduate students to gain key skills in

smart network-related topics such as peak demand flattening, real-time price response, wireless sensor networks,
machine learning, pattern recognition, embedded system programming, user interface design, circuit, and database
design.
There is some interesting research in the Scopus database, where[25] proposes a new energy management approach
to smart homes that combines a wireless network based on Low-Energy Bluetooth (BLE) for communication between
home appliances with a Home Energy Management (HEM) scheme. People’s comfort is taken into account when it
comes to intelligent and integrative energy management. Figure 3 shows a proposal for a home network with sensors
based on Bluetooth.

Figure 3. Proposal for a home network with sensors based on Bluetooth [25].
2.2.2. Analysis Strategy 2: Modelling Control Theory, Mathematical Analysis, Block Diagrams,
Differential/Integral Equations
If we propose an analysis of the works that contain research on control theory modelling, mathematical analysis, etc.,
that are an essential part of developments in the field of study of SGs concerned with integrated sensors in the home,
we find the following references that carry out similar studies: [26][27][28][29][30][31][32][33][34][35].
One interesting aspect that needs to be addressed is that which is referred to in[28] and which in this era has grown
considerably—the field of cyber security. In this document, we analyse IoT-enabled cyberattacks, which can be found in
all fields of application.
Three objectives are proposed: (1) To evaluate IoT-enabled cyberattacks with a risk-based approach, (2) to identify
hidden and subliminal attack routes enabled by IoT against critical infrastructures and services, and (3) to examine
mitigation strategies for all fields of application. In analysing SGs and their application to HAR, we must take cyber
security into account.
Wazid [31] studies a new efficient protocol for remote user authentication in the implementation of IoT and also evaluates
the formal security verification of the scheme by automatically validating the Internet Security Applications and Protocols
Tool (AVISPA) through simulation to verify whether it is secure (Figure 4).

Figure 4. Network architecture Internet of Things (IoT) [31].
2.2.3. Analysis Strategy 3: SGs and Their Application to HAR and ADL
The results of a study carried out in 19 Scottish households in which energy consumption and the perception of SGs in
relation to energy were controlled by means of sensors and equipment installed in these homes, mainly in homes
inhabited by older people, are presented in [36]. This applies a social scope to the study, a case that interests us, since
one of the objectives of the work we are analysing is social involvement, applying the study and its results to
households and elderly people in future applications.
In reference [37], an analysis of civil applications, prototypes, and possibilities for future integration of the wireless
sensor is carried out by means of a bibliographic review, discussing human life and welfare. It classifies the use of
wireless sensors in different disciplines and makes specific mention of those related to human health and human use
for HAR.
We can observe that in the filtering of documents and research works, in this case for studies related to SGs, sensors,
and devices that facilitate, study, or research human activities, mobility in intelligent environments, etc., we find few
works that interrelate these subjects.
We would have to apply other search parameters to find further research in this field, but we wanted to analyse the fact
of direct studies with people, with mobility within the home of people with disabilities, elderly people, and other types of
search vectors being largely absent when searching for the terms SGs or intelligent networks.
This will lead us to the conclusion presented at the end of the work, in which we analyse this fact.
2.2.4. Analysis Strategy 4: Simulation of Intelligent Environments with Sensors in the Home, Data Control
Architecture, Complex Computer Systems
In [38], the relationship of SGs assisted by IoT is addressed: Technologies, architectures, applications, prototypes, and
directions for future research. It is an interesting and comprehensive work on the more specific field of SGs and their
relationship with IoT (Figure 5). However, we still do not see a more direct relationship with the social and human
spheres, in order to link this SG strategy with its direct application to HAR and ADL. In this work, the research is
focused on structuring the sources of SGs and their relationship with IoT, but it covers a large number of vectors related
to the generation, transmission, and marketing of electrical energy, where the home and the application of sensors for
the improvement of people’s quality of life is scarcely touched upon.

Figure 5. Smart Grid architecture featuring power systems, power flow, and information flow [38].
Data privacy and security for the home area network connected to the network using IoT is discussed in[39]. This paper
looks into secure data flow and customer data privacy during critical and emergency operations. Data are available in
real time with minimal delay in transit time. Devices are continuously monitored for vital and emergency services. User
energy consumption data are intended to be available in the cloud and also on customized electronic devices in real
time.
Aroua [40] proposes a new framework for household energy control in smart homes using Cognitive Radio Sensor
Networks (CRSN).
Andrade, in his work [41], develops a management methodology that analyses the behaviour of wireless networks within
an intelligent home through a simulation, taking into account several parameters or restrictions such as coverage
distance and capacity. The smart grid infrastructure is described, and a mathematical model is proposed to minimise
the distance of the sensors to the access points within the area under consideration.
In [42], optimal energy demand data management for smart homes is studied. The system can support near real-time
decisions for 10,000 customers, each of which has 10 sensors with only 35 basic machines running free software in the
cloud.
The European project COMPOSE [43], Collaborative Open Market to Place Objects at your Service, analysed the
inclusion of sensors inside a supermarket that track the location of shopping carts as customers move through the
store, which can then be combined with shopping information. These data can be used to help position the product on
the supermarket shelves. This type of research does provide learning to be implemented in the development of HAR
studies, however this document does not discuss this aspect, but focuses rather on business production.
The review of communication protocols or algorithms, which study the design and implementation of environments with
SG sensors and to a large extent are studies in the field of energy demand, electrical networks, are an important area of
research among the following documents analysed: [44][45][46][47][48].
There are also studies that address the role of 5G technology in the IoT[49] and in some others, such as [50], different
vectors are studied, such as temperature and CO2 level and its control, to find out how people move around in a home
or how they consume. This study developed a methodology to determine individual household occupation patterns
using ubiquitous household sensors.
The characteristics were derived from sensors that monitored electrical energy, dew point temperature, and
CO2 concentration indoors and merged using the Dempster–Shafer method of combining evidence. A hidden Markov
method was then applied to predict the occupancy profile during the day. It is an evidence-based approach.
Wang and others, in [51], discuss a wireless sensor network (WSN) applied in the intelligent network communication
system, which is low-cost, low-energy dissipation, self-organising, and highly flexible. This article presents WSN
applications in condition-based maintenance, smart metering, and smart homes, among others.
Nguyen [52] makes a practical implementation of an intelligent home system based on a wireless sensor network for the
integration of SGs. It presents a SG home gateway hardware design. The SG Home Gateway can control electrical
devices according to the programming schedule or data received from the control centre. In addition, it proposes a

simple wireless network topology based on the star routing protocol for the SG Home Network. The results of the final
demonstration present a SG Home Gateway prototype.
It is interesting to note that the relationship between SGs, sensors, HAR, and ADL has multiple applications and
different points of view, which are interrelated and have design and simulation perspectives that portend a very
promising future for the benefit of people’s health, even more so during this pandemic in which we have undergone
lockdowns and where health and technology play an increasingly important role.
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