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Blockchain technology has been successfully applied in recent years to promote the immutability, traceability, and

authenticity of previously collected and stored data. However, the amount of data stored in the blockchain is usually

limited for economic and technological issues. Namely, the blockchain usually stores only a fingerprint of data, such as the

hash of data, while full, raw information is stored off-chain. This is generally enough to guarantee immutability and

traceability, but misses to support another important property, that is, data availability. This is particularly true when a

traditional, centralized database is chosen for off-chain storage. For this reason, many proposals try to properly combine

blockchain with decentralized IPFS storage. However, the storage of data on IPFS could pose some privacy problems.

This entry proposes a solution that properly combines blockchain, IPFS, and encryption techniques to guarantee

immutability, traceability, availability, and data privacy.
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1. Introduction

In the digital information age, the exponential growth in data volume has posed significant challenges in terms of

efficiency and scalability. Indeed, traditional centralized data storage and retrieval systems act as a single computational

node, which consequently become a trust bottleneck and a single point of failure. To overcome these challenges, data

storage is shifting to distributed systems, where data spread across multiple public nodes. In distributed systems, the

decentralized peer-to-peer nodes can synchronize with each other without the need for a central authority. For instance, a

torrent file-sharing protocol  uses a peer-to-peer network to connect all participating computers, allowing them to share

files in a decentralized manner.

More recently, blockchain technology has emerged as an innovative solution for reaching a consensus about a global

state in a decentralized manner, without the need for a central authority. It allows a decentralized network of untrustworthy

nodes to agree on the content and state of the blockchain, independently from each other. Furthermore, the information

stored in blockchain is also immutable, since the content of a block cannot be modified without invalidating the content of

all the subsequent blocks. In blockchain, smart contracts play a vital role in developing decentralized applications on top

of the blockchain. In this context, a smart contract is a piece of code deployed in blockchain to execute predefined

actions, enabling automated execution by ensuring the immutability and transparency of agreements in a trustless

environment . Therefore, smart contracts can significantly contribute to the spread of blockchain technology in several

application domains, such as healthcare , tourism , energy and water management , identity management , supply

chains , and so on.

In contrast to traditional centralized solutions that lack data traceability and transparency, blockchain and smart contract

technology could help to overcome these challenges. Indeed, blockchain technology inherently provides traceability,

immutability, and trustworthiness . These properties can secure and tamper-proof critical information in many domains.

The final aim is to increase the trust of end users by issuing non-repudiable certificates. On the other hand, storing large

amounts of data in blockchain is not feasible, due to scalability and transaction cost challenges. Indeed, increasing data

volume increases the transaction cost and decreases the blockchain throughput (scalability). Therefore, as the volume of

data grows, blockchain solutions become increasingly inefficient and economically unviable. However, a solution, called

off-chain data storage , has been proposed to address the challenges of efficient data storage strategies, minimizing on-

chain data while ensuring integrity. The idea is to develop proper solutions that guarantee the consistency and

immutability of off-chain data from those of the on-chain data.

The Interplanetary File System (IPFS) is a peer-to-peer distributed system for storing, accessing, and sharing files,

websites, applications, and data. First introduced in 2015, IPFS developed upon a decentralized environment and

incorporates distributed and bandwidth-saving techniques from torrent . Blockchain and IPFS function as decentralized

technologies but serve different purposes and have distinctive characteristics. IPFS offers an efficient, peer-to-peer
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decentralized public network for large distributed data storage and access. It aims to improve the efficiency and resilience

of traditional web protocols by allowing files to be stored in multiple locations, making them resistant to censorship and

ensuring availability, even if some nodes go offline. On the other hand, blockchain serves primarily as a decentralized

ledger, recording transactions or data transparently and in a tamper-proof way. Integrating these technologies represents

an efficient solution to the challenges mentioned above related to scalability, efficiency, immutability, and data availability.

2. Blockchain and IPFS for Data Storage

Blockchain technology is receiving a lot of attention due to its potential for secure and decentralized data storage. The

studies on blockchain mainly explored the blockchain’s immutable ledger system for data storage; however, they

frequently emphasized the limits associated with the high costs and inefficiencies of keeping large volumes of raw data

directly in the blockchain. In , the authors propose an in-depth analysis of these challenges, emphasizing the need for

more effective data storage solutions within the blockchain framework. In this regard, IPFS is becoming increasingly

common as a large data storage solution, thanks to its decentralized and effective design. In , the authors employ

blockchain technology to transmit data in a peer-to-peer network and IPFS as data-sharing infrastructure to share pre-

trained deep learning models to stakeholders. Meanwhile, in , the authors propose a blockchain and cloud-based

decentralized secure storage for data availability, privacy, and efficient resource utilization. The work in  proposes the

integration of blockchain and IPFS, showing the potential for secure data retrieval and storage. The proposed approach

leverages different privacy modes for data privacy and security by storing nonsensitive data on IPFS without encryption

and sensitive data with two-layered encryption. This approach mitigates the risk of a single point of failure and data

tampering. However, data retrieval and query require the decryption of data stored on IPFS, which may introduce

additional security and privacy risks associated with the exposure of private keys.

3. Data Security and Privacy Methods

Data privacy has been a significant challenge in decentralized systems. Encryption and hashing have been pivotal in

securing data within the blockchain and IPFS frameworks. The literature on various encryption algorithms and hashing

techniques studied by  shows the advancement in these methods in maintaining data integrity and security.

Furthermore, ref.  focuses on the role of these techniques in preserving data privacy in decentralized systems and on

the importance of a balance between accessibility and security. In , the authors delve into privacy-preserving

approaches such as zero-knowledge proofs and homomorphic encryption. These studies emphasize the development of

techniques that secure data without compromising privacy. However, these techniques can provide solutions for data

security and privacy but often fall short in terms of balancing data security with system efficiency, such as computation

overhead, scalability, and dynamic data handling. In addition, relying on encryption inadvertently exposes private keys

during decryption processes, making it a substantial security risk. The work in  proposes a blockchain-based framework

for privacy preservation and secure access control in cloud storage. The proposed scheme combines the Ethereum

blockchain and ciphertext-policy attribute-based encryption (CP-ABE) for user data security and privacy. However, due to

privacy issues and data leakage, the cloud might not be a trustworthy source for data storage.

4. Query Optimization Techniques

Leveraging blockchain and IPFS in decentralized storage systems has transformed data storage and retrieval, particularly

in sectors demanding high integrity and efficiency. These studies illustrate how blockchain and IPFS can improve query

optimization, security, and scalability in distributed storage systems. In , the authors focus on agricultural product

traceability, using IPFS to store multiple data types and blockchain for securing IPFS hash addresses to improve query

efficiency and data authenticity. However, the sensor data are collected and processed on a centralized private server

before storing data on IPFS. Therefore, this approach may pose security risks related to a single point of failure, data loss,

or compromised server. In , the authors integrate blockchain, IPFS, and Elasticsearch to address big data storage

challenges in distributed systems, resulting in reduced storage overhead, search latency, and access control. The

proposed approach relies on blockchain’s inherent security features. Moreover, the elastic search approach focuses

primarily on search latency and precision, without considering the security implications of query handling mechanisms.

The work in  proposes a secure and decentralized framework for managing cloud data provenance by integrating

blockchain technology with the IPFS. The proposed solution ensures provenance data availability, security, and integrity

by utilizing decentralized storage and blockchain for immutability. The method for verifying data integrity is secure;

however, it might be computationally intensive, particularly in scenarios where the frequent validation of large data sets is

necessary.
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