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Emergence of the Energy Internet (El) demands restructuring of traditional electricity grids to integrate
heterogeneous energy sources, distribution network management with grid intelligence and big data management.
This paradigm shift is considered to be a breakthrough in the energy industry towards facilitating autonomous and
decentralized grid operations while maximizing the utilization of Distributed Generation (DG). Blockchain has been
identified as a disruptive technology enabler for the realization of El to facilitate reliable, self-operated energy

delivery.

energy internet smart grid 2.0 blockchains 6G key directions

limitations and challenges

| 1. Introduction

IoT devices, including smart meters and sensors, communicate real-time measurement data of the large-scale
participation of the Distributed Generation (DG) . This is envisaged to facilitate autonomous operation of energy
grids, benefiting seamless integration of DG without the involvement of a third party compared to the conventional
counterpart. Implementation of El grids is proposed as an overlay of four layers: namely, physical layer,
communication and control layer, application layer and data analysis layer [2. The former two are comprised of 10T
devices and beyond 5G communication technologies, enabled through edge computing respectively. The latter two
layers of the novel architecture incorporate the applications of the envisaged El grid and data analysis technologies
supported through big data management 2. Applications of El span beyond offering dynamic energy prices to the
consumers and obtaining their contribution in DR initiatives. They also exhibit prospects in multi-dimensional
aspects, including: (1) Peer-to-Peer (P2P) energy trading; (2) plug-and-play interfacing for DERs; (3)
microgeneration; (4) Demand Side Integration (DSI); (5) automation and management of distribution networks; and

(6) management of energy data. Figure 1 illustrates the interrelationship of these applications.
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Figure 1. Overview of the bi-directional energy and information flows in the applications of the envisaged El grids.

Together with these applications, El envisages autonomous grid operation where the central authority governing
the grid under the current context will be overlooked 4. Further, this would be protruding as consumers begin to
gain liberalization in the energy market and actively participate in power production. Human intervention in the
decision-making process will be automated through smart contracts, facilitated by Artificial Intelligence (Al) and
Machine Learning (ML) algorithms. However, as a consequence of delegation of authority among stakeholders and
alleviating the contribution of the intermediary, trust establishment would become a key consideration regarding El

grids.

El will be enabled through blockchain, which is a Distribute Ledger Technology (DLT) with inherent features
including immutability, transparency, distributed verification/storage and decentralized authority over a peer-to-peer
network B!, Security features and privacy-preserving techniques incorporated with blockchains offer solutions to
mitigate cyber-physical attacks and privacy violations within the operations of the El grid. Smart contracts enable
autonomous operations of the EI grid with the execution of programmed scripts upon the fulfilment of the defined
prerequisites 8. Some processes could be automated through the utilization of smart contracts implemented upon
blockchain platforms. These include billing for the energy consumption, invocation and revocation of certificates to
authorize heterogeneous DER integration, authorizing payments upon energy trading, dynamic price signalling and
monitoring 10T devices to identify node tampering B8 Realization of El is also envisaged to be facilitated
through the developments of beyond 5G and 6G communication networks through inherent features. These include
DLT/blockchain, ultra-massive machine-type communication, extremely low-power communication, extremely

reliable low-latency communication, Al and ML, big data management and distributed processing through edge
intelligence [LYL1I[12][13][14][15]
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The significance of inherent features of the blockchain, utilized towards realization of the next generation of smart

grids in the identified directions, have been illustrated in Figure 2.
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Figure 2. Key directions of blockchain utilization in EI realization.

| 2. Energy Sustainability through Heterogeneity
2.1. Key Challenges

» Seamless grid integration: How can we facilitate seamless grid integration of DERs in order to achieve a

decentralized, customer-centric grid architecture [61?

» Decentralized marketplace: How is it possible to achieve a decentralized marketplace with dynamic price

signaling and maximized consumer satisfaction [171?

e Secure communication: How can we manage secure communication links and storage for large energy data

aggregation arising from the increasing number of grid interconnections in a decentralized and secure platform?

« Transient and dynamics: How can we mitigate the transient over voltages and undesirable dynamics resulting

from bi-directional energy routing and uncoordinated grid interconnections of DG, ESS and EV [18]?

https://encyclopedia.pub/entry/12843 3/18



Blockchain and Energy Internet | Encyclopedia.pub

« Improving interoperability: How can we achieve interoperability of heterogeneous energy sources that adopt

different grid interconnection standards?
2.2. Role of Blockchain

Smart contracts can be utilized to ensure seamless integration of DERs through invocation of certificates and
revocation of them upon request. Blockchain establishes a trusted environment in a decentralized marketplace,
which provides confidence for the prosumers to engage in P2P energy trading while avoiding the risk of non-
repudiation and double spending . Microgrid implementations such as Brooklyn microgrid 22 and Power Ledger
(201 jn Australia could be identified as promising, decentralized blockchain-based solutions facilitating P2P trading.
Furthermore, Share & Charge in Germany and Juice Net of North America are milestone projects in dencentralized
energy markets for P2P EV charging 8. Inherent cryptographic encryption of blockchain would enable user
authentication without third-party intervention. Blockchain could further function as a secure and reliable data
communication link and storage platform for efficient management of large data sets associated with these diverse

El applications. Energy sustainability is assured with transparent exchange of heterogeneous forms of energy .

However, mitigation of transient overvoltages and issues related to interoperability, which arise while the
implementation of heterogeneous EIl grids cannot be facilitated through a blockchain platform itself. Adequate

standards need to be implemented with the intention of sustaining desirable grid operations.

2.3. Future Directions

The incentive-based benefits obtained through real-time dynamic electricity pricing are receiving attention in the
grid integration of DERs beyond small scale capacities at different voltage levels of the grid 2. This will be
facilitated through 5G and beyond 5G technologies, offering ultra-reliable, low-latency communication and edge
intelligence supporting remote communication for intermittent connectivity respectively. Blockchain would provide
an overlay with distributed storage facility. Precision decision-making, incorporating Al along with reliable
communication and data processing through edge devices, as envisaged with 6G, would enable the realization of

next-generation electricity networks (22,

» Lessons: Decentralized energy trading is a well-established research area with several approaches proposed
and real-world scenarios being implemented [121201[23][24][25][26][27] Examples include P2P trading of renewable
energy (281281129 communication links are expected to be made secure through proposed blockchain integrated
architecture, which, however, has room for improvement with novel Smart Grid 2.0—specific security threats to
be addressed Y. Meanwhile, facilitating seamless grid integration of DGs @ and their interoperability BH32 gre
the challenges with future research prospects considering the existing work, which would require collaborative

technological approaches facilitated through blockchain.

| 3. Improved Trust, Security and Privacy
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3.1. Key Challenges

» Device tampering: How can we prevent tampering and unauthorized accessing of smart meters and smart

sensors to ensure integrity of the obtained energy measurements [331?

+ Man-in-the-Middle attacks in El grids: How can we establish a secure communication link between the
prosumer and the consumer during energy trading and prevent Man-in-the-Middle attacks causing data

manipulation?

» DDos attacks in El grids: How will it be possible to detect Distributed Denial of Service (DDoS) attacks

causing deliberate traffic of energy requests and depriving the legitimate users from consuming energy 3412

e Privacy issues: Can a consumer participate in DSI initiatives while preserving the privacy of energy

consumption data which can trace back to the behavioral patterns of the user?

» Authentication: How can the identity of a node in the energy grid be verified in a decentralized architecture

without revealing the connection between the energy signature and the owner’s name and location?

o Al and ML related-attacks: How can we mitigate data poisoning attacks related to integration of Al and ML

techniques in predictive data analysis 3213617

3.2. Role of Blockchain

Blockchain platform inherently establishes trust with minimal external interventions while offering a secure and
transparent mechanism to create a reliable link between the nodes participating in energy trading. Transactions are
recorded in an immutable and transparent format while each node holds a copy of the current ledger 82,
preventing data modification and false data injection. Smart contracts could automate processes such as billing
and finance settlement without the requirement of a trusted third-party intervention at a cost, while blockchains with
the inherent use of Public Key Infrastructure (PKI) would enable identity authentication with pseudo-anonymity,
privacy preservation of the participating nodes and protection of data integrity 7. The Lightning Network and
Smart Contract (LNSC) model proposed in B8 offers a security model comprising of registration, scheduling,
authentication and charging phases. This integrates security options for user authentication, facilitating secure
mechanisms for charging and discharging EVs. Guardtime, a US-funded project, has utilized a keyless

authentication scheme for scalable EI grids with hash-function cryptography and digital signature authentication
32,

Cryptanalysis, in which breach of encryption algorithm is observed, can be addressed through the digital signatures
incorporating private-public key pair, which is unique to each stakeholder. Al and ML models introduce a new set of
adversaries, including data poisoning attacks, model evasion, extraction and inversion—related ML techniques

utilized in EI grid realization (22, Data poisoning can be mitigated through the incorporation of blockchain
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distributed data storage, while alternatives such as adversarial machine learning, moving target defence and

defensive distillation would provide resilience against adversaries identified in ML models 32!,

Even though tampering of 10T devices and undesirable data traffic in communication channels cannot be fully
addressed through blockchain initiatives, such platforms can be utilized to monitor the scenario and execute
corrective measures to minimize the damage. Further, the existing security and privacy-preserving mechanisms
incorporating cryptography and 51% attacks on the blockchain-based applications are vulnerable to advancements

in quantum computing, thus demanding for quantum-resilient security alternatives [22140[41]

3.3. Future Directions

Under the current blockchain context, immutability of the distributed ledger has been exploited to establish the trust
factor and verify information security. However, the developments emerging with 6G technology facilitate
distributed computing utilizing edge devices, which could further enable consolidation of resources to achieve
computational efficiency 2. Such collaborations would pose a risk of accumulating 51% authority over the peer
nodes, thereby gaining capabilities for modification of the past records. Such adversaries should be addressed in

the envisaged grid operation.

Further, integrity and confidentiality of the information, along with the identity of the user, could be compromised
through the revealing of the public and private keys used in PKI. This could be mainly due to the prolonged usage
of the keys and as a result of the malicious attempts to reveal these cryptographic text patterns utilizing quantum
computing, which is the most recent development enabling extensive computational capabilities B, Ensuring

security and privacy with technological progressions would be challenging in future grid implementations [43].

» Lessons: Blockchain integration with Smart Grid 2.0 has facilitated in mitigating software and network related
attacks, including Man-in-the-Middle and DDoS adversaries 9. Further, the existing work has proposed
different user authentication and privacy-preserving approaches, which have been implemented through
cryptographic techniques used in blockchain [814411451[46]147][48]149] The most widely adapted approach could be
identified as cryptographic encryption—based digital signatures for user verification B9, However, modern smart
grids, which are to incorporate predictive data analytic tools for intelligent decision, are vulnerable to Al and ML—
related attacks 1911 These adversaries would overlay the security threats governing Smart Grid 2.0, which

would require accelerating the existing research initiatives.

| 4. Ultimate Reliability and Stability
4.1. Key Challenges

» Supply-demand balancing: How can we facilitate seamless integration of DG to achieve dynamic response in

power output to rectify supply-demand mismatch 817
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« Intermittent generation: What will the possibility be of securing stable and reliable grid operation in a

decentralized architecture with no third-party involvement and heterogeneous grid interconnections?

e Secure communication: How can we facilitate secure communication links to improve the exchange of energy

data and control signals between peers to improve stability and reliability of a distributed grid?

 Intelligent decision-making: How do we arrive at intelligent decisions for optimal generation allocation to

improve grid stability management?
« Energy theft: How can we prevent energy theft, ensuring the consumer a reliable energy supply?

» Power quality management: How can we mitigate the issues related to non-compliance of power quality

standards by the prosumer, DG owner and consumer?

4.2. Role of Blockchain

Blockchain and smart contracts can be utilized to invoke certification for seamless grid integration of renewable
energy generation upon fulfillment of the prerequisites. This would decrease the latency and improve grid stability
[BOIBAI | jghtweight blockchain platforms would further provide means of increasing the transaction throughput of
the energy grid. Efficient correction of supply-demand mismatch through precision decisions arrived upon
predictive analysis would facilitate reliable future grids. Blockchains would be the means for secure storage and
broadcasting of energy bids and demand requests, enabling the predictive analysis on aggregated El data. The
integrity of data sets used for the application of Al and ML technologies could be ensured through the cryptographic
encryption methods incorporated with blockchain [22. The Spanish renewable initiative Iberdrola is utilizing
blockchain for tracking of wind power generation and is expected to contribute in seamless grid integration of DER

by issuing origin certification 1. The decentralized solution eliminates the need for a third party as a middle man.

Blockchain, however, cannot be identified as the ultimate solution for ensuring stability and reliability of futuristic
decentralized grid architecture with no central authority. Advanced control strategies need to be proposed in this
aspect, with blockchain facilitating them from the rear end by providing secure data transmission and storage.
Deployment of smart contracts would enable autonomous execution of the control strategies for securing grid

stability.
4.3. Future Directions

Grid stability and reliability are expected to progressively advance through Al and ML algorithms, enhancing the
capabilities of the future grids beyond expectations. Deployment of Virtual Power Plants (VPP) and Autonomous
Vehicles (AV) contributing in Vehicle-to-Grid (V2G) and Vehicle-to-Vehicle (V2V) interactions match the supply with
the demand. Meanwhile, smart cities that integrate smart buildings with intelligent appliances would reshape the

future grid architecture, with autonomous stability and reliability management approaches being a requisite 452,
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» Lessons: Elimination of energy theft through double auction and other mechanisms has been presented in the
existing literature [LAM4149153] However, securing communication channels to offer a reliable electricity supply
while addressing the challenges related to intermittent generation of DGs have research prospects for
maximization of renewable energy utilization in Smart Grid 2.0 B9, This would enable matching the supply
with the demand; however, maintaining the power quality within the allowable limits ¥4/ would be another
challenge to overcome in the envisaged grid architecture, with little research being carried out related to this

aspect.

| 5. Decentralized Scalability
5.1. Key Challenges

» Scalable, decentralized EIl grids: How can we offer scalable solutions for decentralized energy grids which
would facilitate integration of large numbers of heterogeneous generation sources and extending the customer
base [41?

» Low-latency grid synchronization: How can we achieve low-latency decision-making for the synchronization

of large numbers of connected DGs [211?

» Scalable data management: How can we mange the large energy data set generated by the continuously

expanding consumer base of future El grids?

5.2. Role of Blockchain

Inherent features of blockchain enable the delegation of processing to edge nodes and cloud storage platforms
through a trustless trust establishment. Low latency and high throughput can be achieved through distributed
processing which further provides solutions to intermittent connectivity in remote areas in a store and forward
manner. PETCON, a secure P2P trading mechanism for plug-in hybrid EVs B4, and Guardtime, a permissioned

blockchain-based approach, are considered to be scalable solutions for complex data exchange in El grids.

Further, with the incorporation of off-chains, side-chains, sharding and edge computing to offload the computational
burden, better results have been obtained to cater for the increase of nodes connected with minimum trust issues.
This would be further empowered with the speculated advancements in communication infrastructure by
deployment of 6G technologies, enabling edge intelligence 22, DL and big data analysis applied on the data
aggregated in cloud storage would be controlled and managed through a secure mechanism utilizing blockchain
platforms. Leakage of information would be shielded and better control over the data can be achieved through such

approaches 111,

Scalability issues related to EI grid implementations, however, have not been fully overcome through the
blockchain platforms. These can be identified as future research prospects for the improvement of the applicability

of blockchain for energy grid management.
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5.3. Future Directions

Achieving distributed scalability at the cost of compromising information security and privacy of the user
respectively defies the expectations of the future grids. The blockchain trilemma would receive attention in the
pathway towards successful implementation of the futuristic grid infrastructure 2. The vulnerabilities in grid
security would expand beyond the current extent with the scalable, decentralized operations. Thus, proper

measures would be a necessity to instate the trust in the El grids.

Further, connectivity has a major impact in reaching the scalability goals, which can be addressed through
advancements such as 5G and 6G technologies. The former would enable low-latency communication channels

while the latter would address the intermittent connectivity in rural geographical locations by utilizing edge devices
[22]

« Lessons: Scalability of El grids are partly addressed through off-chain and side-chain implementations 28 as
well as suitable selection of the blockchain platform 2237 This includes scalable initiatives such as NRG
Xchange 28 and analytical selection of the blockchain platform such as HyperLedger over Ethereum 52,
Energy data management with the increasing number of consumer connections would be a challenge to be

addressed, while facilitating low-latency grid synchronization of DERs has not been discussed in the existing
literature [AS8I58],

| 6. Advanced Big Data Management

6.1. Key Challenges

Data silos: How can we overcome data silos and establish trust between prosumers, microgrids and large

power plants for better coordination?

e Secure communication: How can we achieve secure communication channels between smart meters/smart

sensor nodes and the Energy Management System (EMS) 8372

» Secure data storage: How can we provide secure, privacy-preserving and scalable storage for the aggregated

large data sets containing generation and consumption patterns of consumers and prosumers respectively?

- Data integrity protection: How can we ensure the integrity of the stored energy data utilized for Al model

development, training, validation through ML techniques, testing and deployment [28?

- Data ownership: How can we ensure ownership of the aggregated energy consumption/production pattern

data to prevent privacy-violations arising from unauthorized trading of these sensitive data to a third party?

» Scalable grids: How can we facilitate the management of large data volumes while offering scalabilty for grid

expansion with numerous grid integration of prosumers, microgrids, EVs and collaborative consumers
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participating in DSIs?
6.2. Role of Blockchain

Communication technologies are progressing towards delivering an efficient, ultra-reliable, low-latency service to
the consumer through 5G, thereby facilitating the data aggregation process. Further, 6G network operation enables
delegation of the computational capabilities for the processing of information to multiple edge devices 1322
Blockchain will be an integral part of both of these scenarios and its integration would enable secure data, control

signal transmission and trust establishment for distributed processing using edge computing respectively 59,

Data aggregation further involves secure data storage on cloud-based platforms, in which blockchain would ensure
cyber-security, information security and network security, preventing malicious attacks that could modify data. The
hash function incorporated in blockchain ensures the integrity of the stored data. Moreover, privacy could be
enacted, gaining control over the information through the deployment of smart contracts for data sharing while

maintaining anonymity (62611,

Predictive analysis upon the aggregated data will be facilitated through Al and ML, in which blockchains could
contribute as a trusted mediator. This would ensure the integrity of the data incorporated and the algorithms

compiled LU while deploying autonomous operations through smart contracts.

Blockchain alone, however, cannot facilitate scalable platforms for big data management. This demands alternative
distributed storage platforms supported by the blockchain from the back end, which include utilization of off-chain

storage and Inter-Planetary File System (IPFS).

6.3. Future Directions

Blockchains in collaboration with smart contracts could extend the utilization of the aggregated data set where
individual stakeholders (consumer, prosumer and individual power producers) would trade the information to
potential investors, asset managers such as financial institutions, utilities and policy makers to obtain financial

benefits. The secure and transparent link will be established through 6G architecture and the blockchain platform
l62],

» Lessons: Future El grids will be integrated with Al and ML for predictive data analysis, giving rise to a new set
of challenges which were not encountered in previous generations of smart grids 9. Blockchain integration
with El grids have facilitated data integrity protection through cryptographic hashing B9 and is well addressed in
the existing literature. However, addressing the challenges, including data silos 83, facilitating secure, scalable
data communication and storage with privacy-preserving data ownership 82641 \would require further research

attention.

| 7. Grid Intelligence
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7.1. Key Challenges

o Data manipulation: How can we mitigate manipulation of energy input data (electricity consumption and

production data obtained through smart meters) and validate the authenticity of the information?

 ML: How can we prevent the model inversion, poisoning pertaining to training and deployment of ML models,

used for adaptive decision-making processes in automated generation allocation of El grids [32?

» Ethical data aggregation: How can we ensure ethical use of aggregated energy production/consumption data

for Al model training and prevent unauthorized data sharing with compliance to privacy preservation?

« Transparency: How can we improve transparency in model development, training, testing and deployment,
resulting in algorithms that are reliable for diverse applications with grid integration of heterogeneous energy

sources?

« Automation: How can we assure security in Al-based automation of network control and orchestration with it
(3317
» Trust management: How can we establish trust among stakeholders participating in energy trading in El grids

and improve transparency in process automation through the deployment of Al models [621?

« Accountability: How do we ensure the accountability of the Al algorithms for automated decision-making

processes responsible for generation coordination, distribution network management and fault recovery?

7.2. Role of Blockchain

Intelligent grids arrive at decisions based on the aggregated data set obtained through loT devices and
incorporation of Al and ML techniques 88 The integrity of the data used in ML models and preventing data
poisoning would be the key consideration, which directly impacts the decision-making process. With blockchain
being an immutable DLT, this would ensure data integrity by preventing data manipulation, injection and corruption
[60I67] privacy preserving of the large data sets can be achieved through distributed edge computing, facilitated by

blockchain platforms where raw data will remain closer to its origin, assuring confidentiality 52,

Nevertheless, the authenticity of the algorithms generated through the incorporation of Al and ML cannot be
verified through the blockchain platform. Security and privacy preservation in Al based systems, however, cannot
be fully facilitated by blockchain platforms and, thus, will require Al-resilient measures. At the same time, this would
affect the control decisions obtained for the stable and reliable operations of the decentralized architecture.
Standardization and regulatory enforcement are required to overcome such issues arising in the envisaged

electricity grids.

7.3. Future Directions
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The advancements in big data and computing technologies have facilitated the emergence of DL techniques for
pattern recognition from the aggregated information 8. This would, thereby, enable accurate demand forecasting
for optimal load scheduling and load balancing to reduce peak electricity demand, facilitate energy trading and
sharing, state estimation of the power grid and perform grid diagnostics for the detection of energy theft. The higher
precision achieved in the energy demand speculation would benefit in maximizing the utilization of DER to cater for
the demand requirements while maintaining grid stability 2. Further, fast blockchain-based data-feeding models

need to be introduced to facilitate the development of efficient and accurate ML models.

Initiatives towards collaborative model development approaches using Al and ML techniques have given rise to
Federated Learning (FL), in which individual data storage on a decentralized network is encouraged ZIIZLI2] This
facilitates predictive data analysis through training of a shared model using different data sets, offering capabilities
of generalized model development with the benefit of privacy preservation of the user data. Blockchain facilitates
trust establishment and prevents data poisoning, improving transparency in training, validation, testing, deployment
and storage of training data sets for such shared models. Smart contracts enable the automation of iterative
processes, improving the flexibility of model development and data analysis. However, challenges raised through
the blockchain architecture relating scalability and smart contract security, need to be addressed further to expand
the capabilities of FL techniques 2.

XAl (explainable Al) is gaining attention in the current context of Al integration with IoT for predictive data analysis.
This could improve the transparency of the Al models associated with demand forecasting, evaluation of energy
usage patterns, renewable energy modeling and automated grid operation with optimum generation allocation and
load scheduling. xAl unravels the black box Al models, thereby improving transparency in predictive data analysis
and establishing trust in the decisions arrived through such approaches [631[73],

» Lessons: Grid intelligence would dominate the future autonomous and the challenges arising from Al-
integrated smart grids are seldom addressed through the existing literature 9. Improving transparency to
ensure accountability of ML models 1974l and trust management in the decisions arrived through the models

(321741 would be EI grid—specific challenges to be addressed in future research.

References

1. Wang, K.; Yu, J.; Yu, Y,; Qian, Y.; Zeng, D.; Guo, S.; Xiang, Y.; Wu, J. A Survey on Energy
Internet: Architecture, Approach, and Emerging Technologies. IEEE Syst. J. 2017, 12, 2403-2416.

2. Shahinzadeh, H.; Moradi, J.; Gharehpetian, G.B.; Nafisi, H.; Abedi, M. Internet of Energy (IoE) in
Smart Power Systems. In Proceedings of the 2019 5th Conference on Knowledge Based
Engineering and Innovation (KBEI), Tehran, Iran, 28 February—1 March 2019; pp. 627-636.

3. Hussain, H.M.; Narayanan, A.; Nardelli, P.H.; Yang, Y. What is Energy Internet? Concepts,
Technologies, and Future Directions. IEEE Access 2020, 8, 183127-183145.

https://encyclopedia.pub/entry/12843 12/18



Blockchain and Energy Internet | Encyclopedia.pub

10.

11.

12.

13.

14.

15.

. Miglani, A.; Kumar, N.; Chamola, V.; Zeadally, S. Blockchain for Internet of Energy Management:

Review, Solutions, and Challenges. Comput. Commun. 2020, 151, 395-418.

. Hewa, T,; Ylianttila, M.; Liyanage, M. Survey on Blockchain based Smart Contracts: Applications,

Opportunities and Challenges. J. Netw. Comput. Appl. 2020, 177, 102857.

. Di Silvestre, M.L.; Gallo, P.; Guerrero, J.M.; Musca, R.; Sanseverino, E.R.; Sciume, G.; Vasquez,

J.C.; Zizzo, G. Blockchain for Power Systems: Current Trends and Future Applications. Renew.
Sustain. Energy Rev. 2020, 119, 109585.

. Alladi, T.; Chamola, V.; Rodrigues, J.J.; Kozlov, S.A. Blockchain in Smart Grids: A Review on

Different Use Cases. Sensors 2019, 19, 4862.

. Wang, Q.; Su, M. Integrating Blockchain Technology into the Energy Sector—From Theory of

Blockchain to Research and Application of Energy Blockchain. Comput. Sci. Rev. 2020, 37,
100275.

. Cao, Y. 3—Energy Internet Blockchain Technology. In The Energy Internet; Su, W., Huang, A.Q.,

Eds.; Woodhead Publishing: Sawston, UK, 2019; pp. 45-64.

De Alwis, C.; Kalla, A.; Pham, Q.V.; Kumar, P.; Dey, K.; Hwang, W.J.; Liyanage, M. Survey on 6G
Frontiers: Trends, Applications, Requirements, Technologies and Future Research. IEEE Open J.
Commun. Soc. 2021, 2, 836—886.

Hossain, E.; Khan, I.; Un-Noor, F.; Sikander, S.S.; Sunny, M.S.H. Application of Big Data and
Machine Learning in Smart Grid, and Associated Security Concerns: A Review. IEEE Access
2019, 7, 13960-13988.

de Alwis, C.; Arachchi, H.K.; De Silva, V.; Fernando, A.; Kondoz, A. Robust Video Communication
using Random Linear Network Coding with Pre-coding and Interleaving. In Proceedings of the
2012 19th IEEE International Conference on Image Processing, Orlando, FL, USA, 30
September—3 October 2012; pp. 2269-2272.

Rahman, M.A.; Hossain, M.S.; Loukas, G.; Hassanain, E.; Rahman, S.S.; Alhamid, M.F.; Guizani,
M. Blockchain-based Mobile Edge Computing Framework for Secure Therapy Applications. IEEE
Access 2018, 6, 72469-72478.

de Alwis, C.; Arachchi, H.K.; Fernando, A.; Pourazad, M. Content and Network-aware Multicast
over Wireless Networks. In Proceedings of the 10th International Conference on Heterogeneous
Networking for Quality, eliability, Security and Robustness, RRhodes, Greece, 18-20 August
2014; pp. 122-128.

Bhattacharya, P.; Tanwar, S.; Shah, R.; Ladha, A. Mobile Edge Computing-enabled Blockchain
Framework—A Survey. In Proceedings of ICRIC 2019; Springer: Berlin/Heidelberg, Germany,
2020; pp. 797-809.

https://encyclopedia.pub/entry/12843 13/18



Blockchain and Energy Internet | Encyclopedia.pub

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.
28.
29.

Huang, A.Q.; Crow, M.L.; Heydt, G.T.; Zheng, J.P.; Dale, S.J. The Future Renewable Electric
Energy Delivery and Management (FREEDM) System: The Energy Internet. Proc. IEEE 2010, 99,
133-148.

Khorasany, M.; Dorri, A.; Razzaghi, R.; Jurdak, R. Lightweight Blockchain Framework for
Location-aware Peer-to-Peer Energy Trading. Int. J. Electr. Power Energy Syst. 2021, 127,
106610.

Kabalci, E.; Kabalci, Y. Chapter 1—Introduction to Smart Grid and Internet of Energy Systems. In
From Smart Grid to Internet of Energy; Kabalci, E., Kabalci, Y., Eds.; Academic Press:
Cambridge, MA, USA, 2019; pp. 1-62.

Mengelkamp, E.; Garttner, J.; Rock, K.; Kessler, S.; Orsini, L.; Weinhardt, C. Designing Microgrid
Energy Markets: A Case Study: The Brooklyn Microgrid. Appl. Energy 2018, 210, 870-880.

Ledger, P. Power Ledger White Paper, 2018. Power LedgerWebsite. Available online:
https://www.powerledger.io/company/power-ledger-whitepaper (accessed on 10 July 2021).

Wang, J.; Wang, Q.; Zhou, N.; Chi, Y. A Novel Electricity Transaction Mode of Microgrids based on
Blockchain and Continuous Double Auction. Energies 2017, 10, 1971.

Hewa, T.; Gur, G.; Kalla, A.; Ylianttila, M.; Bracken, A.; Liyanage, M. The Role of Blockchain in 6G:
Challenges, Opportunities and Research Directions. In Proceedings of the 2nd 6G Wireless
Summit 2020: Gain Edge for the 6G Era (6G SUMMIT), Levi, Finland, 17-20 March 2020.

Wang, S.; Taha, A.F.; Wang, J.; Kvaternik, K.; Hahn, A. Energy Crowdsourcing and Peer-to-Peer
Energy Trading in Blockchain-enabled Smart Grids. IEEE Trans. Syst. Man Cybern. Syst. 2019,
49, 1612-1623.

Dang, C.; Zhang, J.; Kwong, C.P.; Li, L. Demand Side Load Management for Big Industrial Energy
Users under Blockchain-based Peer-to-Peer Electricity Market. IEEE Trans. Smart Grid 2019, 10,
6426—6435.

Mihaylov, M.; Jurado, S.; Avellana, N.; Van Moffaert, K.; de Abril, I.M.; Nowé, A. NRGcoin: Virtual
Currency for Trading of Renewable Energy in Smart Grids. In Proceedings of the 11th
International Conference on the European Energy Market (EEM14), Krakow, Poland, 28—-30 May
2014; pp. 1-6.

JuiceNet. Available online: https://evcharging.enelx.com/products/juicenet-software/juicenet
(accessed on 10 July 2021).

Greeneum. Available online: https://www.greeneum.net/ (accessed on 10 July 2021).
Share & Charge. Available online: https://shareandcharge.com/ (accessed on 9 July 2021).

Jouliette. Available online: https://www.jouliette.net/ (accessed on 8 July 2021).

https://encyclopedia.pub/entry/12843 14/18



Blockchain and Energy Internet | Encyclopedia.pub

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

Zhuang, P.; Zamir, T.; Liang, H. Blockchain for Cybersecurity in Smart Grid: A Comprehensive
Survey. IEEE Trans. Ind. Inform. 2020, 17, 3-19.

Mollah, M.B.; Zhao, J.; Niyato, D.; Lam, K.Y.; Zhang, X.; Ghias, A.M.; Koh, L.H.; Yang, L.
Blockchain for future smart grid: A comprehensive survey. IEEE Internet Things J. 2020, 8, 18-43.

Andoni, M.; Robu, V.; Flynn, D.; Abram, S.; Geach, D.; Jenkins, D.; McCallum, P.; Peacock, A.
Blockchain Technology in the Energy Sector: A Systematic Review of Challenges and
Opportunities. Renew. Sustain. Energy Rev. 2019, 100, 143-174.

Kumar, P.; Lin, Y.; Bai, G.; Paverd, A.; Dong, J.S.; Martin, A. Smart Grid Metering Networks: A
Survey on Security, Privacy and Open Research Issues. IEEE Commun. Surv. Tutor. 2019, 21,
2886-2927.

Shafi, Q.; Basit, A. DDoS Botnet Prevention using Blockchain in Software Defined Internet of
Things. In Proceedings of the 2019 16th international Bhurban conference on applied sciences
and technology (IBCAST), Islamabad, Pakistan, 8-12 January 2019; pp. 624—628.

Siriwardhana, Y.; Porambage, P.; Liyanage, M.; Ylianttila, M. Al and 6G Security: Opportunities
and Challenges. In Proceedings of the 2021 Joint European Conference on Networks and
Communications (EuCNC) & 6G, Porto, Portugal, 8-11 June 2021.

Porambage, P.; Gur, G.; Osorio, D.P.M.; Liyanage, M.; Ylianttila, M. 6G Security Challenges and
Potential Solutions. In Proceedings of the 2021 Joint European Conference on Networks and
Communications (EuCNC) & 6G, Porto, Portugal, 8-11 June 2021.

Ahl, A.; Yarime, M.; Goto, M.; Chopra, S.S.; Kumar, N.M.; Tanaka, K.; Sagawa, D. Exploring
Blockchain for the Energy Transition: Opportunities and Challenges based on a Case Study in
Japan. Renew. Sustain. Energy Rev. 2020, 117, 109488.

Huang, X.; Xu, C.; Wang, P.; Liu, H. LNSC: A Security Model for Electric Vehicle and Charging
Pile Management based on Blockchain Ecosystem. IEEE Access 2018, 6, 13565-13574.

Micciancio, D.; Regev, O. Lattice-based Cryptography. In Post-Quantum Cryptography; Springer:
Berlin/Heidelberg, Germany, 2009; pp. 147-191.

Overbeck, R.; Sendrier, N. Code-based Cryptography. In Post-Quantum Cryptography; Springer:
Berlin/Heidelberg, Germany, 2009; pp. 95-145.

Kiktenko, E.O.; Pozhar, N.O.; Anufriev, M.N.; Trushechkin, A.S.; Yunusov, R.R.; Kurochkin, Y.V.;
Lvovsky, A.; Fedorov, A.K. Quantum-secured Blockchain. Quantum Sci. Technol. 2018, 3, 035004.

Yu, Y.; Guo, Y.; Min, W.; Zeng, F. Trusted Transactions in Micro-grid based on Blockchain.
Energies 2019, 12, 1952.

Casino, F.; Dasaklis, T.K.; Patsakis, C. A Systematic Literature Review of Blockchain-based
Applications: Current Status, Classification and Open Issues. Telemat. Inform. 2019, 36, 55-81.

https://encyclopedia.pub/entry/12843 15/18



Blockchain and Energy Internet | Encyclopedia.pub

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

Gai, K.; Wu, Y.; Zhu, L.; Qiu, M.; Shen, M. Privacy-preserving Energy Trading using Consortium
Blockchain in Smart Grid. IEEE Trans. Ind. Inform. 2019, 15, 3548-3558.

Aitzhan, N.Z.; Svetinovic, D. Security and Privacy in Decentralized Energy Trading through Multi-
signatures, Blockchain and Anonymous Messaging Streams. IEEE Trans. Dependable Secur.
Comput. 2016, 15, 840-852.

Laszka, A.; Dubey, A.; Walker, M.; Schmidt, D. Providing Privacy, Safety, and Security in 10T-
based Transactive Energy Systems using Distributed Ledgers. In Proceedings of the Seventh
International Conference on the Internet of Things, Linz, Austria, 22—25 October 2017; pp. 1-8.

Kvaternik, K.; Laszka, A.; Walker, M.; Schmidt, D.; Sturm, M.; Dubey, A. Privacy-preserving
Platform for Transactive Energy Systems. arXiv 2017, arXiv:1709.09597.

Mengelkamp, E.; Notheisen, B.; Beer, C.; Dauer, D.; Weinhardt, C. A Blockchain-based Smart
Grid: Towards Sustainable Local Energy Markets. Comput. Sci. Res. Dev. 2018, 33, 207-214.

Mwasilu, F.; Justo, J.J.; Kim, E.K.; Do, T.D.; Jung, J.W. Electric Vehicles and Smart Grid
Interaction: A Review on Vehicle to Grid and Renewable Energy Sources Integration. Renew.
Sustain. Energy Rev. 2014, 34, 501-516.

Gao, J.; Asamoah, K.O.; Sifah, E.B.; Smahi, A.; Xia, Q.; Xia, H.; Zhang, X.; Dong, G.
GridMonitoring: Secured Sovereign Blockchain based Monitoring on Smart Grid. IEEE Access
2018, 6, 9917-9925.

Hewa, T.; Bracken, A.; Ylianttila, M.; Liyanage, M. Blockchain-based Automated Certificate
Revocation for 5G IoT. In Proceedings of the ICC 2020—2020 IEEE International Conference on
Communications (ICC), Dublin, Ireland, 7-11 June 2020; pp. 1-7.

Zhou, Z.; Wang, B.; Guo, Y.; Zhang, Y. Blockchain and Computational Intelligence Inspired
Incentive-compatible Demand Response in Internet of Electric Vehicles. IEEE Trans. Emerg. Top.
Comput. Intell. 2019, 3, 205-216.

Guan, Z.; Si, G.; Zhang, X.; Wu, L.; Guizani, N.; Du, X.; Ma, Y. Privacy-preserving and Efficient
Aggregation based on Blockchain for Power Grid Communications in Smart Communities. IEEE
Commun. Mag. 2018, 56, 82—-88.

Kang, J.; Yu, R.; Huang, X.; Maharjan, S.; Zhang, Y.; Hossain, E. Enabling Localized Peer-to-Peer
Electricity Trading among Plug-in Hybrid Electric Vehicles using Consortium Blockchains. IEEE
Trans. Ind. Inform. 2017, 13, 3154-3164.

Malik, H.; Manzoor, A.; Ylianttila, M.; Liyanage, M. Performance Analysis of Blockchain based
Smart Grids with Ethereum and Hyperledger Implementations. In Proceedings of the 2019 IEEE
International Conference on Advanced Networks and Telecommunications Systems (ANTS), Goa,
India, 16—19 December 2019; pp. 1-5.

https://encyclopedia.pub/entry/12843

16/18



Blockchain and Energy Internet | Encyclopedia.pub

56.

S7.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

Dahlquist, O.; Hagstrom, L. Scaling Blockchain for the Energy Sector. Student Thesis, Uppsala
University, Uppsala, Sweden, July 2017.

Back, A.; Corallo, M.; Dashjr, L.; Friedenbach, M.; Maxwell, G.; Miller, A.; Poelstra, A.; Timon, J.;
Wauille, P. Enabling Blockchain Innovations with Pegged Sidechains. Available online:
http://www.opensciencereview.com/papers/123/enablingblockchain-innovations-with-pegged-
sidechains (accessed on 10 July 2021).

Abdella, J.; Shuaib, K. Peer to Peer Distributed Energy Trading in Smart Grids: A Survey.
Energies 2018, 11, 1560.

Zhou, Z.; Wang, B.; Dong, M.; Ota, K. Secure and Efficient Vehicle-to-Grid Energy Trading in
Cyber Physical Systems: Integration of Blockchain and Edge Computing. IEEE Trans. Syst. Man
Cybern. Syst. 2019, 50, 43-57.

Qiu, S.; Liu, Q.; Zhou, S.; Wu, C. Review of Atrtificial Intelligence Adversarial Attack and Defense
Technologies. Appl. Sci. 2019, 9, 909.

Manzoor, A.; Braeken, A.; Kanhere, S.S.; Ylianttila, M.; Liyanage, M. Proxy Re-encryption enabled
Secure and Anonymous loT Data Sharing Platform based on Blockchain. J. Netw. Comput. Appl.
2021, 176, 102917.

Yrjola, S. How could Blockchain Transform 6G towards Open Ecosystemic Business Models? In
Proceedings of the 2020 IEEE International Conference on Communications Workshops (ICC
Workshops), Dublin, Ireland, 7-11 June 2020; pp. 1-6.

Pop, C.; Cioara, T.; Antal, M.; Anghel, I.; Salomie, I.; Bertoncini, M. Blockchain based
Decentralized Management of Demand Response Programs in Smart Energy Grids. Sensors
2018, 18, 162.

Pop, C.; Antal, M.; Cioara, T.; Anghel, I.; Sera, D.; Salomie, I.; Raveduto, G.; Ziu, D.; Croce, V.;
Bertoncini, M. Blockchain-based Scalable and Tamper-evident Solution for Registering Energy
Data. Sensors 2019, 19, 3033.

Arrieta, A.B.; Diaz-Rodriguez, N.; Del Ser, J.; Bennetot, A.; Tabik, S.; Barbado, A.; Garcia, S.; Gil-
Lépez, S.; Molina, D.; Benjamins, R.; et al. Explainable Atrtificial Intelligence (XAl): Concepts,
taxonomies, opportunities and challenges toward responsible Al. Inf. Fusion 2020, 58, 82—-115.

Fan, M.; Zhang, X. Consortium Blockchain based Data Aggregation and Regulation Mechanism
for Smart Grid. IEEE Access 2019, 7, 35929-35940.

Zhang, X.; Fan, M. Blockchain-based Secure Equipment Diagnosis Mechanism of Smart Grid.
IEEE Access 2018, 6, 66165—-66177.

Antonopoulos, I.; Robu, V.; Couraud, B.; Kirli, D.; Norbu, S.; Kiprakis, A.; Flynn, D.; Elizondo-
Gonzalez, S.; Wattam, S. Atrtificial Intelligence and Machine Learning Approaches to Energy

https://encyclopedia.pub/entry/12843 17/18



Blockchain and Energy Internet | Encyclopedia.pub

69.

70.

71.

72.

73.

74.

Demand-Side Response: A Systematic Review. Renew. Sustain. Energy Rev. 2020, 130, 109899.

Ferrag, M.A.; Maglaras, L. DeepCoin: A Novel Deep Learning and Blockchain-based Energy
Exchange Framework for Smart Grids. IEEE Trans. Eng. Manag. 2019, 67, 1285-1297.

Feng, L.; Zhao, Y.; Guo, S.; Qiu, X.; Li, W.; Yu, P. Blockchain-based Asynchronous Federated
Learning for Internet of Things. IEEE Trans. Comput. 2021.

Feng, L.; Yang, Z.; Guo, S.; Qiu, X.; Li, W.; Yu, P. Two-Layered Blockchain Architecture for
Federated Learning over Mobile Edge Network. IEEE Netw. 2021.

Drungilas, V.; Vai¢iukynas, E.; Jurgelaitis, M.; Butkiené, R.; Ceponieng, L. Towards Blockchain-
Based Federated Machine Learning: Smart Contract for Model Inference. Appl. Sci. 2021, 11,
1010.

Explainable Al—How Humans Can Trust Al. Available online:
https://www.ericsson.com/en/reports-and-papers/white-papers/explainable-ai-how-humans-can-
trust-ai (accessed on 23 June 2021).

Jiao, J. Application and Prospect of Atrtificial Intelligence in Smart Grid. In IOP Conference Series:
Earth and Environmental Science; IOP Publishing: Bristol, UK, 2020; Volume 510, p. 022012.

Retrieved from https://encyclopedia.pub/entry/history/show/30255

https://encyclopedia.pub/entry/12843 18/18



