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The idea of the personal data store goes back to the early 2000s. The initial idea of this concept was to store and capture
digital materials (e.g., books, photos, and other digital documents). This idea was developed for MyLifeBits as a platform to
store scanned paper files and record, store, and access a personal lifetime archive. Personal web observatories are another
concept based on the idea of Personal Data Stores (PDS). A personal web observatory is a technical platform that, first and
foremost, enables individuals to consolidate and archive their data that is dispersed among multiple sources. Later, the
concept of Personal Information Management (PIM) and Personal dataspace management was introduced to specifically
focus on the process of managing personal digital information such as emails, images, HTML, XML, audio, video, and so on.

internet of things personal data store data vaults

| 1. Privacy as a Driver for Personal Data Stores (PDS) to Flourish

A personal Data Store can be described as a model, framework, architecture, or ecosystem designed to give individuals
ultimate control over their personal data. A person could collect, store, manage, and share his data according to his rules .
This definition has focused only on the fundamental processes that PDSs should have. However, other researchers further
provide more details to describe PDS platforms. According to 2, a PDS is defined as “a set of capabilities built into a software
platform or service that allows an individual to manage and maintain his or her digital information, artefacts and assets,
longitudinally and self-sufficiently, so it may be used practically when and where it can form the individual's benefit as
perceived by the individual, and shared with others directly, without relying on external third parties”.

Furthermore, recent research initiatives have proposed better forms of PDS that empower individuals to own, control,
manage, and share their personal data. The PDS model is fundamentally designed to give individuals the ability to have
complete control over their data [Bl. As a result, different terms have been introduced in the literature, such as Personal Data
Stores (PDSs), Databox, Data Hub, Personal Information Hub, Personal Data Vaults, Personal Container, Smart Hubs, and
Home Hubs.

| 2. Data Sovereignty as a Legal Requirement

Data sovereignty is another relevant concept to the PDS model, which is defined as the capability for individuals to have full
control and determine restrictions and rules about the usage of their data (e.g., access control authorisation and usage
duration) before sharing it with data consumers 4l Additionally, all potential data consumers need to be transparent with the
data owner. Recently, the Industrial Data Space (IDS) standard initiative proposed a reference architecture model €. Based
on this model, data sovereignty has been considered a prerequisite for the personal data ecosystem where individuals have

the ability to exploit their data as an asset for creating business opportunities for data producers and data consumers.

| 3. The Anticipated Advantages of PDS Model

One of the PDS model’'s most prominent benefits is user empowerment. Empowering users means the ability for individuals to
collect, analyse, manage, and share it with others. This also leads them to regain complete control over data processing. As a
result, individuals need to give their consent for data processing and be better informed about it (e.g., potential risks, real-time
logs, audits, monitoring, and visualisations). Empowerment would allow individuals to better understand how their data is
being processed and feel empowered by using controlling tools provided by PDS platforms. It could also increase the trust of
individuals to be more engaged in online transitions.

The second benefit would be the ability for individuals to increase the level of security by determining what, who, and when
personal data can be accessed and shared . Besides, regular leakages and privacy issues of even big and popular cloud-

https://encyclopedia.pub/entry/43780 1/10



Evolution of Personal Data Store | Encyclopedia.pub

based data silos can be minimised by using the PDS model. This would be very useful to enable a decentralised platform that
encourages third-party and app developers to embrace more privacy-friendly approaches [2. Furthermore, a decentralised
platform would enable new applications that combine data from many silos to draw inferences unavailable in the existing
marketplace . According to the literature, this model could solve and lessen many of today’s issues and concerns related to
privacy and data protection.

The PDS model could also be a viable solution for organisations and app developers to access a wide range of personal data
(e.g., medical data, bank statements, shopping history, or fithess activities) that would be difficult, or illegal to be collected
using current means. In addition to that, once the model is appropriately deployed, online service providers could easily
transfer data (with data subject permission). This would then allow organisations (data consumers) to have clean, rich, and
safe data. This is a dream come true for third parties, including big organisations and app developers, to perform
computations and analytics with clean and rich data. Organisations could also reduce the burdens associated with acquiring
and managing individuals’ data.

Another promising benefit of PDS architecture is that individuals will eventually gain the capability to make profits by
monetising their personal data. PDS platforms, many of which are under development, have proposed various business
models to achieve this feature. For instance, some of these platforms ask data consumers (e.g., app developers) to pay per
data transaction, and the type of personal data determines the price. This means an app developer could access an
individual's data once consent is approved. Other platforms (e.g., PDS Mydex) require app developers to pay registration fees
to be part of the PDS’ ecosystem and access individuals’ personal data. Alternatively, payments could also be required when
app developers need to transfer and/or collective computations &, In return, individuals will earn small cash, discounts, or
other rewards when they share their personal data.

Finally, PDS architecture is expected to provide the tools that enable individuals to analyse their personal data and gain
insights about themselves. The ability to self-quantify, self-knowledge, or self-reflect has become possible due to personal
informatics tools and the improved sensor technology &, At first, research in this area mainly focused on the utility of personal
informatics. Other researchers went beyond that to suggest concentrating on the role and experience of living with data (‘lived’
informatics) [AILLIL2] To define personal informatics (P1), Li and Forlizzi 131 conducted surveys and interviews with people
who collect and reflect on personal information. They define Pl as systems that assist people in collecting relevant information
intending to reflect and gain knowledge about themselves. A stage-based model was derived, in which five stages were
discussed (preparation, collection, integration, reflection, and action). Some research works have developed methods that
assist individuals in making sense of live data derived from smart home sensors 241131 and reflect on their personal data and
gain insights. Choe 8 built a web-based application called Visualised Self that helps users visualise and explore data.
Feustel 171 examined how individuals make sense of their own data when it is presented alongside others’ aggregated data.
This research work investigated how people could integrate the data of others to make sense of their own data and how they

identify insights and form goals without pre-existing social ties.

| 4. The Disadvantages of the PDS Model

As discussed previously, the PDS model provides multiple sensible benefits for individuals regarding data protection, data
sovereignty, and privacy. However, this model introduces several drawbacks that may prevent individuals from realising these
benefits. The main drawback is that a potential increase of responsibility may be laid on individuals to manage and control
their data, particularly for those who are not technically savvy. This also includes the burden to give and manage access and
consent for data consumers, which may lead to privacy risks and unintended consequences 28!, Another important issue is
data availability and accessibility, especially for local-based PDS platforms. Individuals need to securely access their personal
data from anywhere and anytime. In addition, current PDS platforms are still in the early development stages and do not
follow technical standards. Each platform has different security and privacy policies, terms of service, functionalities, used
technologies, and systems. Thus, this may require individuals to spend a lot of time and effort before they realise the value of
using PDS platforms.

| 5. Smart Home Platforms as a PDS
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The smart home platform (SHP) is a digital home system that enables a homeowner to control, optimise, and monitor some
home functions such as thermostats, lighting, air conditions, security systems, and others. These functions can be managed
using software called Platforms, which act as the backbone of this digital ecosystem. A typical smart home platform is built to
integrate a heterogeneous set of physical devices from various brands, such as Nest thermostats, security cameras, or smart
lighting bulbs. With all these devices in place, individuals manage each device using a mobile application. This application will
then allow a user to create, edit, or even delete different types of routines and automatic rules such as trigger-action routines
(e.g., warn me if there is activity at my living room, turn the air condition on when | am heading home) and scheduled routines
(e.g., open the curtain at my bedroom with sunrise and everyday switch all lights off at 8:00 p.m.). However, using SHP allows
homeowners to have central control over multiple devices and a unified interface for accessing sensor data. Another essential
feature of the smart home platform is the increase of interoperability and connectivity between smart home devices by using
various proposed solutions such as a unified control platform or an open loT platform 2229 As a result, users could connect
smart devices from a wide range of manufacturers easily. What makes smart home platforms more fascinating is their ability

to collect data related to motion, temperature, lighting control, and the state of smart devices 21221, This data can be handy

for individuals to self-reflect and self-monitor.

Nevertheless, collecting meaningful data from smart home platforms would be challenging because they have different data
storage methods (2. In addition, smart home platforms do not provide technological solutions for individuals to store and
analysis personal data. In contrast, PDS platforms are designed to collect, store, and analyse personal data from different
sources. Therefore, it would be realistic and motivating to convert a smart home platform into a PDS platform. By doing so,

individuals could take advantage of both platforms and can store and collect a large amount of data related to their smart

home devices. Then, they would be able to use the collected data for personal analytics and data trading.

Regarding the main components and functions, SHP platforms share some similarities to PDS platforms, which can be seen
in Figure 1. According to Kafle 23], the general architecture of smart home platforms consists of apps, devices (e.g., sensors,
lighting bulbs, smart speakers, etc.), and centralised data stores where added sensors, rules, routines, and state variables of
the entire smart home are stored. These components typically communicate locally over Wi-Fi networks or over the Internet.
However, unlike PDS platforms, which is focused on providing the best control over personal data, smart home platforms are
essentially designed to automate various aspects of physical devices ranging from small devices with little computing power

to large appliances such as refrigerators.
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Figure 1. Similarities and differences between PDS platforms and Smart Home Platforms.

| 6. Using PDS Platforms for Enabling Personal Data Marketplace

With the new EU General Data Protection Regulation (GDPR), individuals have become more than ever able to collect,
transfer, store, and even trade their personal data. Under these new regulations, individuals have the right to transfer their
data collected by firms and other service providers. However, without the use of PDS platforms, it would be difficult for
individuals and data consumers to exchange data and create mutual value since there are technical challenges that both
sides would face. Therefore, PDS platforms are designed and engineered to overcome these challenges by creating
decentralised data marketplaces that enable all parties to share and trade personal data in several ways.

The first way is to ensure the supply of personal data by allowing individuals to gain and retrieve their data from big firms or
service providers (e.g., Digi.me). This is because, currently, firms or service providers collect and own personal data. Second,
PDS platforms provide tools that individuals can use to manage and control their data. This includes their ability to short,
search, and transfer personal data analysis in order to transform personal data into meaningful information. Third, PDS
platforms enable individuals to specify and reconfigure their security, privacy, and sharing preferences regarding data sharing
and access control. Finally, PDS platforms can be seen as a potential enablers for the data-sharing marketplace because they
will ultimately need to provide methods and a virtual environment where data consumers can request and negotiate access to
individuals’ personal data. In contrast, individuals should be able to approve requests to buy their data and receive returned

value (e.g., money, discount, or free services).

| 7. Key Enabling Technologies for PDS Platforms

Blockchain can be viewed as a decentralised Internet infrastructure that provides a shared, immutable, and transparent
history of transactions. In a blockchain network, a set of miners work together to verify and record transactions and maintain a
public ledger 24, From a technological point of view, integrating blockchains with the development of PDS platforms can
provide multiple features. First, blockchains as a decentralised system can provide a robust storage system since there is no
central point of failure. In addition, PDS platforms need to provide a unique identity (Self-Sovereign Identity) to associate
individuals’ personal data, which could lead to several other benefits, decentralised access control, decentralised data search,
and decentralised data marketplace [23. Moreover, blockchain technology helps PDS platforms with requests related to data
authentications, verification, and authorisation.

Smart contract has been introduced earlier than Blockchain, but it has been recently associated with Blockchain. This is
because smart contracts are a form of self-governance and self-managed transactions that can be executed and stored
automatically in the Blockchain, enabling self-governance over data. In the context of PDS platforms, smart contracts can be
used as a solution for personal data determination, which refers to the ability to determine the ownership of personal data and
the right to use and transfer it 241, In SOLID, smart contracts have been transparently defined and enforced data access policy
in which individuals and service providers can deploy policies as smart contracts 28],

Semantic technologies are used to ease data interoperability, which is regarded as an essential feature of a fully functioning
PDS ecosystem. This is because, in reality, PDS platforms need to effectively interact and communicate with various types of
data forms, data exchange protocols, systems, heterogeneous devices, etc. Therefore, semantic technologies can facilitate
interoperability through semantic annotation, managing access, resource discovery, and knowledge extraction 7. With
semantics technologies, individuals could also transfer and exchange personal data with various entities (e.g., between
PDSs). For instance, RML.io (RDF Mapping Language) has been used in a proposed solution that allows individuals to
transfer personal data into an interoperable format to their personal data store 28], Furthermore, semantic technologies are
used to link and organise data in decentralised stores based on authorisation methods for granting access to data. In order to
automate these processes, Ref. 29, for example, used semantic web-based policy languages which allow expressing rich

rules for consent and data requests.

Various other technologies have also been used to enable the existence of PDS platforms, such as Machine Learning and
Artificial Intelligence (Al). In this context, the use of machine learning tools have been used to learn how to answer future

third-party data requests B%, privacy preference suggestions and personalised privacy settings, and privacy preference
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enforcement B, Users of PDS can also benefit from personalised Al services by providing controlled access to their data or

by asking providers to send their Al services into users’ PDS [32],

| 8. Existing PDS Platforms

Many PDS platforms have developed over the last two decades. While some of these platforms were built by commercial

companies and the open-source community, others were developed as research projects. Each of these platforms has

focused on specific features to help grow and adopt the user-centric model. In the following, the researchers will discuss the

development of these platforms as depicted in Figure 2.

MyDex 2007

- Best Known As: a PDS platform
that allows users to manage their own
personal information in their own
right (e.g., keep, delete, find, and
verify).

- Built By: By a commercial company
(Community Interest Company)

Personal data vaults (PDV) 2010
|

- Best Known as: the software that
runs on mobile phones as a middle
layer between users and third-party
applications. The goal of PDV is to
maintain the ownership of personal
data.

- Built By: academic
researchers.

Personicle 2013

- Best Known For: its ability to
collect, manage, and correlates
personals data from various sources
to build individual Health Persona.
- Built By: academic researchers.

> Hub of all-Things (HAT) 2014 >

> Me Economy (Meeco) 2014 >

> My Data Store 2014 >

- Best Known For: personal data
ownership & control with the
ability to run private analytics and
gain insights related to health,
history and memories.

- Built By: Commercial & non-
profit organisations.

- Best Known As: a life platform
for individuals to manage all their
personal data and give permission
for others to access it and create
mutual value.

- Built By: Commercial company

- Best Known As: a tool that
enables individuals to control and
share their personal data in a
ubiquitous context.

- Built By: academic researchers.

OpenPDS 2014

- Best Known As: a PDS that
allows users to collect, store and
give fine-grained access to their
metadata to a third party
(SafeAnswers).

- Built By: academic researchers.

Digi.me 2017

- Best Known As: a platform that
provides tools for users to import
their scattered data from various
sources and enables them to share it
with trusted apps.

- Built By: Commercial company

Webbox 2014

- Best Known As: a web-standard
based architecture that supports easy
maintenance and repurposing of the
individual’s own data for private,
social or public publishing,
collaboration and reuse.

- Built By: academic researchers.

> SoLID 2018 >

- Best Known: as an open-source
application to disrupt and change
the current internet for users to
have full control & value from
data.

- Built By: Open source
community & commercial
company (Inrupt).

IoT DataBox 2016

- Best Known As: a personal
network device (e.g., Raspberry Pi)
that allows users to collect,
organise and mediate access to their
personal data.

- Built By: academic researchers.

Figure 2. The evolution of the personal data store.
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Hub of All Things (HAT) is a decentralised micro-server that gives individuals the full legal right to their data. This micro-
server is hosted in the cloud, and personal data can be accessed using various devices 23l Collected data from various
sources can be stored and visualised. In addition, users can install tools (apps) in their micro-server to conduct private
analytics and gain insights about their health, e-history, and others. With relevance to data access, users can use some
technical tools to transfer their data with their permission and permit app developers to analyse their data. In return, the user
can have tangible benefits such as free service. The HAT PDS can only be accessed by the owner (user) and not by HAT
because users are considered here as the only controller and processors of the data within the HAT PDS.

Mydex is a PDS platform that is designed to enable users to realise the value of their data 2423, Users can achieve this goal
by allowing app developers or data consumers to access their data. Each time they access a user’s data, they have to pay a
transaction fee to the PDS users, and the platform collects a percentage of each data transaction. Mydex is a cloud-based
platform on which various apps can be installed. Because of encryption, only users can view data in the PDS account.
However, app developers and data consumers can also view specific data once they have the required consent. In addition,
the platform provides different data capture mechanisms, and users can fill in their data or let other organisations populate
their PDSs.

Personal data vaults (PDV) is privacy architecture presented by Refs. B8I37I38] ppy is software that runs on a mobile
phone and communicates with PDV, which works as a middle layer between a user's mobile phone and the third-party
application. PDV works like an online personal data storage, where an individual can upload personal data. It provides
storage, authentication, access control mechanisms, and a user interface. The goal of this PDV is to maintain the ownership
of the individual's data. PDV acts as a middle software that allows individuals to control and filter data before being shared
with internet service providers. Individuals can also decide what and with whom data will be shared. However, PDV is
designed for the mobile phone environment. As a result, stored data are only related to locations, movements, images, texts,
and health data.

Personicle was presented as a framework that collects, manages, and correlates personal health data from heterogeneous
sources and detectors events happening at a personal level B9, Data is gained from different sensors such as Microsoft

Kinect, onboard sensors on mobile phones, and wearable tracking sensors.

Meeco is similar to previous PDS in terms of empowering individuals to own and benefit directly from their data 4%, However,
Meeco is more focused on helping individuals to gain insights and have the data to negotiable better outcomes.

MyData Store is a tool that enables individuals to control and share their data [41. According to this research, MyData Store is
a secured digital space owned and controlled by the user and acts as a repository for personal information. They designed
this model to collect, share, and delete personal data on mobile phones. The framework provides a user-centric and data
management tool that can be used through the whole lifecycle of individuals’ data, from data collection and use to data trading
or monetisation 42,

OpenPDS is another framework introduced by Ref. 43 intending to enable individuals to manage their data safely and
privately by giving only short answers to third parties and prevent any direct access to the data. This framework is a practical
way to protect the privacy of individuals. This framework proved to be viable because it was applied as a novel approach for
recommender systems to overcome the limitations of the existing systems [44].

Webbox was initially introduced as a web-standard-based architecture that supports easy maintenance and re-purposing of
the individual's data for private, social, or public publishing, collaboration, and reuse 3. It was also proposed as an
alternative solution to the existing online Personal Information Management (PIM) service, which does not enables users to
fully control their information in terms of how it can be accessed, stored, and guaranteed (e.g., long-term persistence and
security).

Databox is an alternative user-centric approach proposed to enable individuals to coordinate the collection processes and the
management of their data (. Databox allows users to selectively and transiently share personal data with a third party for
specific purposes. Later, the 10T Databox model is presented to enable internal and external accountability 48, The IoT
Databox was mainly designed as a physical device for the 10T environment. Data transfer is enabled here, and users can
install apps locally. Unlike PDS HAT, Databox assigns the role of the data controller to external parties, such as app
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developers, when data is transferred out of the Databox, and they would not be transferred when the data is at rest in the
device.

SOLID proposed to provide a set of tools for building decentralised Web applications, including the ability for individuals to
store and trade their data 7. In addition, they offer actual data ownership, where individuals can choose where their data is
stored and who can access it. Organisations can also benefit from existing data that users have already stored and use such
data without needing to build up customer networks.

Digi.me provides tools for individuals to import their scattered data from apps and websites. Once data is imported,
individuals would take control of the data “&l. They would also be able to search and browse that data and let third-party apps
and websites integrate and access it. Digi.me claims that its business model complies with GDPR consent requirements for
data processing.

KRAKEN Project is a European project that aims to develop a trusted and secure personal data platform. It enables
individuals to share trade-sensitive personal data (e.g., educational and health records and well-being data from wearable
devices) and their ability to maintain full control and ownership of their data throughout the entire data lifecycle “9. The project
also aims to provide individuals with advanced technological methods such as privacy-aware analytics, self-sovereign identity,
and data portability control. KRAKEN, as a personal data platform solution, initially aimed to focus on the health and
education sectors.

PimCity Project enables individuals to regain control of their personal data by building a platform where individuals can share
and trade personal data with businesses and organisations Y. The project delivers Personal Information Management
Systems (PIMS) based on a user-centric model. The project also aims to increase transparency in the online data market by
implementing a PIMS development kit (PDK) (e.g., personal data safe and personal consent management) that allows
developers to engineer and experiment with new solutions.

TRUSTS Project aims to create a secure and trustworthy European market for personal and industrial data B, The project
was initiated in 2020 by European Union’s Horizon research and innovation research and is based on the experiences of two
large national data-sharing projects. The platform aims to connect stakeholders, provide generic functionality, and act as a
platform federation between data markets. Furthermore, the platform provides an operational and GDPR-compliant European
data marketplace and follows the reference architecture designed by the International Data Spaces (IDS). The platform aims
to improve the integration and adoption of future platforms by providing services to identify and overcome legal, ethical, and

technical challenges across-border data markets.
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