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The conventional electrical grid is undergoing substantial growth for reliable grid operation and for more efficient and

sustainable energy use. The traditional grid is now metamorphosing into a smart grid (SG) that incorporates a diverse,

heterogeneous blend of operating measures such as smart appliances, meters, and renewable energy resources. With

better efficient results and dependability, the SG can be described as a modern electric power grid architecture. The SG is

one of the greatest potential advances as a promising solution for the energy crisis. However, it is complex and its

decentralization could be of tremendous benefit. Moreover, digitalization and integration of a large number of growing

connections make it a target of cyber-attacks. In this sense, blockchain is a promising SG paradigm solution that offers

several excellent features. There has been considerable effort put into using blockchains in the smart grid for its

decentralization and enhanced cybersecurity; however, it has not been thoroughly studied in both application and

architectural perspectives. An in-depth study was conducted on blockchain-enabled SG applications. Blockchain

architectures for various applications, such as the synchrophasor applications, electric vehicles, energy management

systems, etc., were proposed. 
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1. Introduction

The power grid is a complex engineering marvel, which is undergoing rapid changes due to the proliferation of renewable

energy resources, high-speed signal processors, and intelligent sensors, etc. The present requirement involves bi-

directional flow energy and information between the power generators and the power consumers. So, the traditional

power grid is evolving into a smart grid (SG), a grid that is capable of dynamically monitoring and controlling the flow of

power, providing reliable power to the consumers .

The SG connects heterogeneous components that vary in their functionality and requirements. These components include

renewable and non-renewable energy sources, intelligent sensors, controllers, etc. The statistics on research publications

related to the SG are shown in Figure 1. These statistics were obtained from the Scopus database. The various

applications that the SG caters to are shown in Figure 2. In Figure 2, the share of research publications from the

application’s perspective is shown. From this figure, it can be observed that the main applications in an SG are the energy

management systems (EMS), electric vehicles (EVs), microgrids (MGs), smart cities (SCs), home automation (HA),

advanced metering infrastructure (AMI), and synchrophasor applications (SPAs) .
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Figure 1. Publication statistics on SG. 

Figure 2. Distribution of research related to SG.

SG enhances the reliability of power supply and materializes several applications at the cost of increased complexity . In

this complex network, at a given instance, there are several entities in the grid that carry out transactions. An important

concern is validating a transaction between the various entities involved in a particular SG application. A promising and

secure solution for this problem is the use of Blockchain technology.

Blockchain technology, first introduced by Satoshi Nakamoto, helps achieve consensus about the authenticity of a

particular transaction and helps maintain trust between various entities involved . The number of papers published on

blockchain technology every year is shown in Figure 3. Additionally, the corresponding number of papers published on

Blockchain for SG is shown in this figure. The publication statistics were obtained from the Scopus database.
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Figure 3. Publication statistics on blockchain and blockchain for SG.

 

2. Blockchain

2.1. Structure of Blockchain

The blockchain comprises a series of blocks of transactions linked together in a chain. Client/server architecture is used in

traditional client/server systems, and various administrators are in charge of them. On the other hand, blockchain is a

distributed, decentralized peer-to-peer (P2P) network . Each and every network participant can control the network. The

network is made up of many connected computers or nodes, and the blocks in the chain cannot be changed without the

network’s approval. Each node in the network has its copy of the digital ledger.

The main constituents of a blockchain and the associated terminology are described as follows:

Block: In a blockchain, pointers and linked list data structures are utilized to represent blocks. Using a linked list, the

blocks are sorted in a logical order and aligned up with one another. A block is a data set containing transaction

information like timestamps and links to previous blocks and is produced using a secure hash technique. The location

of the next block is indicated via pointers. Every block is divided into two sections: the block header and the block body.

The block header has the following fields:

Block version: specifies which set of block validation criteria should be used.

Merkle tree root hash: the sum of all transactions in the frame’s hash value.

Timestamp: from 1 January 1970, the current time is expressed in seconds in universal time.

nBits: a valid block hash’s goal threshold.

Nonce: a 4-byte field that starts with 0 and rises for each hash computation.

Parent block hash: a 256-bit hash value that refers to the block before it.

A transaction counter and transactions make up the block body. The maximum number of transactions stored in a block is

determined by the block size and the transaction size.

Public and Private keys: Blockchain is a constantly increasing network of interconnected and secured blocks using

cryptographic processes . To validate transactional authentication, blockchain employs an asymmetric key technique.
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The transactions in the block are encrypted using a private key. Every other node in the network can access these

transactions. These nodes can decrypt the data using a public key available to all the nodes in the network.

Hash function: Every block has a cryptographic hash related to the previous block. Hashing creates a unique fixed-

length string to identify a piece of data. The length of the string is independent of the size of the data.

Consensus process: A set of protocols and consensus from all network participants are used to validate new blocks.

Consensus is needed to decide on the validity of the block. Several approaches are available for the consensus

process, such as proof of work, proof of stake, practical byzantine fault tolerance, etc.

Smart Contracts: Smart contracts are programs that execute automatically and control the transactions between the

distributed nodes in the blockchain network.

2.2. Types of Blockchain

The type of a blockchain depends on the nature of the application. There are three types of blockchains: public, private,

and consortium . These three types of blockchains are represented along with their properties in Figure 4.

Figure 4. Types of blockchains and their properties.

There is no control over a permissionless or public blockchain. Anyone may access the network and read or write data.

Permissioned ledgers, on the other hand, are only accessible to network users who have been authenticated. Since they

are encrypted with a private key, everyone cannot read the blocks. The properties of public and private blockchains are

combined in consortium blockchains.

2.3. Characteristics of Blockchain

A blockchain is a decentralized network, and unlike a centralized system, the transactions are validated by the nodes in

the network . The identity of the nodes in the network remains unanimous, and once a transaction is validated by the

nodes and added to the blockchain, it is impossible to reverse the transaction. Thus, the blockchain is immutable. The

various other characteristics of a blockchain are depicted in Figure 5.
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Figure 5. Characteristics of a blockchain.

Although blockchain technology has gained traction in future Internet systems, several difficulties must be properly

addressed. Expertise in blockchain technology is critical, as the technology is still in the nascent stages. Adoption of BCT

provides promised benefits in various fields, but the high initial infrastructure costs are a big worry for businesses. The

deployment of blockchain technology is also influenced by privacy and security concerns. Scalability and legal

requirements are also significant obstacles to its implementation.

3. Blockchain for Smart Grid

3.1. Blockchain for Synchrophasor Application

The major outages across the globe, such as those in Brazil in February 2011, the Pacific Southwest in September 2011,

India in July 2012, Vietnam in May 2013, the Philippines in June 2013, Bangladesh in November 2014, etc., have

necessitated the wide-area measurement system (WAMS) in the SG . The WAMS is a comprehensive solution to

monitor, control, and maintain the SG by incorporating the state-of-the-art infrastructure, emerging technology, and tools.

Recently, synchrophasor technology emerged as a viable solution for the WAMS. The synchrophasor technology enables

WAMS to monitor, control, and coordinate the SG in real-time and precisely . The fundamental architecture of the

synchrophasor measurement system involves a phasor measurement unit (PMU), phasor data concentrator (PDC), and

the communication network . The PMUs are high-speed sensors that monitor the grid in real-time by measuring the grid

voltages and currents. These measurements are time-synchronized using the global positioning system (GPS) and

communicated to the PDC, which acts as an aggregator. The time-synchronized measurements of PMUs are referred to

as synchrophasor data.

The communication network acts as a backbone since it provides the infrastructure for communicating synchrophasor

data between PMUs and PDCs . The more generic architecture of WAMS comprises decentralized architecture where

the devices are hierarchically arranged. The decentralized hierarchical architecture of the WAMS with three levels of

hierarchy is shown in Figure 10. A local PDC may be located close to the microgrids, aggregating synchrophasor data

from several PMUs in a power grid. Further, there may be a master PDC that aggregates data from several local PDCs.

Finally, the data from several master PDCs may be aggregated by a PDC known as a super PDC located at the regional

level, which is the highest level in the proposed hierarchy.

The data pertaining to the health of the grid can be used in WAMS for state estimation, stability analysis, situational

awareness, etc., of the SG and its other operational-related functionalities. However, such data, typically referred to as

synchrophasor data, can be exploited by cyber-attacks such as denial of service (DoS), distributed denial of service

(DDoS), false data injection, spoofing, data tampering, etc. . These attacks put the WAMS at risk, and its efficacy
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becomes questionable. The risk identification and assessment of smart grids is thoroughly discussed by Jha et al. in ,

where the authors considered risk assessment analysis of smart grid communication networks. The blockchain can be

used with synchrophasor technology to mitigate the risk of cyber-attacks in a WAMS. Additionally, blockchain technology

can simultaneously enhance the robustness, reliability, and integrity of the synchrophasor data by incorporating a

decentralized peer-to-peer approach to communicate synchrophasor data in a WAMS.

3.2. Blockchain for Home Automation

A smart house is an integrated Internet of Things (IoT) domicile that provides users security, health, comfort, and a higher

standard of life, among other benefits. People’s life and independent living are made easier with smart home solutions.

They provide valuable capabilities such as behavior tracking and safety evaluations, which have drawn the attention of

consumers and device makers. Although intelligent homes provide significant benefits to homeowners and other

interested parties, they are vulnerable to harmful cyber-attacks that risk users’ safety and privacy . Traditional solutions

to such dangers exist, but they are extremely centralized and prone to large-scale attacks. As a result, the adaptability and

scalability needed for effective utilization in the cutting-edge field of autonomous smart home applications and facilities are

absent. Several clever technologies make life easier for individuals. Such programs generate enormous volumes of data.

The archiving of this ever-changing material into repositories raises security problems. In cybersecurity technologies with

remote connectivity and data transmission, blockchain has performed well. Thus, it is being employed for home

automation applications.

3.3. Blockchain for Advanced Metering Infrastructure

The heart of the AMI is a smart meter used to collect, monitor, and communicate the data related to energy consumption

corresponding to every user. The meter data are used differently by different entities. For example, the grid operator can

use this data for load forecasting and planning, and the market operator can use smart meter data for dynamic pricing and

billing. On the other hand, the users can use such data to manage their electricity usage. Whereas AMI provides ample

advantages, secure AMI data transaction is challenging. The blockchain-based AMI plays an important role in achieving

this objective. A generic framework for implementing AMI using blockchain is shown in Figure 6.

Figure 6. The architecture of blockchain for AMI.

The smart meters can be directly connected to the blockchain network through the gateway . The data from the meters

contains meter IDs and other utility-related information as per the IEC 62056 protocol. These meters are connected to the

servers or nodes inside the blockchain network that create the blocks using the data received from the AMIs. These

blocks are then shared with all other nodes inside the blockchain-enabled network. This network can only be accessed by
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the nodes related to the utility center and so should be a private blockchain network. The private blockchain can be used

for smart contracts and validations to provide energy utilization transparency without compromising security and privacy.

3.4. Blockchain for Electric Vehicles

The technological evolution of electric vehicles (EVs) and the rapid growth of the smart grid have led to the emergence of

new connectivity structures—vehicle-to-grid (V2G) . In the future, the importance of EVs using technologies such as the

Internet of Vehicles (IoV)  or the Internet of Things (IoT)  will increase, as it offers innumerable advantages, for

example logistics companies provide fixed charging stations (CSs) for their fleet of vehicles.

Interconnectivity requirements with all technology systems in the real world have led to the emergence of vehicle-to-

everything (V2X) technology , using integrated vehicle sensor platforms that use the centralization of various functions

through an integrated EV server, connected by a series of connectivity devices such as CAN, LIN, Wi-Fi, and Bluetooth

technology . The results of V2X performances are based on a series of information on the collection and dissemination

of multi-networks and technological capabilities between electric vehicles.

The security factor, the speed of data transfer between interconnected vehicles, and the wide coverage of

telecommunications systems led to the emergence of 5G networks and their distribution very quickly in the world . The

infrastructure of multi-networks communication systems through 5G technology has the power to process applications at a

superior level. The 5G network drives the V2X protocol, generating many scenarios for data management by promoting

the development and integration of blockchain applications . The implementation of blockchain systems in the vehicle-

to-everything protocol tends to reinvent intelligent transport systems, leading to high efficiency of transport and road safety

services .

3.5. Blockchain for Renewable Microgrids

With every day passing, there is a continuous transition and evolution to a renewable grid that is based on various

distributed energy resources such as photovoltaics, fuel cells, microturbines, batteries, etc. These transitions rely on the

successful deployment of blockchain technology.

3.6. Blockchain for Smart City

With the development and use of blockchain technology, the Internet of Things (IoT), and Cloud Computing, rapid

evolution can be observed in the smart city paradigm.

3.7. Blockchain for Energy Management System

Developing and implementing the distributed system, both in production and consumption and energy marketing, brought

new benefits to producers and consumers. Moreover, the increasing energy use from wind turbines and photovoltaic

panels necessitated changing the energy market’s architecture and secure energy transactions. Blockchain technology

can be used for this purpose.

4. Blockchain for Cybersecurity in SG

The immediate need to incorporate renewable energy sources has necessitated considering a more diversified and

distributed structure for the SG. This objective was achieved through distributed generation system and DER .

However, this has increased the complexity of the SG. Further, the SG’s complex infrastructure comprises several devices

such as the PMUs, smart meters, home automation sensors, remote terminal unit, spanning generation, transmission,

distribution, customer, operation, marketing, and utility domains, etc. . Situational awareness is vital to ensure the

resiliency of such a marvelous SG infrastructure. The communication infrastructure and the communication protocols

needed to support these applications vary. The core of the communication network is a wide area network (WAN). In

addition to this, there exist other types of communication networks such as local area networks (LAN), home area

networks (HAN), wireless sensor networks (WSN), neighborhood area networks (NAN), etc. These communication

networks mostly use TCP/IP protocol suite for data communication. TCP/IP is not a secure protocol. Hence, the

communication network of the SG applications can be easily attacked by exploiting its vulnerability.

The SG is a typical cyber-physical system . As a cyber-physical system, cybersecurity is a vital parameter with three

features: availability, confidentiality, and integrity. Availability is characterized as the property in which all data are available

promptly. The cyberattack can compromise availability by blocking, delaying, and corrupting the data or even losing the

data. The impact of cyber-attack on the availability of SG applications is huge. Confidentiality is characterized as the

property of the system to protect the privacy and proprietary information from unauthorized access. The cyberattack on
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confidentiality can compromise the privacy and proprietary information of the SG application. Such incidents can grant

illegal access to the application by stealing password-related information, causing enormous loss to the operation of the

application. Integrity is characterized as the application’s property to protect the system from unauthorized access to avoid

any modification, alternation, and destruction of the data. The cyberattacks on integrity can modify the data to configure

the application, resulting in an enormous loss.

Blockchain is a distributed ledger that is immutable and does not depend upon any third party for its execution. This

makes blockchain a secure method for data transactions and thus plays a vital role in SG applications. The blockchain

can explicitly be used to mitigate the cyberattacks to strengthen the SG application’s security. Among the different

blockchains, the public blockchain is highly secure compared with the consortium and private blockchain due to the nature

of the members and the consensus mechanism. The members of the public blockchain can be anonymous, whereas only

the trusted nodes can be members of the consortium and private blockchains. The consensus mechanism followed in the

public blockchain is proof-of-work, whereas multi-party voting in the consortium blockchain and strictly pre-approved

nodes in the private blockchain are followed as a consensus mechanism. However, computational complexity is very high

in the public blockchain. Thus, when security threats are fewer, and computation complexity is low, consortium and private

blockchains are preferable to the public blockchain. The architecture of the blockchain for cybersecurity in SG applications

is shown in Figure 7.

Figure 7. The architecture of SG cybersecurity using blockchain.

5. Conclusions

SG is evolving with the developments in storage and computational technologies. One such technology that can

potentially transform the transactions amongst the various entities of the SG is the blockchain. The blockchain offers a

decentralized and secure means of authorizing transactions, removing the need for a centralized authority. Despite its

tremendous application in other domains, it has been underutilized for SG applications.

The blockchain-based applications are still in the nascent stage from various perspectives, which are seen as future

research problems. Many SG applications operate in real-time, and the blockchain should not overburden the

applications. The resource requirements for computation are a major challenge in blockchain-based systems. Blockchain

must be developed to work on a lighter framework while retaining its security features. Additionally, regulatory bodies have

to develop standardization procedures to make this technology interoperable and popular. Some of these research

problems can be solved in the future, thoroughly revolutionizing blockchain-based applications.
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